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 Introduction









Blockchain: you’ve heard the buzz. Perhaps you aren’t sure how it differs from Bitcoin or why it’s important for you and your business to be aware of. You may have heard that companies dealing in Bitcoin and Blockchain made almost $290 million dollars in the first half of 2016. So, what does this profit have to do with Blockchain? Why is one firm describing it as the ultimate game changer in finance and beyond? What is the mechanics behind this technology that has the promise to change the world as we know it?



Think of the World Wide Web as the great equalizer. Everyone has access to the same information; anyone can make contributions when given the right framework to operate within. At least, that was the promise of the Web. Since then, we’ve seen it become monopolized by powerful companies, used to undermine our privacy by the government. The promise of neutrality and equality offered by the vast potential of the World Wide Web was ultimately disappointed.



And yet, Blockchain technology puts that power back in our hands. It enables the kind of direct exchanges, free from the oversight and control of the forces that have come to dominate our lives, that hasn’t been possible in the history of banking. It empowers everyone to be able to participate as equals on a level playing field in the world of finance. It sounds too good to be true, yet this new technology exists and becomes more accurate every day. It is sweeping the business world by storm, with billion dollar investments from major companies pouring into research.



It is not too late to jump on the bandwagon. This book will cover everything you need to know about the technology that has the power to restructure Wall Street as we know it. First, this book will address the historical development of Blockchain that will allow us a better understanding of the context it is being developed in. Blockchain’s function and potential will be described in depth to shed light on its potential for revolutionizing finance and beyond. Then, the basic structure and technical concepts will be covered to provide context for the advantages and challenges facing its application. The first chapter will provide you with the language and background to enter and contribute to discussions on Blockchain technologies. In the chapter on Blockchain 2.0, your basic knowledge will be expanded upon to give you an understanding of the latest developments that will transform this cryptocurrency platform into a framework for changing economies worldwide. The future of Blockchain will detail the myriad possibilities for industries ranging from healthcare to diamonds to democracy which all stand to benefit from this implementation of this new model. Lastly, a discussion of the challenges that face Blockchain technology will prepare you to jump into and advance in this burgeoning field.









 CH 1







What is Blockchain?







Blockchain is a way of revolutionizing business transactions. It was developed in conjunction with Bitcoin technology but can be applied just about everywhere and has enormous implications for education and the future of finance. Blockchain, however, is more basic than just a tool for finance. Therein lies its incredible potential. At the most basic level a ledger. It is a digital ledger of transactions, one that is accessible to the public and keeps track of transactions anonymously. It is an open-source software, which means that anyone can see what is happening and make changes to it. What is unique about it is that through cryptography, the recordings are secure and essentially unalterable. At the same time, any changes made to the ledger are distributed globally. Because essentially anyone can participate in and verify the transaction, it is what Blockchain theorist David Tapscott deems a “platform for trust,” and at that, one of truth, because it is structured in such a way that fabrication is nearly impossible.



The incredible thing about Blockchain technology is its inherent security. This will surprise newcomers given the reputation of Bitcoin as a currency used for laundering illegal activities, yet precisely because of Blockchain, Bitcoin had its appeal as a source of dependable anonymity. Blockchain technology is being lauded by law enforcement and other government officials as of the most guaranteed secure sources of transactions to be found on the Internet today, a reputation which only improves with time.



The traditional understanding of banking would dictate that the ledger is kept by a bank and it takes time to make updates when a transaction occurs so that both banks have a record of what occurred. Your money is entrusted in with the third party. Blockchain eliminates the need for a third party. How? It puts the power of verification in the hands of those who use it. It goes further than that; unlike banks, which are subject to the threat of compromised security, Blockchain is virtually impossible to hack.



This is a total game-changer for the world of finance. Even with little knowledge of the field, this is apparent. Yet Blockchain is touted as revolutionary far beyond the finance world. This is because the nature of Blockchain technology is such that it can be applied in industries far beyond the financial sector. In this globalized world, goods are exchanged across continents at rates unimaginable even a decade earlier. What if there were a way for this to occur even faster? Blockchain has that potential. This is because the distribution at an almost real-time pace allows for even faster collaboration.



Beyond transactions of value, Blockchain can also be used to exchange data. The possibilities are nearly endless with the right frame of reference and understanding of how Blockchain works. One day it could even be used to institute massive decentralized voting and thus eliminate the need for larger governing bodies. To reach that point, an understanding of the components of Blockchain that make it useful in contexts beyond Bitcoin is in order.



History of Blockchain and Bitcoin



Blockchain applies to more than just Bitcoin; this book explores the variety of ways Blockchain can be made useful for you. Blockchain may be difficult to understand at first in part because of the connection it shares with Bitcoin. Blockchain has its original roots as the source code for Bitcoin. As Blockchain technology has advanced, the potential for its application outside of Bitcoin currency has become increasingly clear. However, to understand how Blockchain works, it is useful for us to first review how it originally developed with Bitcoin.



Bitcoin Basics



In order to understand how Blockchain works, an explanation of Bitcoin is in order. Bitcoin is an asset you can buy and use electronically. A so-called “virtual currency,” founded in the fall of 2008, Bitcoin is billed as a peer-to-peer electronic cash system. Users of Bitcoin are called “miners.” Bitcoins function as assets do; you can buy, own, and send them to other people. Bitcoin transaction only take a matter of seconds to go through, because they do not require the oversight of third party vendors. They are usually deemed secure or “settled” within an hour after initiation. Bitcoin can be priced. Often they are priced in U.S. dollars, but like any other asset, can be measured in other forms of currency as well.



Bitcoin is used for so-called peer-to-peer transactions. This means that through Bitcoins, electronic cash assets can be exchanged directly between two parties, rather than having to be mediated through a financial institution. Imagine selling your bicycle to a friend. There is no record of you giving the cash to your friends when you put it in his hand, yet you both know that the transaction took place. There is a consensus between you two, and you did not need the bank to oversee it because you trust each other to know it took place. Bitcoin enables this type of trade, except that there is a record of the transaction, and your trust is not built in mere friendship and witnessing the transaction but in the proof of your work to carry the transaction out.



Bitcoin is different from online banking and PayPal. With those institutions, you were obligated as a user to comply with their rules and oversight over all your transactions. Online banks and PayPal record numbers that represent values outside of the organization. Bitcoin is different in that it is actual electronic cash because it is not regulated by an outside institution that imposes value upon it; some people find it helpful to conceive of it as an electronic cash asset. Its value comes from the inherent trust that exists between those participating in the market. It also operates on a proof-of-work basis; a Bitcoin only comes into existence when a miner goes through the effort and uses the computational power to bring it into being. In the beginning of 2009, Bitcoin was released. Each coin’s current value hovers around 300-400 dollars on average, based on general rates of inflation.



Historical Development



Bitcoin started enjoying popularity in 2013 when business began to take it seriously with their investing and it came to be a legitimate currency for start-ups. The price of Bitcoin reached an all-time high. This notoriety drew suspicion from the Federal Government. The Department of Homeland Security put a halt to the Bitcoin exchange, called Mt. Gox, in 2013. Mt. Gox was not the place where all Bitcoin transactions took place, but where the clear majority were carried out. The declaration of bankruptcy that followed garnered reports of hundreds of thousands of Bitcoins that were wrongfully lost or stolen in the process.



Since Bitcoin arrived on the scene, there have been other cryptocurrencies released. They are relatively volatile on the market, however, which has made investors skeptical. Similarly, investors are skeptical of Bitcoin’s future potential. It too is volatile. There has been considerable dissent within the community over how to run the code and manage the currency. Some of the most well-known developers of Bitcoin have since come out against it, saying it has evolved to go against its original purpose.



While Bitcoin has struggled to maintain its foothold, Blockchain has gained traction among professionals in industries like banking and governmental agencies. Blockchain has developed in conjunction with Bitcoin. Here’s how it works:



Bitcoin functions without a central authority to oversee the transactions. So, the question of how to ensure the legitimacy of each transaction, to prevent fraudulent charges, necessitated a protocol of approval. Using regular currency, when one person wants to buy from another, they use a trusted third party to oversee the transaction. That third party would add it to their ledger and oversee the transfer of funds between the parties. For Bitcoin to work as a decentralized form of currency, the transactions must be validated by someone who is not a party to the transaction. The difference with Bitcoin is that it does not need to be a person who has any authority; it can be anyone in the network, as long as they are not associated with either party.



It sounds easy enough; someone from the network, deemed a miner, uses free software to verify the transaction. To avoid conflicts of interests, the person who oversees the transaction as a trusted third party is randomly selected. All the miners share the authority to approve transactions. Approving transactions requires significant computing power. To compensate for the use of electricity and bandwidth, miners are incentivized to approve transactions with a reward of Bitcoins. Thus, the Blockchain technology is set in motion. The miner, in order to verify the transaction, is tasked with the creation of a file that records the transactions that have taken place in the time since the last block of transactions were verified. This occurs at intervals of 10 minutes. By investing computational power in the verification of transactions that took place on the network, the miner essentially broadcasts the assurance that the transaction is valid, real, and not inaccurate. So, by reviewing the transaction, making sure it took place, the miner adds a new block to the Blockchain and finalizes the transaction.



With each finalization of the transactions, the block is connected to the blocks that preceded it. Each linked group of blocks taken comprises what is known as the Blockchain. There is a set pattern of rules the blocks must follow in the process of their ordering, and that set of rules is the protocol.



The way Blockchain has developed up until this point has been reflective of the non-hierarchical model that Bitcoin is structured on. For example, there are aspects of the Blockchain system that could function differently if one were willing to implement a system of control with a hierarchical structure. Because Bitcoin is meant to be collective, it has developed a little differently.



Nonetheless, its potential for application outside of the Bitcoin market was recognized, and investors and developers have since adopted the technology for several purposes. Top companies are investing in ways to utilize the security and speed of the Blockchain technology that made Bitcoin trading possible. Therefore, understanding Blockchain as a potentially revolutionary force is important.













 
 CH 2







The Blockchain Revolution







So, now that you have a basic grasp of the use of Blockchain, you are wondering why and how it relates to you in your daily life. For the answer to that, simply consider the attention Blockchain had received from a variety of industries, most notably the financial sector. Despite its association with cryptocurrencies, which have historically been viewed with skepticism, Blockchain has been taken seriously in the corporate world. This has resulted in testing and developing Blockchain technology, funded by major players.



Why is there so much interest in Blockchain? Mostly because of its enormous potential. The concept itself of Blockchain has already radically altered the way that software developers will write their new applications. It is a fundamental shift in the database paradigm. Furthermore, it goes beyond computing: it extends far into the realms of other industries.



Blockchain has huge implications for the internet. It is the second generation of development. The excitement of the early 90s in terms of expressing the potential of access to information on the internet then is the same palpable electricity one senses among developers now. Whereas the first revolution of internet technology came with access to information; this revolution is about access to value. Blockchain is the next step in the digital revolution.



The development of Blockchain technologies is referred to as an arms race among the financial technology community. It is also difficult to speak of Blockchain on a general basis as one technology because there are several technologies being pioneered now. Just as e-mail was not immediately available and its potential was not obvious from the beginning, so too will the real big thing regarding Blockchain technology take time. Private companies are in competition with each other over who will win.



As the internet originally changed society radically and restructured the way we interact with one another, so will Blockchain technologies. It is still in the early stages; another 5 years at least are necessary to have a clear picture of what is to come. One thing is for certain: Blockchain technologies will not be limited to the world of finance. With the right programming, Blockchain technology can be adapted to record just about everything we are used to handling through middlemen with that is of value to our societies: records of birth, death, marriages, record of ownership, some have even suggesting voting can be handled through Blockchain technology. From things like sending money to loved ones without paying extra fees to preserve information after a physical archive has already burned down, the diversity of applications for Blockchain technology is almost unfathomably large.



Those who support investment in Blockchain technology point to the security aspect. Through the processes of verification in the peer to peer network, trust is established directly between the parties carrying out the transaction. Blockchain thus eliminates the need for a middleman in your transactions. Instead of having a central clearinghouse to handle the ledgers, each bank has a copy of its own. In real estate, the need for title search firms is eliminated. Not only is this effective for reducing the time necessary for completing a transaction, but it cuts costs dramatically as well. Blockchain means it would no longer be necessary to go through the costly process of updating everyone’s ledgers individually. This saves not only time, as transactions can be approved within seconds rather than over the course of several days, but also, it saves money. In the next few sections, we will look at the potential Blockchain has for revolutionizing transactions from the perspective of multiple industries.



 Internet of Things



The concept of the Internet of Things plays an important role in the development of Blockchain applications. You may already be familiar with the concept of the Internet of Things merely through your everyday interactions with technology. The Internet of Things is a term coined in 1999 that proposed a scenario which was at the time of its inception only a dream, yet has since been realized. It describes the world in which every day inanimate objects are capable of network connectivity thereby giving them the ability to send and receive data. This means that devices can communicate with each other without necessitating human input. An easy example of this would be a driverless car operating through interactions with other vehicles. It can also manifest itself as a heart monitor that communicates with a database to record a person’s vitals or a security camera that connects to a database to record the activity going on in a household.



How does this relate to Blockchain? The Internet of Things has a marked presence in terms of security. At its inception, people were not sure of its adoption on such a large scale. Its presence is now ubiquitous; smart TVs have connections to accounts with your private information, and just consider how much personal information is available through your smartphone. Privacy protection technology has not caught up to speed with the development of these resources, and so there is a lot of identifying information at stake. Hackers have access to the most intimate details of your identity through the devices you trust on a daily basis.



Blockchain, then, presents a unique opportunity for solving security issues. Blockchain offers a secure, direct connection capability and a record of all transactions that traces the identity and can protect those who interact with it. The cryptographic hashes enable users to maintain authority over a specific chain of interaction, preventing people who would attempt to invert a transaction. The hash key makes it essentially impossible to retrieve the information coded in a block without having the data from the genesis block to unlock it.
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Implementing Blockchain







Understanding the structure of Blockchain and how it functions will make its revolutionary potential more obvious. With this technical understanding of its structure, you will have a better understanding not only of how Blockchain is unlike any other technology on the market but also the challenges it faces moving forward.



Blockchain is a ledger, or record, of transactions. Imagine an Excel spreadsheet. What makes it different from a regular ledger is that it is shared across multiple computers. Because Blockchain can be used in the context of so many operations, here is a list of unifying characteristics that usually describe what we know at Blockchain. Blockchain is a way of storing data that:



●
 
 generally, must do with financial transactions



●
 
 is distributed through many systems in near real time



●
 
 takes place on a peer-to-peer (P2P) network



●
 
 is written or read by its participants



●
 
 is encrypted and uses a form of digital signature to verify the identity of its participants



●
 
 is structured in such a way as to make it nearly impossible to change the record of transactions that took place without being extremely obvious that someone has attempted to do so.







Blockchain is different from your average database because it is essentially a database plus; a database with all the bells and whistles, if you will. It is a regular database with the capability of adding new rows, ensures that the rows comply with a specific set of agreed-upon requirements, and then distributes the new rows among others in the network so that everyone has the most up-to-date version of that database.



Blockchains are built through networks. There are three essential components to understanding how Blockchains are built: the network of interlinked computers, a protocol the network operates on, and a mechanism for the nodes of the network to offer consensus. This means that is it incredibly difficult to break into. It uses a form of encryption, called public-key, that requires consensus from everyone in the network to unlock and make changes to. This makes it a secure form to carry out transactions, and it also makes the idea of a central authority obsolete.



The actual term “Blockchain” describes how transactions are made. In reality, a Blockchain is merely a file, a way of storing and arranging data. Think of it as you would a spreadsheet, a list, or an image.



It can help to visualize Blockchain in term of a book. Within a book, you have the information in the text itself, such as the plot. On every page, you also have page numbers, sometimes the book’s title. In Blockchain, the pages of a book are analogous the blocks of a particular chain. The information in the block is like that in the text. In the context of Bitcoin, you would have details on the transaction, and the incentive for miners (more on this later.) The information you have on that information (described as meta-data), is like the header on the page. It tells you about the block itself, including information on the block before it in the chain, and a so-called hash of the data within the block.



With pages in a book, their order is implicit. 8 follows 7, for example. This is how they are ordered. Blockchain follows a similar principle in that they must be ordered, but exactly how they are ordered depends on the hash. The hash tells you not only about the order of the block, but also a little information about the contents of the block itself. It reveals the block’s number, the time and date of the block’s signing, and the number of transaction that are contained within the block. The hash appears as an encrypted hexadecimal figure or key.



Hashes are ideal, more so than timestamps or other forms of categorizing data. Hashes are generated by individual users using algorithms generally provided through specific software. When the hashes match the data, the hashes will join the chain. Through this process, you can be sure that the chain is internally consistent. Generating hashes is hard and time-consuming. If you want to make retroactive changes to the data in the chain, then you would have to remake all the hashes up to that point forward for them to be consistent. This means the Blockchain will appear very different.



For this reason, Blockchain is very secure. Some people say it cannot be altered. This is, of course, not exactly true. However, it is impossible to alter a chain retroactively without it being obvious, because of the changes with the hash. If a change were to be made to one block, it would then necessarily need to be repeated with every block in the chain, because of the Blockchain protocol. Furthermore, it is a difficult and time-consuming process. It requires an extremely high input of computing power. The cost to afford the computing power and electricity to make an alteration to the chain would be utterly prohibitive. Put simply, not only is it visible to everyone when you have made a change to the Blockchain to alter a record of a transaction, but it is also just plain not worth it. You would lose money rather than earn it.



In the Bitcoin Blockchain, Blocks are created by Bitcoin miners.
 Using specialized software that can be downloaded for free from anywhere, Bitcoin miners can create blocks. Blocks are not so simple to create; part of the reason they are not multiplying all the time is that the equipment necessary to implement the software can be quite expensive and in terms of computing power, very costly. The electricity alone racks up a considerable bill. Miners are encouraged to make blocks by the promise of a reward. In Bitcoin, that reward takes the shape of a specific number of Bitcoins allotted to the creator. Once you have created a block, you are eligible to verify transactions for others, which also is compensated with Bitcoin. This differs from program to program, however, and other Blockchain companies may incentivize participation differently.



Blockchain Protocol



With the creation of a transaction in each block, every block becomes linked to the block that came before it, thus forming the so-called chain. Each grouping of blocks is formed in accordance with the algorithm as determined by the underlying logic of Bitcoin. Because of this, it is called the Bitcoin Blockchain Protocol. Not all form of Blockchain use the same protocol; this poses challenges to the technology that must be addressed in further development. The Bitcoin Blockchain protocol essentially dictates that transactions must be built upon one another to guarantee their legitimacy.



Advantages



The nitty-gritty details of how Blockchain functions may have obscured the real beneficial function of the technology. To summarize the effects of what the structure of Blockchain amounts to in terms of benefits here is a list.



●
 
 Blockchain allows each node of a given network to view and authorize the changes made to the ledger, even anonymously or with poor connectivity



●
 
 For nodes with higher connectivity, they can determine whether a transaction took place



●
 
 Any node that has created a transaction in the past is eligible to deem a transaction valid and not a mistake or conflict and verify that it took place, allowing for it to settle in the accounts of the participants as legitimate



●
 
 The near impossibility of altering the record of transactions







Public vs. Private



Some Blockchains are public. Bitcoin is one such an example. This means that anyone can read and or write in the ledger. Because there is no approval necessary in these Blockchains, it can get complicated to use them and keep them updated all at the same time.



Private Blockchains function within a network that is private; this means everyone who interacts with the ledger is known. These Blockchains might exist internally within a conglomerate of businesses or inside of one large company. People who participate in the network are usually obligated by legal contracts in their capacity to use the ledger.



Peer to Peer networks



A peer to peer network is a way of structuring computers and/or networks so that they share work or files between so-called peers. Peers are simply the participants in the network that share the same abilities and powers as everyone else in the network. Each computer or participant in the peer to peer network is called a node. Taken all together, they comprise a network of nodes.



This stands in opposition to the client-server networks most are familiar with through the structure of their office computers. In an office, the data used by the entire company is usually kept on a server that each person has defined access to. The server is the course for all the data. On a larger scale, most internet sites function in the same way. The data from a specific website is kept on a server. The client is whoever is accessing the website. This model is traditional for average computer usage, and it is efficient in terms of electricity and bandwidth.



In contrast, the peer to peer network in Blockchain is comprised of computers in addition to servers who are storing the data. Instead of the data being kept in its entirety on the server, each computer stores all the data, like copies. It is not considered as efficient because a lot of communication must take place upon every minute change to the data to keep every node of the network fully up-to-date. Each component acts as a node within the network. Upon receiving a new message in the network, the information contained in the message is distributed among all the network's nodes. Eventually, the information will be shared with all the components of the peer to peer network. Because the information is encrypted, nobody can tell exactly who put the information in the network.



Another key aspect of the peer to peer system is that the network is not centralized. There can be no one specific point in the system where a failure occurs. Even if one node of the network were to leave or become incapacitated, the other nodes would already have the information that it had shared, because everyone has the same copies. This makes it difficult to shut peer to peer networks down completely. Once a new node comes into the network, the original nodes make copies of the information they have and share it with the new member.



Conflict Resolution in Peer to Peer Networks



 This system is relatively easy to understand on a conceptual level, but of course, things get slightly more complex than that. The Blockchain protocol dictates that the transactions in each block must be organized in the order that they were carried out in. How does this work out when there is more than one transaction created in each moment? How can they be ordered in the chain if they take place at the same time? For one, they will have slightly different hashes even if they are created at the same time.



 Beyond that, Blockchain protocol calls for the use of what is called the longest chain rule to overcome the conflicts that arise out of this scheduling. This means when you are looking at the blocks, they may be an A, B, and C version. You would always opt to work on the block with the longest length. In the chain that is being formed, as you are looking for which block to begin the process of validation, you would always choose the one that will give you the longest chain to encompass the largest number of transactions. Even if you started on the B block, for example, and you saw that a C block was added, you would opt to abandon the B block in favor of the C one to avoid conflicts. This is the protocol that is adopted in Bitcoin Blockchain, which is, as we know, the predominantly used form of this technology. The rules do differ from platform to platform.
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Blockchain 2.0







Blockchain is most closely associated with cryptocurrency. However, this is too limited a perspective to understand its true implications for changing markets around the world. The concept of Blockchain 2.0 is used to delineate between Blockchain used for Bitcoin assets and other cryptocurrencies and Blockchain as a technology used for more general distributed ledger purposes. With Blockchain 2.0, there are possibilities to expand upon the technology in ways that are not possible when limited to the purpose of decentralized asset transaction. Just about anything can be cataloged and tracked with the expanded capability of the Blockchain system.



The principal behind the application of Blockchain technology remains the prioritization of the decentralized ownership of information. When thinking of entities such as Facebook or Snapchat, all this information is sent through and processed by central servers. It is easy to forget that this process occurs, and even easier to ignore the inherent lack of safety of this set-up. Because all this information is accessible through third party servers, it is susceptible to the threat of hacking. Few people acknowledge the danger of having this out in the open. Credit card data from 60 million accounts is readily accessible for anyone with the skills.



With major breaches in the safety of data making headlines more often, Blockchain 2.0 has come to be seen with incredible potential for offering security. The Department of State has already begun considering funding the research to expand these technologies. Blockchain technology makes sense for applications where the necessity for mutual, decentralized trust is apparent.



Blockchain Applications



For Blockchain applications to be developed, a couple of concepts need to be understood. To understand the current development of Blockchain technologies, one thing must be clear: not all Blockchain uses Bitcoin, not all Bitcoin uses Blockchain, and some currencies may use the Bitcoin Blockchain, some many even use a non-Bitcoin Blockchain. There are various ways in which Blockchain can be developed to differ from the standard procedure. A lot of the new forms of Blockchain technology are still in the earlier stages of development; the product does not yet exist, but the theory behind it does. They differ based on what platform they are using: most commonly the Bitcoin platform is used, but others are in development that uses different currencies. The other difference is the program; some use the Bitcoin Blockchain, others use Blockchain technology but not the Bitcoin-developed form. Lastly, there are differing protocols. Bitcoin Blockchain has a decentralized protocol, but this is not necessarily the case.



 Sidechains



Sidechains use the concept behind Blockchain technology but with a different currency or protocol. They are then linked into the Bitcoin Blockchain, otherwise known as pegging. Sidechains are developed by those who have an issue with the way the Bitcoin Blockchain works. There are multiple reasons someone might want to use a Sidechain. For example, we know that the verification period and settling of the transaction in the Bitcoin Blockchain takes, at the very least, 10 minutes. Some Sidechains take less time to stack the blocks, for this advantage, however, one might need to pay a fee. The rules are as flexible as the developer of the Sidechain wishes them to be, if the Bitcoins ultimately end up the flow of the Bitcoin economy once more at the end. Some develop Sidechains that allow for Bitcoins to be exchanged into other cryptocurrencies. The key with Sidechains is that using the Bitcoin Blockchain, you essentially send your coins to another location, they leave the realm of Bitcoin Blockchain for a little while, and then they are brought back into the loop. This all happens through a specific Bitcoin Blockchain address, however, so they are never truly gone from the system; they merely function elsewhere.



The need for Sidechains developed out of the rather clunky nature of the Bitcoin Blockchain; it is not very flexible and takes a long time to adjust and make changes to its functioning. It is a cumbersome system, but, considering the scale of the database as large as it is and one that must be distributed upon every change to the ledger, this inflexibility is not entirely surprising. There is no way for Bitcoin users to use make orders, for example. The infrastructure to do so in simply lacking. Thus, developers stepped in.



Sidechains allow for innovative development and new opportunities to understand and refine our knowledge of Blockchain. They are contingent upon the Bitcoin system, but they challenge it in new ways and offer an experimental space to try new things. They will be instrumental in the future of understanding the extent of what Blockchain can accomplish.



Non-Bitcoin Blockchain



Most of this has been developed in the financial industry, but other new sources are on their way. Here is a list of some of the alternatives to Bitcoin Blockchain that are making headlines.




Ethereum

 – A platform that functions with cryptocurrency (the tokens are called Ether). It is similar to Bitcoin Blockchain but has the capability of supporting smart contracts that are what is called Turing-completed (to be addressed below).







Omni – Currency and digital communications meta-protocol, formerly known as Mastercoin.








Namecoin

 – Digital cryptocurrency protocol that can store data within the Blockchain of the Bitcoin, unlike Bitcoin’s own system. It is used predominantly registering domain names online, but could also be applied to other name registration processes.








Nxt

 – An open source decentralized cryptocurrency platform geared toward providing financial services. Unlike Bitcoin Blockchain, which relies on mining, Nxt uses a proof-of-stake verification system to reach a consensus about the transaction.







LaZooz – Real-time ride-sharing service, much like Uber or Lyft, but decentralized. Tokens are called Zooz. It follows a model of community collaboration in which participants decide the worth of each Zooz collectively.







Swarm - A platform for decentralized crowdfunding and investing. Uses Swarmcoin as currency.








Peercoin

 – A platform for peer to peer exchange of cryptocurrency that uses proof of stake for verification and proof of work, which requires computational solving of an algorithm, to verify transactions.







Smart Contracts



Blockchain has even more potential when used in conjunction with other technologies to make the systems more complex. Smart contracts are an aspect of this; Blockchain technology is synthesized with smart contracts, you have a powerful mechanism for harnessing the power of the distributed database.



Smart contracts are essentially agreements, like regular contracts, but manifested as a computer protocol. Their protocols enforce the terms and conditions of a contract like the kind we are used to dealing with. This means that the terms of your regular old contract are transposed as computer code, one that can be run on a network. With a computer automatically carrying out the terms of a contract you have already agreed upon, the causes that many people fumble over are turned into self-fulfilling actions. It is advanced coding, but ultimately simplifies the processes of the transaction for everyone.



Smart contracts use logic and are stored and replicated across a network, like the Blockchain itself. They are then executed through a network of computers to result in updates to the ledger, in the form of payments and the like. Because they are made to run and are distributed over the network, they can be verified and deemed as trustworthy.



Smart contracts are useful because they simplify processing. An easy way to think of this is in terms of banking. When you have, an automatic payment set up, your account is programmed to send money to a specific destination every month. When you do not have a high enough balance in your account, a fine is deducted from your balance and another process goes into effect to alert you of the inconsistency. This is essentially how a smart contract can be made to work, but instead of being under the control of a single party, it is run on many computers simultaneously.



This is useful in the context of the industry because multiple companies have the capability to agree upon transactions with stipulations from the contracts amongst each other. Everyone must view the ledger and the changes made to it through the contract simultaneously, and all must agree in order for it to go through. This kind of transparency is not to be underestimated in value. These preprogrammed contracts allow companies to perform payouts without the necessity of an overseer and with the advantage of encryption.



Smart contracts very much abide by the rule of “code is law.” Whatever you write in the code for your contract will be carried out. Not only that, it will be subject to the approval of everyone else. Not only that but what you code in the context of a smart contract becomes the law by which you abide. By replacing the clauses in an actual legally legislated contract, the smart contract becomes the standard to which you are held in your business.
 Anyone who does commercial law will tell you that it is complicated. The contracts must account for every circumstance and deviation from the norm. The markets are certainly not predictable, and new laws may go into effect regulating trade that could have unforeseen circumstances impacting the way a certain transaction is carried out. Smart contracts, therefore, must be carried out in such a way that can allow for adjudication. Smart contracts can be made to account for regular deviations. However, there are circumstances that change that neither party may have anticipated at the time of signing the contract that will need to be accounted for. What if both parties want the contract to be loosened a little, not necessarily to be followed to the letter? In this case, smart contracts could prove to be an inhibitor. They are notoriously inflexible. As stated earlier, the code is law. It is entirely dissimilar to negotiating with humans. At the moment, smart contracts are still reliant upon the input from professionals in the field: lawyers and judges. It is not a system entirely divorced from the human input; it is not completely a work of artificial intelligence. Smart contracts can do a lot of things very well, but in situations of negotiations between two companies, they still have ways to go in eliminating the labor that goes into maintaining their function.



Just as there is business specializing in the development of new Blockchain platforms and forms of currency, there are firms that offer the development of smart contracts. This means you could have a smart contract developed for whatever your platform preference is.



Advantages to Blockchain 2.0 in Business Negotiations



Blockchain 2.0 is attractive to companies looking to reach agreements on exchanges with one another because the possibilities seem, as of right now, practically limitless. There are several points that can make the technology seem attractive because Blockchain technology can accomplish for free what businesses are used to paying for. For one, it cuts out the middle man. If two companies are going into negotiations with one another and neither are completely trusting of one another, the usual practice was to put their trust in a perceived neutral party to oversee the activities between them, Now, however, with the prospect of a distributed ledger, the data speaks for itself when determining if the numbers add up or not. Blockchain becomes the neutral party that presents the transactions with accuracy.



This can be an exchange that is set up between two companies, but it can also extend much further. Smart contracts can exist between vendors and buyers, landlords and tenants, companies and their customers.



Using Blockchain solutions that already exists, such as Multichain, you can get numerous benefits from using smart contracts that would otherwise have a fee attached to them. Timestamps, for example, are automatic and can provide proof that the agreed upon transaction has already taken place with no ambiguity from either side about comparing records. There is no risk that the data has been tampered with without evidence, thus eliminating the distrust of false recordings on either side. The nature of Blockchain recording is that it would be both costly and extremely evident if tampering were to occur. The threat of losing your data is also eliminated, because it has been spread across so many nodes that losing one is not an issue in the overall safety of the storage. When digital signatures are used as transactions are verified, the authentic nature of the process is assured, and cannot be argued with. Parties can hardly deny the validity of an action when it is recorded using the secure Blockchain technology. The consistency of your data is constantly checked so that any discrepancies become immediately obvious.



The fact is, with Blockchain technology combined with smart contracts, you can carry out transactions between companies with consistent, secure systems at little overhead cost to each party. Blockchain technology ensures that the data is easily and securely replicated, which is accentuated by smart contract technology, ensuring that the logic behind the transactions is consistent and secure.



If you are already attempting to replicate data and the logical processes behind it among two entities, you will end up with results that look very similar to Blockchain technology, only it would take considerably more time and effort. You would also be resorting to human control of the issue, which leaves you at risk for error. While this leaves you more flexible when it comes to potential ambiguities, it also leaves you vulnerable to errors in the execution of the logic, which are avoided when using smart contracts to regulate the carrying out of logical operations.



As with any new business venture, there is a risk carried with experimentation. Technology, however, is constantly advancing, and by putting smart contracts to work for you, you can only further that development. Smart contracts are a way to put your business on the cutting edge at very little cost and with considerable advantages to be gained. There are free opportunities to find potential solutions to common issues faced by every business.



 Implementing Blockchain Technology for You



Getting involved with Blockchain technology is, theoretically, not difficult. The field is still relatively open, so if you have the skills which would allow you to get involved as a developer, there are many ways you can contribute. The surest way in, as a casual user, would be to engage as a user of Bitcoin and begin the process of Bitcoin mining to amass Bitcoins while verifying the ledger as you are selected to do so at random. There are many ways to get involved with Blockchain.



As a developer, you would need to be very proficient in a programming language that would allow you to actively shape the way in which solutions are developed. This would also require a high degree of knowledge on data structures and solving algorithms. Depending on the language you know, you would seek out a Blockchain platform that suits you, as each differs depending upon language used for programming. If you are interested in this technology as a developer, you will need to download the necessary programming to do so at GitHub. This means once you have the open-source software downloaded, you are free to move ahead with whatever programming you wish to see. This is easier to do in the field with non-Bitcoin Blockchain applications. The Bitcoin Blockchain does not change readily; usually if you find a change you would like to see, it will take considerable time and effort to push it through. Rules surrounding Bitcoin do not change readily. You will need to file a Bitcoin Improvement Proposal, which then must have the appropriate software programming to implement the proposed change. After consideration, it may be added to the options for upgrade through GitHub, but the changes available through updates can be chosen selectively by miners. If your change isn’t popular enough to opted for by other miners, it won’t be successfully adopted.



At this point, it is not possible to get involved with the development of Blockchain without the technical know how to do so. This technology is at the earliest stages of development; there is no program that allows you to easily manipulate the system with user-friendly interface options like drag-and-drop functions. Without an understanding of algorithms and the coding language used in the Blockchain ecosystem, it may be years before the technology has developed enough for an average user not trained in computer science to be able to work directly with the programs.



If you have an idea for an application and want to contact a developer with the know-how to get a project off the ground for you, consider the value you can bring to the table. Developers do not necessarily want to spend their time pursuing someone else’s dreams; as an investor in this technology, you need to make a convincing case for why they should invest time in your project. The best thing you can do to make this worthwhile is to understand the extent to which Blockchain technology can accomplish the goal that you have and consider the myriad of ways in which you can contribute, either financially or with in-depth knowledge of a particular industry starved for Blockchain applications.



If you are not interested in either of these options but are shocked by the coming developments that will change the way the world as we know it functions, the best thing you can do is read, learn, share your knowledge on Blockchain. There are many misconceptions about how this technology works and not a lot of people realize the implications it could have. The more discussion that you can initiate, the better. This is an industry that is always changing; it is an environment that changes as rapidly as early internet technology. Keeping up-to-date with the most recent news means following different sources, attending conferences, and engaging with those who are on the frontlines of development. One of the easiest ways you can ensure this is to get your foot in the door with cryptocurrencies, as this is the arena where the very cutting edge of Blockchain technology development takes place.
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The Future of Blockchain







You may find yourself coming across the opinion that Blockchain is a hyped-up technology. The dismissals of Blockchains potential are in fact short sighted. For the most part, dissension within the community about the potential of Blockchain is more semantic than anything else. People may disagree with the use of the term Blockchain to describe certain uses of the technology, claiming that they are misrepresenting the actual capabilities of it. When you get to the core of these disagreements, you will find that no one is in doubt of the potential Blockchain technologies hold for disrupting the overall structure of markets. Many are just upset that Blockchain, which is still heavily associated exclusively with Bitcoin technology, is now being used as a general term to refer to the concept of universal distributive ledger systems. It is delusional to think the technology is over-rated when the investments speak for themselves. The very concept is revolutionary enough to warrant the attention of major governmental and financial institutions. However, it is true that Blockchain is not the solution for unknown problems. A problem must be well understood before Blockchain is applied to solve it, and even then, the technologies must be modified to suit the exact contours of the issue it is meant to address. Blockchain technologies are not one-size-fits-all, and it takes tailoring to be able to accurately address a given issue.



Now, people are eagerly awaiting developments in Blockchain. With wider acceptance and willingness to investigate and invest in Blockchain, more can be accomplished. It is still hard for people to conceive of the benefits Blockchain can offer; the technology is not easily understood for those who are not familiar with cryptocurrency. One thing is clear: there are big players in the game who are interested in seeing where this goes.



Blockchain As a Service



Both Microsoft and IBM have recently released private Blockchain service technologies (within their clouds titled Azure and Bluemix, respectively). These private networks pose considerable issues about their experimental nature, as it is not yet clear how these attempts will be affected by the scale and operation of the exercise in relation to its infrastructure. Nonetheless, the potential is already apparent.



Easier availability of the Blockchain experience:
 Both Microsoft and IBM will make the process of accessing Blockchain more simplified.



Flexible in scale:
 Unlike the Bitcoin Blockchain network, these networks will allow for more control over the size of the network you are operating, so you can add or remove nodes with greater ease.



Accessible across the globe:
 Access to Blockchain technology will no longer be limited to specific parts of the world through the leveraging of the two cloud technologies.



Easier interoperation use of Blockchain tech:
 Currently, it is difficult to use Blockchain with other programs that are not directly linked to it and developed in conjunction with it. To put it this way, Blockchain doesn’t just translate into working with Spotify. As Blockchain is further developed into a service, the possibilities of simplifying and integrating Blockchain tech into other platforms will become more widely available.



Easier development opportunities:
 Operating a Blockchain network is difficult to manage right now, but it will be easier to launch and manage them in the future.







New models for creating programs:
 As mentioned in the Implementation section, Blockchain is still a difficult industry to break into without advanced technical knowledge. It is too complex right now to have a simple interface. However, with the increasing effort to develop Blockchain services, there is an effort being paid to developing programming that will allow for easier ability to design applications for Blockchain.



With Blockchain being investigated as a service, not just a platform, the advancement of technologies is open to significantly more opportunity. It paves the way for the kinds of future developments in the works. Understanding how it will be implemented as a service reveals the key to understanding the future applications that are being considered now, even though the technology is not yet far enough advanced to make these concepts into reality just yet.



Finance



As we know, the financial industry has played the largest role so far in investing in Blockchain technology. Players from the finance sector have already put almost $1 billion toward companies that are working to further develop Blockchain technology. It is projected that $20 billion could be saved yearly with the successful implementation of the technology in the global banking arena.



In fact, many Blockchain startup companies are founded bankers. NASDAQ, Visa, and JPMorgan are just a few of the big names involved in providing assets to further develop the technology. What are they researching? With the funds, they’ve invested, these companies will be able to explore how Blockchain technology can be commercialized to handle the trade of stocks, bonds, loans, derivatives and other assets. At this time, those transactions are recorded and stored by central banks and other institutions. This process is costly and takes a lot of time.



Blockchain technology can make these transactions happen quicker and with more security. Both within companies and between them, programs for transactions are being piloted so that banks can securely make faster, safer exchanges. These kinds of transactions differ from the ones practiced through the Bitcoin Blockchain because they are private rather than public, which means there may be an authority overseeing the transactions. Already this year, successful tests have been conducted and Nasdaq successfully carried out a securities transaction using its own Blockchain exchange.



Blockchain may be the key to preventing major financial crises. The real-time updating and transparent access to the distributed ledger make it considerably easier to get accurate understandings of market value. This prevents the dangerous and inaccurate speculations and provides for more honesty and truth in the reporting how the market is faring. With a trustworthy and neutral source providing data accessible to all on the health of the market, the risk of uninformed or unscrupulous deals being made that exploit the ignorance of the other part is significantly lowered. Furthermore, with different forms of handling data in the first place, Blockchain tech has the potential to level some of the inequalities that plague societies across the globe; this is because people will have access to new forms of market participation and new types of information that can be capitalized upon and sold for profit.



Tracking Down Black Market Goods



Reading any of the reports on the raiding of Palmyra by the Islamic States will give you an idea of the profitability of stolen art. From blood diamonds to weaponry made with 3D printers, illegal goods flowing through the market are difficult to prevent from entering the market without a mechanism in place to be able to track their provenance. When you end up with something in your hands, how are you to know exactly where it came from?



That is where Blockchain transaction ledgers come in. Blockchain technology can be utilized to form a registry that would allow users to trace the ownership of an item to determine whether they are of illegal or false provenance. Insurance companies are finding themselves drawn into cybersecurity issues, and one is already working with a Blockchain startup to begin tracking diamonds as they leave mines to trace their movements.



Here’s how it works: the information of defining attributes of the goods is recorded and ascribed to a serial number that has been assigned to the item. The serial number can, in some cases, be inscribed directly on the item. That information then enters the Blockchain database; it cannot be stolen or corrupted, because it is replicated on every node and encrypted. This kind of system would allow the provenance of each item to be certified by sellers and give buyers a way to find out about the items they are seeking to purchase. This also gives the police and other authorities a resource to use when seeking items that have been stolen.



This would be an example of a private network, open only to those who have proven themselves reputable in the industry. Blockchain technology will be expanded in the future to securely track other valuable markets, such as art or expensive technology.



Distributing Food and Drink



In a more tangible application, Blockchain technology could significantly change the field of agricultural business. Think of the recent terror over E. coli outbreaks. Part of the issue with these outbreaks is the unknowable danger of tracking down the possibly contaminated vegetables. Blockchain could be utilized to minimize this danger by creating a more effective tracking system for these products. Imagine that the field were seeded with sensors that monitored the various crops throughout the production cycle. In an outbreak situation, farmers could facilitate the recall by matching the products to the record they have from the wireless supply process database. This would allow them to accurately trace the location of their food and the products it shipped with, so that the extent of the recall is immediately clear.



This technology could also be applied in the field of meat production. Shipping in generally would be greatly improved in accuracy and it would be easier for moguls such as Amazon to avoid fraud in this respect.



There is already a startup working with agriculture companies to explore the possibilities of this technology. They have also entered discussion with major food supplier Coca-Cola Co. Rumors are that the idea of microtransactions without the problematic service fees usually imposed by third-party companies could be voided with the implementation of cashless vending machines, backed by Blockchain technology.



Healthcare



The principles of privacy behind Blockchain technology are perfect for application to industries where the data being transmitted must be protected, such as the transaction of medical records. The healthcare system has long lagged and been held back by inefficient practices that must be imposed to keep patient identities safe. That’s why health care industries are showing interest in the potential of Blockchain. For pharmaceutical companies, the draw lies in the potential to track and tag drugs to regulate the trade of goods to prevent illegal trade and counterfeiting.



Blockchain technologies allow for new reimagining of what it means to have control of privacy. There are projects underway that are investigating the potential for people to have the power to store their own personal data on a secure and private server. This would empower them to have control over who accesses it. The following scenario would then be possible: when a call for research is made, individuals would have the power to sell or allow access to their data for researchers to use. Data is then utilized as an asset and something you own and can be compensated for rather than just giving it away for free.



Insurance



The possibility of Blockchain technology applied to insurance can build up new businesses but also has the potential to destroy other forms. New types of policies could be invented; for example, with the 24-availability of Blockchain technology, you could get insurance on the weekends, even after company hours. With real-time updates to the database, you could have the option of insurance over a mere period of hours. This would mean making longer-term forms of accident insurance less popular, which could cut into profits. The need to resort to insurance companies altogether may be obsolete for some industries. Ridesharing technology often relies on the shaky ground of a driver’s own insurance policy, as they are unable to expand to more comprehensive coverage. Just as ride sharing can also operate peer-to-peer through Blockchain platforms, the idea of ride share drivers pooling their money and utilizing smart contract technology to insure one another is distinctly appealing. This eliminates the need for insurance companies altogether, since the identities of borrowers are already certified and there is no need for top-down, centralized management.



Media Business



The music industry is suffering at the hands of streaming services and illegal downloading. What if there were a way to make music available online secure, yet convenient to access on the web? Blockchain has the potential to change the way the music business deals with royalty costs. Everyone knows the music business is suffering from a crisis. That’s why artist Imogen Heap made music history by releasing her single on the Blockchain music sharing platform Ujo, based on the peer to peer open-source entity Ethereum. If major firms like Apple Music, Pandora, or Spotify were to release music using a Blockchain, they would be able to capitalize on collection of royalties in a way no platform has ever been able to guarantee its artist’s before. Instead of having the music encoded on a file as with MP3s, a new type of file would be used. MP3s can carry meta-data, but the amount is not significant and it can be easily removed and passed on further without the ability to trace it. This new type of file would be one that plays music as well as wears the Blockchain data on intellectual property rights and requirements for payment.



The implementation of Blockchain 2.0 could ensure that with the help of a smart contract, a protocol would be in place that would prevent songs from playing until the payment has been fully transferred. The speed with which the transaction is carried out would be an important factor in this example and it would take improvement on the technology to make this feasible in the long-run. This setup would not just be limited to music, however; movies, podcasts, and eBooks are all examples of content that could benefit from this security.



In other media ventures, this could also prove revolutionary. As print journalism wanes in relevancy, companies struggle with new ways to efficiently earn money on their content. Having limits on articles read per months is popular, but easy to outsmart using multiple browsers. Furthermore, ad blockers cut into profits in ways that have been considerably trying for many outlets. Because Blockchain transactions are quick and effectively carried out at little cost, new possibilities for business models emerge.



Real Estate



Blockchain can revolutionize the functioning of the real estate market by making contracts, deeds and titles more secure and trackable than ever before. This is particularly useful for instances where this information is at a risk for loss. Imagine the dangers posed in the face of the loss of a paper archive, for example, in a war-torn environment. With an updated record distributed across multiple platforms, the risk of this loss is avoided and can be better maintained. Not only that, but the transactions can occur more quickly, which will have an impact on the practice of trading property as an asset.



Manufacturing



Blockchain can play a huge hand in preserving and protecting the intellectual property of businesses small and large. 3D Printing, as mentioned above, can be risky in terms of transferring data. This applies to other goods as well. Particularly for smaller companies, the task of protecting the IP of their products is high challenging when they are also trying to operate on a platform to sell their wares. Using Blockchain, people with who hold rights on their creations have a platform to store metadata on actual substances, thereby ensuring the safety of their wares.



Personal Data



Blockchain has the potential to put people in control of their own personal data. Consider platforms such as Facebook and Instagram. Every time you interact with information through these platforms, you are creating data that is then controlled by those companies and sold off to other parties to design marketing targeting your tastes. This is an example of companies having ownership off your own data, data that you have created. With a decentralized platform like Blockchain, that information could be stored by you personally and selectively released at your discretion rather than available and in the ownership of the companies. This ties into the concept of Internet of Things, because with the implementation of identity-protecting Blockchain technology, you can have control over who has access to what aspects of your identity. Combined with smart contracts, you will have opportunities to authorize and more effectively manage the collection of data on your identity. A new era of privacy is ushered in with the development of Blockchain.



Education



Some have even considered the radical ideological proposition that education can be made into a trackable resource, recorded in your ledger account and quantified in units called “Edu-blocks.” This would make tracking your education, from formal to informal, easier and gives investors opportunities to compare your education with others. They would have the ability to track your progress and invest in your future based on the ledger should you decide to solicit investors. The ledger of education could also be used to track people down with the right qualifications. This follows the so-called “Learning-Is-Earning” motto, which is radically different understanding of education as an asset, yet still has the opportunity of democratizing opportunities, in some ways. Education is an institution plagued by arbitrary hierarchies, and this example shows the ways in which people are using Blockchain technologies to conceive of totally new models for restructuring society to deal with social ills.



Democracy



Blockchain can bring financial infrastructure to people who have no access to it without the intervention of banks. It can do the same with voting. In a similar way, if Blockchain technology were applied to a system of governance, it would serve to source a true form of consensus. This also has the potential to eliminate the issue of voter fraud, because, in a Blockchain system, votes cannot be faked. Furthermore, it preserves the anonymity of voters, which protect that data from misuse on the part of the government, all while ensuring the legitimacy of the voter’s identity through the verification system. Blockchain technology could allow for consensus in the truest form. This is certainly one of the more radical applications of Blockchain technology, but it speaks to the truly transformative possibilities this mechanism inspires in people as they consider the implications of shared distributed ledger systems.
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The Blockchain Trial







There are, of course, challenges to the adoption of Blockchain technology for many new enterprises. Eager as people are to get in on the cutting edge of this technology, some doubts remain. The major obstacle is a general lack of understanding. The concept of Blockchain is difficult to understand, particularly for those in the upper echelons of investment who may not be in touch with or still harbor an inherent distrust of technology and crypto finance. Even more of a discrepancy exists for those outside of the technology sector. There are not many in agriculture or high art that are particularly well versed in this sort of technology. For Blockchain to flourish, significant efforts must be made to raise awareness and educate about the potential of Blockchain.



 Organization



Another hurdle is organization. From Bitcoin Blockchain, we know the success of Blockchain lies in massive efforts at collaboration. Yet for the companies who are investing in development technology, it is a highly isolated process and there is not a lot of collaboration being done. Everyone is trying it their way. This almost defeats the purpose of a decentralized distributed ledger; how can it make significant strides if it is limited to one company? Few industries have reached a consensus on the proper standards to be implemented across the board. They have the option of joining the Bitcoin network, but they could also use private, internal network. There is also the option of permission-based, semi-private networks. In that case, the vetting process for joining the network must also be established and agreed upon.



Already, a consortium of banks adopted a Blockchain technology pilot program. This example would be a hard one to follow across the industry, however. This is because banks have differing technological capabilities; not all are operating using the same systems. They would all need to agree on using a single protocol for approving transactions, and they would all need appropriately matched technology for all to be a part of the same network.



This requires significant critical thought as to how this collaboration can be facilitated to reach a critical mass of participation and implement industry-wide changes, while still maintaining competition on the market. Common standards must be established and met. The community should be brought together to advance. Navigating ways to establish constructive leadership while placing emphasis on equal participation also poses a challenge.



 Security



Like with any ledger system, as banks are all too aware, the threat of hacking is present. These threats must also be effectively anticipated and dealt with, and that is a process that takes time and research. While no one has ever broken through the encryption of Blockchain technology, it still will raise doubts in people’s minds to have their personal information a part of what could be seen as an experiment. Just how the conversation is going to develop further around privacy and security is unclear, particularly because in a decentralized network, so much is built upon trust.



It is not yet clear, for example, what information about a particular trade should be visible for someone to approve and verify the transaction if the contents of the actual trade are to remain private. The fact is, there is an inherent disconnect between the promise of privacy for Blockchain users and its commitment to transparency. The information about transactions is meant to be visible to all and retain anonymity. It is difficult to get the technology to obscure certain information yet still make enough information available to carry out and verify transactions. This runs into trouble with some privacy laws in the European Union. If one were to necessarily provide information on one’s identity to carry out a transaction, this information would be visible to all on the network



Another issue is the idea of what is to remain permanent. In many cases, the unalterable nature of Blockchain technology is certainly a boon. In others, it is simply not useful to have a permanent record of information. Not all information is worth recording and it some cases it is considerably dangerous to keep records.



 Efficiency



Another issue that is often neglected in theorizing about the possibilities for Blockchain technologies is the sheer computational power required to run these databases. It is expensive and requires massive space. The ledger is redundant in some ways because the information must be copied over and over on every computer. It is an enormously taxing amount of energy required, and so the possibility of storing this information poses significant difficulties. For these costs to be supported, there must be many users back it. Particularly when it comes to executing smart contracts, there are significant obstacles in the way of operating at a manageable size and cost.



The technology necessary to operate even the Bitcoin Blockchain, which is quite large, is very high. This burden is added to the fact that to even take part in the Bitcoin mining process, special hardware must be purchased. This requires more serious efforts at collaboration, because, for it to be productive, businesses would be best advised to find methods of sharing costs to benefit the most from implementation.



 Laws



As is most often the case with new technologies, the rules and regulations around Blockchain are still in their infancy and will take a considerable while to catch up. The design of Bitcoin itself as a concept is meant to circumvent regulatory policy in the first place in favor of decentralized collaborative approaches. So, the legal implications are not clear about how to handle or regulate the challenges one encounters. This requires careful thought because missteps affect participants directly in a decentralized system. Furthermore, deeply entrenched centralized systems have the advantage of being more resilient to market upsets and shocks, because they are not dealing directly with individuals. Blockchain technology will not have that protection as a buffer against shocks. For this reason, it is advised that regulations are generally adhered to within the development community. But who decides on what to adhere to and what to bypass? Also, what are the areas in which current industry regulations do not provide for adequate coverage? The consensus is not clear here, and so efforts at regulatory efforts must be prioritized alongside other challenges facing developers.



 Culture



Blockchain is a total deviation from normal industry practices - decentralized, direct. It has the possibility to completely destroy the old way of doing things; this means it could eliminate sectors of the financial industry and other industries we have come to see as normal. Some people perceive this as a threat and want to avoid it for this reason. Avoiding exploration only puts businesses at risk of being overtaken. But the concept is threatening to those who are not interested in a new way of doing things, a totally revolutionary restructuring. Old ways of doing business will be disrupted, but not eliminated. Exactly how this will play out requires input from people who are truly invested in seeing positive changes. Blockchain technology is a misleading concept upon first hearing it; after this initial development phase, it will be less about technology and more about the way business are using it to conduct their affairs. For this reason, a cultural shift is necessary in the business world to be open to discussing these issues.



 









 
 
 Conclusion







At this point, you have come to understand the essential and inherent possibility of a distributed shared ledger system for completely restructuring the way we interact with one another. You understand the source of this technology as a necessary component developed out of Bitcoin technology, but based on its structure of function, know that these principles of direct transactions, trust, and decentralization can be applied to almost any industry. Already, major banks, governments, and industry players are investing and implementing Blockchain. So why does this matter?



Blockchain is critical for understanding how the future of the world will be structured because it has implications for so many different industries. On a personal level, it has the potential to change the way we relate to one another, via financial interactions but also through decentralized forms of social media or self-governance. Not only that, but it is so early in development that there is an enormous opportunity for you to participate in it. The main obstacle in the way of Blockchain from taking off at lightspeed is the lack of awareness among the general population; an unfortunate reality that you are now empowered to take on with your knowledge. The advantages and disadvantages are clear; it is safe to say that these are not debates that will be fading anytime soon but will only because more prominent as issues of privacy, identity, and trust come to the forefront of our discussion of what the new world of trade, finance and transaction will look like.



You are now prepared to take your seat at the table where decisions about the future of societies across the globe are being made. There is no need to be shy; either as a developer, an investor and simply a concerned citizen, you have a firm understanding of your potential for your involvement. If you are left with questions about the potential and future of Blockchain, you are in the right place. This book was meant to inform, but even more so, stimulate your desire to engage further with this revolutionary disruption to the status quo.
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 Introduction







Today, smart contracts are becoming popular in the e-commerce industry. Although relatively new, a lot of people are seeing the potential of this technology. Smart contracts are being used in small processes today, but it is easy to see how beneficial smart contracts will be on a larger scale. Smart contracts can easily replace lawyers for online transactions. Every little detail and every little change made to the contract is being documented. This is like having a digital recorder of all the things surrounding your processes. And since everything is automated, information is up to date and it is very unlikely that the information will be tampered with.



Smart contracts are is still in the infancy stage. It has not gained a lot of supporters, but it is showing a lot of potential. There is not much proof of its effectiveness on a larger scale but its peer to peer interactions are producing a lot of promise. Through these small interactions, smart contracts are being acclaimed as among the top breakthrough innovations of today’s generation. By buying a copy of this book, you are giving yourself full access to everything you need to know about smart contracts and how this technological breakthrough can impact your life.



This book is guaranteed to help you understand the basics of smart contracts and how it works. You can also gain the knowledge on how you can make the most out of this very promising technology. The practical uses of smart contracts are enumerated in this book and you will also learn how you can make your own smart contracts in the Ethereum system. You will also get tips on how you can make your smart contacts easy to understand and user-friendly. This book also covers some of the myths surrounding smart contracts and the reasons why they exist. There are also explanations disproving these myths.



You can now explore the wonderful world of smart contracts, through this book, and see for yourself how it can change the way you are doing business online. You can certainly find practical uses of smart contracts for yourself and in a larger scale of things. Smart contracts can be maximized once tried on a large scale business or in government practices. Once you start using smart contracts, it may be difficult for you to go back to the old ways.
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 Smart Contracts 101







Smart contracts are referred to as the next level of the blockchain platform. And since blockchain is an important aspect of smart contracts, it is just practical to discuss what a blockchain is before we dig in deeper into what a smart contract is. A blockchain is a scattered database with an ever expanding list of records, or blocks. These blocks are stored on different hard drives scattered around the world. The hard drives are referred to as the nodes. The blockchains are automatically updated every time information is put in the chain. This automation guarantees that the information on the chain has minimal to no error. The overlapping of the nodes protects the blocks from being revised or being tampered with. The nodes are designed to make the system virtually indestructible and extremely secure. A blockchain acts as a ledger for all public transactions. Blockchain technology is discussed in detail in
 Blockchain: The Essential Guide to Understanding the Blockchain Revolution
 .







Your Guide to Smart Contract Basics



Blockchain technology is a very compelling technology. A lot of users give so much reverence to this technology; they see blockchain technology equally important as the internet. Blockchains were used primarily to transmit financial data. In reality, blockchain technology can perform several complex commands efficiently. Blockchain technology can determine how many bitcoins your digital wallet has. It is in this regard that smart contracts come into play. Smart contracts play a huge role in blockchain enterprise applications. Smart contracts will most likely be the leader in blockchain technology in the years to come. They serve several intangible benefits that our technology is experiencing today.



A smart contract is automatically activated after a program or command has been completed. A block will be given to this smart contract and it will become a part of the chain. To put it simply, a smart contract can be compared to that of a debit card. The owner, or a third party authorized by the owner, can make automated deductions on your checking account whenever you use your debit card. Smart contracts work in almost the same manner. The only difference is that it works in a decentralized way because its hard drives are situated in different locations around the world. A smart contract is a type of computer code that records when and how the changes are made in the contract.



When a smart contract is performed in a public blockchain, no third party can stop the transaction from happening. As with the debit card example, the bank can act as the third party who can influence what happens to the account. But smart contracts discount the idea of third parties. Smart contracts can execute on their own without the influence of a third party. For this reason, the transaction is deemed extremely secure. However, it is important to note that even with the presence of a third party, or a blockchain, the transaction is just as secure. This is because of the decentralized system that it makes it impossible to hack a blockchain.



As discussed earlier, a blockchain acts as a public ledger. Smarts contracts that are carried out using a blockchain can be seen by anyone who has a copy of the chain. These contracts are readily available for public consumption so there is no room for discussion or debate. You cannot question the terms of the contract or its results. A smart contract is simply a record of the facts as they happen. It is in this nature that smart contracts can be viewed as a good thing or a bad thing, depending on the information that is made available to the public.







Traditional vs. Smart Contracts



Traditional tangible contracts created by professional legal practitioners rely heavily on third parties to reinforce what is on the contract. These contracts are written in legal language that involves an enormous amount of paperwork. This type of contract does not only consume a huge amount of time, but it can also turn out to be very ambiguous. The ambiguity stems from the fact that not all of us understand the legal language in which these contracts are written. Law practitioners prepare the contract and enforce them accordingly. If contracting parties do not agree on the terms of the contract or in the way each of them acted, the public judiciary system will resolve the issue for them. Once this happens, more resources will be spent as this process costs so much and it is very time-consuming.



Smart contracts are generally set up by computer programmers using smart contract programs and development tools. Smart contracts are completely digital, which means there is not a lot of paperwork involved in the process. They are written in binary programming codes and these codes dictate the terms and consequences of the contract. The language is easy to understand because there is not much technical legal system jargon. And unlike traditional contracts, a third party is not necessary for the enforcement of the contract.







Types of Smart Contracts



Financial Services
 . Cryptocurrency has spawned several different applications of smart contracts. For example, smart contracts can administer auctions without the need for third-party entities to enforce the rules of the auction. Smart contracts can take simple binary codes and translate them into commands that the system can perform. The system can point out the highest bidder of the auction and award the auctioned item accordingly, and return everyone else’s money all at the same time. This kind of efficiency is what makes smart contracts very promising.



Property Law
 . Cryptocurrencies such as ether and bitcoin can be used to trade digital assets on a one-dimensional blockchain. Cryptographic techniques are put in place to ensure that the owner of a digital coin will be the only one to spend it. This principle can be related to electronically-controlled physical products embedded with microchips.



Credit Enforcement
 . Credit enforcement is an extension of the property law. It is a typical example of how smart contracts can be applied in the real world. Smart contracts can be created to disable your account whenever you fail to make payments. Take your credit card account as an example. If you are not able to make a payment on your monthly credit card bill and you already exceeded your card limit, then your account will be suspended until such time that you are able to make the payment.



Breach Prevention
 . Smart contracts are especially useful in the music and video industry. Digital Right Management technology prevents you from unauthorized use of music and videos that are protected by copyrights. A public blockchain has the ability to track copyrights for each music or video. Every time a music or video is used for commercial purposes, the copyright owners will receive royalty payments. Smart contracts can also set the terms as to how the payment should be split between the performers, songwriters, and producers. And since the information is available in public blockchains, we know that it had not been altered.



Double Deposit Method
 . BitHalo and BlackHalo were some of the pioneers of the double deposit method. The idea is fairly simple, but the results are very powerful. Double deposit method is designed for the trade of cryptocurrency. The double deposit method works in such a way that when two parties try to cheat on each other, both of them will lose the same amount of what they should have earned. The program does not attempt to determine which party did not perform his side of the bargain; it merely ensures that parties who do not come to an agreement at the specified time limit will be penalized for it. This persuades both parties to come to a resolution or they will both lose what they have.



Oracle Contracts
 . Since smart contracts rely heavily on the data that is being inputted in the blockchain system, it may be hard to tell what really happened in the physical world. It may be difficult for smart contracts to determine who is telling the truth when it comes to the actual situation. To solve this problem, oracle contracts were created. Oracles can get information from external sources which can be used as a source of data for smart contracts.



Smart Contracts Across Different Industries



Smart contracts are becoming very prominent in the financial industry. This is mainly because of the fact that smart contracts make a lot of contract terms more efficient and simplified. Smart contracts allow users to update the terms of their contracts whenever they want to and they can do it in real time. This is a very far cry from the experience of having to make the same changes to a tangible copy of a contract. It could take several days because of the several back and forth requirement the contract needs to go through to complete the same tasks. Users are thankful because of the speed and hassle-free transaction. In addition, inaccuracies are being minimized since the contract does not have to go through several different channels.



Smart contracts also allow its users to automatically activate their contracts once several preset conditions have happened. Although this may not be very useful to those who do not use it frequently, businesses who do transactions with other businesses will find this greatly valuable. A lot or resources will be saved and the contracting businesses are guaranteed of the security of their transaction. Businesses can also now transact without the use of third parties, thus easing the cost of the contract on both sides.



Financial institutions can also find great uses of the smart contracts. Smart contracts can automatically close out transactions relating to transfers, settlements, and trades once the preset conditions are met. Smart contracts can also be utilized with coupon payments and they can be used to restore the principal for expired bonds. Insurance companies can also use smart contracts to simplify the workflow and minimize errors across different departments. Smart contracts also helped in developing the Internet of Things regulation services.



The health care services also share the same advantages as with the other service sectors. Medical records can be automatically and accurately updated as patients transfer from one department to another. Information made available in the blockchain can be used to watch over the health of the population, using information that is automatically updated in real time. Participants who joined the public blockchain can be paid automatically (again, through smart contracts) for using their information. Smart contracts can also verify the achievement of fitness goals and give rewards in accordance with the Internet of Things mechanism.



The music industry is using smart contracts to track song usage royalties and awarding payments correspondingly. Information can be added to public blockchains which are add-only databases. This ensures the authenticity of the information since it cannot be altered.



Smart contracts are also being used on transactions between two individuals. This could eventually lead to increase in lending opportunities and energy credits trading.



Real estate can also expedite transactions as there will be less paperwork and the contract is available to both contracting parties. Once the seller and the buyer agree on the terms of the contract, they can digitally sign the contract, transfer the payment from buyer to seller, and turn over the ownership to the buyer. All this can be done online and without the aid of a third party.



The Tesla electric car also adapted the use of smart contracts to automatically bill car users every time they charge their cars at any of their charging stations. Car users can view the record of their bill as smart contracts are updated automatically.



The supply chain industry can also gain seamless shipping experience with the use of smart contracts. Shipments are being automatically documented at various points in the manufacturing, shipping, and delivery process. In cases when there are complaints about the shipment, the whole process can be reviewed and the area where the discrepancy occurred can be traced. This is possible since the delivery went through the same channel where the contract was created.



The insurance industry can also use smart contracts to determine who is liable for every car accident after several conditions have been met. Smart contracts can be used to charge rates according to the operating conditions of the car. There will be minimal disagreement as information is recorded and the contract will be automatically activated once all the conditions have been met.



Smart contracts can also be used to smoothen out the voting procedure. Smart contracts can determine the identity of the person before it gets recorded in the system. Voters’ information is kept safe and is unlikely to be tampered with because of the great security that smart contracts provide. When a record needs a closer inspection, it can be easily pulled up from the system for review.



Smart Contracts in the Financial Sector



Smart contracts are a single ledger system that allows the program to easily verify the accuracy of any given information. Smart contracts, when properly executed, can reduce errors and lags in the system which will permit the flawless execution and verification of each project. It also greatly reduces the time of completion of a project and the costs associated with it.



The financial sector can be transformed to reflect security, transparency, efficiency, cost reduction, and innovation. Smart contracts can carry out record keeping and auditing functions, as well as custodial tasks usually done by third parties. The omission of third parties could clearly reduce the cost of transaction for both contracting parties.



Clearing trades are intensively manual in terms of processes. They require a lot of work hours and they even demand a few reconciliations inside and outside of the trading industry. To make it worse, every time reconciliation is made, chances of error also increase. These errors could lead to future additional delays that are more costly and requires the use of extra resources. By using smart contracts, the clearing trade process is smoothened out and the process is simplified tremendously. Every step in the process is recorded and automatically updated. With the great number of clearing trade transactions made each year, the market is totally ready to adapt this process.



Since the smart contract is a single ledger process; it allows multiple processes in any industry to run smoothly. Most delays usually happen due to physical documentation done during production. A smart contract allows the product to go through all the steps without too much disruption and it can run smoothly. This will greatly improve the process no matter what type of industry it is. Smart contracts can also manage bills and credits from the production of the manufactured goods until the delivery to the customer.



The transaction systems available today cost a fortune. A lot of key players in almost every industry are looking for ways that they can integrate smart contracts into their business. The old-time monitoring system could cost as much as 10 billion US dollars every year. This is a very great motivation for businesses to move their business from being old-fashioned, to adapting the smart contract technology. In the long run, businesses can save a considerable amount of money through this shift in their business practices.







Current Limitations



Blockchain is the future of database system with the smart contract as its front-runner. It is extremely important for businesses that are planning to implement this system to study its uses and prepare for its execution. It is also up to these businesses to encourage other companies to adopt this system. Looking at all the uses of smart contracts, it is hard to think of its limitations as they are immensely outweighed by their uses. But to help you make that decision, there are some points you need to consider before venturing out in the smart contract process.



A lot of smart contracts today are performed in small and medium scale businesses. Smart contracts had not penetrated transactions that are of high volume so they are utterly untested in these environments. Before smart contracts reach the mainstream, the public needs to see them in larger scale transactions where they can be tested and they can prove their potential.



Smarts contracts cannot access information that is not stored in its blockchain system. Oracles are used as access points to external information. However, the best way of embedding oracles in smart contracts is still under discussion. Traditional decentralized networks usually experience approximately 20 seconds of delay. Since smart contracts belong to the decentralized system, it can experience the same delay with the use of oracles. Traditional servers that are in place today can complete the same task in milliseconds.



There are very few examples of the uses of smart contracts in the actual world. The world needs to understand how smart contracts work and give it a chance so it can prove its true potential. In addition, blockchains store information in such a way that once it has been written, it cannot be amended or added as these actions are not part of its base program. In this regard, mistakes cannot be tolerated even during the learning process. This is a major deterrent for smart contracts to capture the public’s interest, especially if they are not intended to be used for long-term projects.



Most importantly, smart contracts do not completely adhere to privacy. This is where traditional contracts stand superior as compared with smart contracts. Although smart contracts stored on private blockchains may not have this problem, smart contracts that are made on public blockchains are readily available to all those who are in the blockchain. All the details of the contract are made public to all those who have access to the contract. This poses great risks for the individual users and businesses. As with any other contract, there is some information that contracting parties would not want to reveal to everybody in the thread. If this is not resolved, the use of smart contracts cannot be expected to increase anytime soon.
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 Solidity and Smart Contracts







Blockchain technology was first intended to be used with the bitcoin cryptocurrency. However, most smart contracts today are done with the aid of the Ethereum platform. Ethereum is a blockchain-based public platform that makes a virtually decentralized machine. This machine can carry out smart contracts among individuals using ether as their cryptocurrency. This chapter will focus on discussing how smart contracts are able to link up to the Ethereum blockchain. There are different types of blockchain. However, it does not matter what type of blockchain you are connected to; the general processes across different blockchains will always stay the same.







Important Terms



Public key cryptography
 . Public key cryptography is a two-part scheme comprised of a private key and a public key. Private keys are used by individual users to create a virtual signature which is connected in their blockchains. The public key is used by other users to verify signatures related to the said blockchain. To put it simply, the owner of the private key is sending out public keys to other users so they can gain access to the smart contract that has been created. It is impossible to retrieve the private and public keys externally so it is imperative for the users to set up backups for their keys.



Ethereum virtual machine
 . Basic bitcoin blockchains only allow basic contracts and cannot accommodate a myriad of steps. The Ethereum Virtual Machine (EVM) makes smart contracts capable of doing more complicated and more powerful contracts.



Dapp.
 Dapp, also known as a decentralized application, uses smart contracts that are in the Ethereum marketplace. It can be accessed from any Ethereum node or from a central location.



Getting Started



An Ethereum node is not required for every smart contract but it is recommended for learning exercises. Java, Haskell, C++, and Python are programming tools that can be used to connect to the Ethereum platform. Solidity is a programming tool that is very much similar to JavaScript. This is the most popular way to connect to the EVM using a node. Solidity is devised to collect codes that will run in the EVM. It has an extension of .sol or .se. when connecting to an Ethereum network, a compiler is also necessary. However, etherchain.com offers an alternative to a compiler. Web3.ja is the last item that you will need. Web3.ja is an Application Program Interface (API) that is used to make Dapps.



You can take advantage of open frameworks by using Truffle. A Truffle is a framework of distributed application. Truffle covers most of the fundamental functions of programming and gives individual codes more emphasis. For testing purposes, you can use BlockApps.net. BlockApps.net does not have its own Ethereum node; it only imitates the effect of a real node.



Contracts are not universal across all transactions. However, some points in a contract exist in another contract. Smart contracts are triggered once a set of conditions are met. Set of conditions are usually answered by yes or no, as for how most binary systems work. These conditions are set and modified before the contract is laid out. One of the most important parameters to creating smart contracts is to identify at which point and what circumstances will activate the contract.



The address of your Ethereum wallet is one of the main variables in creating smart contracts. When a contract is activated, a unique address will be generated which is separate from the address that you created. However, this unique address is still associated with the creator’s address.



Determining the size of your contract is the next variable that you need to consider. As a rule of thumb, it is better to have smaller and simpler contracts. An oracle will be used to pull up outside information for the smart contract. You need to set the parameters of the information that the oracle will pull up and the location where the information will be lifted from.







Getting into details



Your contract should include the information it needs to store and how those parameters can be met. You will need to create a general structure for your contract using the list of parameters that you have prepared. You can use a 2 x n mapping, where n represents the number of parameters of your contract. Each parameter will include definite details that will trigger the activation of the contract.



Using the information you have outlined in your contract, you will need to incorporate the creator of the transaction and the amount of the contract. You will also need to show the data and mapping information. Your template should be able to map your contract based on the stored integer that labels your contract automatically based on a template.



After completing all the steps above, you need to define the specific tasks your contract will need to perform and the triggers of your contract. The individual who created the contract can send proposer transactions. Under the proposer transactions, you will need to stipulate contract limits, account information of the contracting parties, and other prerequisites to completing your contract.



Investors can create transactions with a unique ID that they can send to the account that had been defined. The storage space will list this transaction in the contract and add it to the total results. A suicide action is triggered when a final transaction has been generated. This action will prevent the contract to be activated again after it has been completed.



During this time, the recipient of the contract can decide how to draw out the accrued funds from the contract. You can create a dummy account and apply yourself under the investor group after the results have been tested. Once you are inside the dummy account, you can dictate how the contract will push through.



Running Things Smoothly



Truffle can assist in making the process more manageable, especially if you are edgy on creating a contract without trying the code first. Truffle aids in the composing stage by allowing you to test the different parameters using a Java-based framework. You need to take note that when verifying transactions, it can take up to 10 seconds under favorable circumstances.



Truffle will require you to have access to the console window and a new client node before you can open the program. Then you can install Truffle so you can create the basic parameters of the contract. You can use the code you have generated to test the program for errors.







Moving On



Once you have generated the code of your contract, you can use the compiled code in the blockchain. You can go to Etherchain.org/solc to compile the code for Solidity. Once your code has been transformed into a useable format, you can set up the cost of the contract in ether cryptocurrency. The program will ask you to sign in using your private key and you will be provided with the unique blockchain address where your contract is located.



To make your contract go live, you will need to use the Truffle program to access the directory where your contract is located. You have to open the Truffle command and then you can access the new directory through the init command. After you have created a new directory under the .sol extension, you will need to enter config/app.son in the program and add your contract in the resulting space. Then you just need to restart Truffle and then run a tesrpc command before installing Truffle at the root directory level. After performing all these steps, your contract should begin exist.
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 Dapp Setup







Your contract will need a user interface before you can use it to interact in real time. The Dapp will include an HTML-based front end and a database that will connect you to the Ethereum network. Dapp will connect directly to the Truffle program because it has a complete CDN access and network. The Dapp UI will be created in a similar fashion as that of a website.







Dapp Creation



Truffle is the best program to use when creating Dapp as it will compile your UI after you complete your Dapp’s creation. In the Truffle directory App, you simply add your Dapp and run your Truffle again so it can compile all the information in your contract. You also need to remember to register changes in the Build folder so you can reload it in emergency cases.



You will need to find background images in the directory labeled App. You will also need JavaScript and several stylesheets and indexes. You can personalize your contracts based on your requirements by adding codes and getting your frontend UI option running. Once you open the app.js file, a section will popup that contains a greeting from Truffle. Launching this console will show you all of the active commands.



You need to remember all your commands. You also need to create an operation that you can access every time you load your page. You can add window.onload operation in the apps.js file to do this. When executed correctly, this operation will send different account information to the browser console. To ensure that your program is working accurately, you can use the test.conference.js function. This function should show you the balance amount, the balance after an increase, and the total after the account is suspended.



After creating the app.js and the index.html, you should test it on your node or on a sample node that can return results in a timely manner. It should include a form of communication that lets your users know that the results are ready. This is important as the results do not turn out quickly.



You can use the following geth codes as a suggestion.



geth --rpc --rpcaddr="0.0.0.0" --rpccorsdomain="*" --mine --unlock=’0 1’ --verbosity=5 --maxpeers=0 --minerthreads="4"-networkid’12345’-genesis testgenesis.json



Entering these codes will generate two new accounts labeled as 0 and 1. You need to create passwords for both of these accounts and you may also need to generate a .json test-genesis file which will be categorized in the .json file as “alloc”. Using geth codes will require you to account for your ether cryptocurrency. Ether is the currency used in Ethereum. To get a closer look at Ethereum, you can read
 Investing in Ethereum: The Essential Guide to Profiting from Cryptocurrencies
 . Lastly, you will need to go to the Truffle app folder for all the results. You need to recompile and set up the results of your contract.



SilentCicero recently created an option for Dapp programs to generate a UI. This can be found in DappBuildermeteor.com and it can make HTML codes that can be modified for contracts made on Solidity, Web3.js, or JQuery. This tool does not run as smoothly as you would like it to. However, this is a great alternative if you are still not confident with your skill level and you would prefer not to generate the program on your own. Using the same steps provided above, you can generate a UI. However, if it is not successful, then you can generate a secondary version.
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 The State of Affairs of Smart Contracts







Although smart contracts mostly find its uses in hypothetical scenarios, they are believed to be able to solve most of the problems of the online industry today. While they are theoretically able to make transactions flow smoothly, it is not an omniscient entity that can do all things. Below are some of the things that you need to consider when engaging in smart contracts. These things are regarded as smart contract myths that you need to put to rest as of the moment. But who knows, these myths might come true one day as smart contracts continue to progress.







Smart Contracts Legally Bind Contracting Parties



Smart contracts make the automation of small processes possible. However, even when these processes are usually tied with contracts that are legally binding, legislation regarding the legality of smart contracts as an entity is not yet in place. Smart contracts are usually clauses in traditional legally binding contracts and they define the ways in which a transaction should occur. You cannot dispute the stipulations laid out by smart contracts as they only point out the facts of the transaction. It simply tells you whether the stipulations are followed or not.



Even if smart contracts are not formally legislated to be binding contracts, the digital signature attached to every transaction can be enough proof that the contracting parties agreed to enter into some form of arrangement. It is then the responsibility of the contracting parties to follow the stipulation laid out in the smart contract as some jurisdiction may accept them as legally binding. The consequences of breaking a smart contract may be judged in a case to case basis. But to stem away from involving the courts in smart contracts, a solicitor can use information on the contract to come up with an agreement that both parties can abide by. In this manner, small misunderstanding may be fixed without having to go to court.



Smart Contracts are a Form of Ricardian Contract



A Ricardian contract can be used both in the court of law and a software application. The purpose of a Ricardian contract is to protect the digital trading system by means of providing legally binding rights on properties. In this way, contracting parties can concentrate on the opportunities of their business by requiring everyone to honestly and fairly communicate in the digital trade.



As with smart contracts, they are not a form of Ricardian contract. However, smart contracts act as a supplement to Ricardian contracts. Smart contracts simplify Ricardian contracts by using the stipulations on smart contracts as a basis for the Ricardian contracts. A Ricardian contract also requires a few signatures. It is in this manner that a smart contract becomes valuable. When entering a smart contact, a digital signature is required. You can track the results of the contract by using the digital signatures of the contracting parties.







Smart Contracts Can Be Enforced Legally



There is no legislated law that makes smart contracts legally enforceable. Although pieces of information surrounding a smart contract can be used in courts, it has not been made legal yet to use the entirety of a smart contract as proof for legal action. Results from a smart contract can be used as trails of information that can either support or oppose a statement.







Smart Contracts Have a Mind of Their Own



Smart contracts are binary codes that are designed to determine the status quo and activate the contract once the predetermined terms have been met. Smart contracts, even those that are accessible through oracles, are nothing but circumstance-driven data. A smart contract is driven by preset parameters. It is not in any way a form of artificial intelligence that can act on its own.



Smart Contracts Are Easy to Set Up



The answer to this myth can go both ways. Yes, smart contracts are easy to set up. This is especially true if you are using a smart contract language, like Solidity, in writing your contracts. However, oracles can also be used in creating smart contracts. Oracles are more advanced smart contract programs that have the ability to send a myriad of actionable data to smart contracts.







Smart Contracts Can only Be Set Up by Developers and Computer programmers



As of today, smart contracts are created by developers and computer programmers as they require an in-depth understanding of how binary codes work. But there are several entry points that will make smart contracts more user-friendly to businesses and individual users. Once this is made possible, smart contract users can create a graphical user interface or a text-based language input. The creation of the browser Ethereum Mist is a step for businesses to move in that direction.







Smart Contracts Are Not Safe



Smart contracts are relatively safe even with the implementation of the Ethereum. Smart contracts run in complete quasi-Turing programs. This only means that contracts are concluded after their execution and there is no risk of repeating the contract infinitely.







Smart Contracts Are Solely Intended for the Use of the Financial Sector



A lot of smart contracts today are tied up with the financial sector. This is one of the reasons why most people think that smart contracts are made solely for this sector. Smart contracts can be used in other industries as well. As mentioned above, smart contracts can also be applied to health care services, music industry, manufacturing, and shipping industry, and it can be potentially applied to make the voting process easier.



With the emergence of the Internet of Things, smart contracts applications have become infinite. Smart contracts bring in trust and transparency to the Internet of Things. The Internet of Things allows business engagement. This is done by making technological resources as potential services that can be traded in the open market in real time, without incurring additional fees.







Businesses Are the Only Ones Who Can Benefit From Smart Contracts



While it may be true that business entities are the first ones to benefit from smart contracts, discounting the fact that smart contracts can be used in our personal affairs is unacceptable. The only reason why smart contracts are still not a part of our personal lives is because not all of us are familiar with it. Smart contracts can be used among peers and neighbors. It may be used in small negotiations like the tradeoff of personal financial favors. Smart contracts can also trigger negotiations along the line of paying for regular goods by allowing one of the contracting parties to set up a repetitive smart contract once the parameters of the transactions have been met.







Smart Contracts Are Designed to be Linked to Other External Factors



Although oracles had been used to connect smart contracts to external nodes, this does not mean that smart contracts can be used to interpret variable conditions in the environment. Smart contracts will remain to be binary codes that rely on the occurrence of a specific set of events. If these set of events do not take place, then a contract will not be laid out. In addition, putting in supplementary variables may throw your results off. This is because two different nodes will most likely return two entirely different results. This could happen in the real world especially that the results will be coming from two different nodes via the oracle. And the 10 seconds delay in getting your results is also a big factor in the variance of your results.







Smart Contracts Can Be a Means to Guaranteeing All Types of Payments



While payments can be made through smart contracts, it is important to note that the payment’s string of commands should be embedded within the blockchain where your smart contract belongs. If the payment string does not exist in your blockchain, then it will be extremely difficult to accept and initiate payments through smart contracts. For smart contracts to have the ability to enforce payments, it should be within the bounds set in the blockchain. Not being able to embed the payment strings to your smart contracts will cause your funds to be locked up for prior use. Several transactions may not actually happen because of the distributed system of smart contracts.







Smart Contracts Can Conceal Data



This may still stand true with a private blockchain. However, public blockchains have the tendency to make information available to all those who have access to it. This can pose a danger to individuals and to business entities. Not all contacting parties would like to have the information of their contracts available for everybody to see. As of the moment, there are several efforts to make some sections of the blockchain undecipherable to others.









 Conclusion







Congratulations on making it to the end of
 Smart Contracts
 ! This book was meant to inform and explain the fundamentals of smart contracts. My hope is that your knowledge of smart contracts has increased.
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Introduction






Welcome to the world of cryptocurrency. You’re curious about investing and have learned about Ethereum or Bitcoin. Perhaps you know the exceptional returns possible for investments in these cryptocurrencies, which have given a massive return on investment (ROI) for those who dared to purchase them at their lows. For example, at one point the Bitcoin (BTC) to US dollar (USD) or BTC/USD was under $1 while now it currently sits at the $600 range. That is over a
 60,000%
 increase in any initial investment. Imagine putting $1000 into BTC at its low – you would have $600,000 now! If you weren’t aware of those numbers, I may have your attention now.







This book isn’t about Bitcoin, but it’s impossible to speak about Ethereum without explaining Bitcoin which was the first major “cryptocurrency” used. It’s not that old, Bitcoin was born early in the year 2009. It set out to introduce a novel idea in a scholarly article written by the elusive Satoshi Nakamoto. Bitcoin and all digital cryptocurrencies offer an extensive list of benefits to our current currencies such as lower transaction fees compared to traditional online payment mechanisms and banking. Cryptocurrencies are operated by a decentralized authority, unlike government and federally issued currencies. You’ll never hold a physical Bitcoin or Ethereum coin in your hand since they do not exist. Rather, the currencies are all held in a virtual field of mathematics of changing balances from private or public “keys” which are synonymous with account numbers.







In this book, I hope to inform you of the reasons to invest in Ethereum and not just because of the potential ROI, but also the benefits of cryptocurrencies in themselves. I will also go over the risks, the obstacles, and major changes in Ethereum. There are over 1,000 cryptocurrencies that currently exist (albeit ~90% are just gimmicks and schemes) so it’s important to choose wisely and understand everything you can if you’re going to be putting real money into the blockchain. When you’re done with this book, you will have both a broader and more detailed understanding of everything Ethereum and beyond.









 
 
Chapter 1










Ethereum 101







We define Ethereum as the blockchain platform on which the currency known as Ether is exchanged. The blockchain is open to all for development such that anyone can design programmable functions for executing transactions and trades. That makes Ether and Ethereum a very decentralized system lowering inherent risks and improving the user’s functional control over the currency’s possibilities.



While Bitcoin was developed in early 2008 and released to the public in 2009, Ethereum came 4 years later in 2013 and was presented by Vitalik Buterin. It was not until the following year that the infrastructure housing the decentralized blockchain was put into use, and still another year in 2015 until the public blockchain was released. The Russian creator developed the Ether system in Canada while actively involved in further developing Bitcoin. However, it was apparent that benefits could be made to the
 concept
 of Bitcoin, but would require its own blockchain in order to provide a complete flexibility in development and creation of applications. Thus, Buterin opted to use a Turing complete programming language. His invention awarded him the World Technology Award for the cryptocurrency's invention. You may be asking what Turing complete means.



Well, you don't need to understand a large amount of math or computer science to be able to comprehend why Turing complete is an advancement for cryptocurrencies. What you do need to know is that Bitcoin, which is operated in a computer language that is
 not
 Turing complete simply cannot express certain types of actions or contract requirements that would be essential to make projects like Ethereum work.



What had been happening previously was for every specific application that Bitcoin couldn’t meet, people would create a new, alternative type of cryptocurrency or altcoin, to produce the results needed for each specific application Bitcoin wasn’t able to handle. In one such example, NameCoin had to be developed in order to register domain names that would be resistant to any type of censorship. This is because Bitcoin couldn’t access the type of language needed to get into registering domain names. Another important example is Litecoin which is basically the same as Bitcoin, except it's all open source. Due to the scripting and hashing of Litecoin, however, blocks can be generated at about 1/4th the time compared to Bitcoin, making mining more efficient. If you're interested in all the CCs, definitely research Litecoin.



In a more broad and fundamental approach, Ethereum’s foundation is still the Bitcoin blockchain type of technology, but the platform now has a Turing complete programming language built within it. That means the platform can now cross-talk with any type of application you desire, and thus the building of apps (Dapps) and contracts becomes a paramount strength in Ethereum’s framework.



Although Ethereum is decentralized, there is a major company and foundation that pilot the paradigm of the platform. Ethereum Switzerland GmbH was the flagship program developer of all things Ethereum at its launch on July 30, 2015.



Additionally, the Ethereum Foundation helps produce and maintain the collective use of Ether coin and is also based in Switzerland. Vitalik Buterin is the lead for the research team at Ethereum Foundation, working alongside others to produce the next vision of Ethereum and its decentralized apps (Dapps).



It only took one year from public release for the value of Ethereum to reach $1 billion USD and begin to give Bitcoin a run for its money. The simple fact is that Ethereum can do a variety of new things that Bitcoin cannot.








Ether and Value

The value token of Ethereum is the Ether or Ether coin. Comparative to Bitcoin, it is exchanged on blockchain in transactions, and carries with it all the benefits of micro transactions (being able to send any fractional value of a single, whole Ether). The Ether currency will be held in your wallet and can be used in the Ethereum network. There is no federally-backed monetary value of Ether or any cryptocurrency which actually brings up an interesting point about monetary value in its most fundamental aspect;
 monetary value is completely dependent on people’s agreement of it
 .



When people speak about how paper money used to be backed by the value of gold, i.e. every dollar had an exact exchange rate for gold, people felt safe. When the dollar transitioned from commodity money (representative of precious metal) to fiat money (government-assigned value
 via
 federal decree), people became afraid. What did money even mean anymore if it wasn’t backed by gold? On further analysis, gold itself has very little intrinsic worth and is actually completely dependent on people’s choice of it being an aesthetically pleasing metal! There are properties to gold that make it valuable, but to act as a currency, all people within a given market must agree on the value. Thus, the notion of value between our fiat and commodity currencies used around the globe today is fundamentally no different than assigning a value to cryptocurrencies that ultimately bear no physical form.



There is an obvious fundamental difference between any physical currency and that of Ethereum: you need the internet. Since Ethereum is young and at the time of writing this book barely over a year old, it’s acceptance is much more limited than that of the dollar or even Bitcoin. Thus, describing Ethereum as a speculative investment is an understatement. However, as I will explain, doing the contracts, to make Ether, should benefit in returns with the more effort you put into it.









 
 
Chapter 2










The Double-Edged Sword of Ethereum







If Ethereum was objectively better in every way in comparison to Bitcoin, we would have seen the evolutionary extinction of Bitcoin and the total dominance of Ethereum relatively quickly. Since that is not the case and since both of them are currently in existence simultaneously and in good number, we must evaluate the pros and cons to each. Even though both are built on the fundamental same principle, the blockchain, they have different programs and each come with benefits and detriments. Let’s go over why you would like Ethereum, and then we’ll tackle the negatives.



Contracts and the Interface of Ethereum



You can think of contracts in Ethereum as programmable accounts, but also in a legal sense as you would any general contract. They are essentially accounts you can interact with
 via
 Ether transactions. While contracts in the real world can require attorneys or even judicial figures to be implemented, in the crypto-world this is not the case. This allows for an extremely low cost and barrier for entry into the transaction world. This is due to the Distributed Autonomous Organization (DAO) as the governing body.



Every time you sign your name on a receipt or click the “I understand” checkbox upon purchasing a service, these examples, are the equivalent contracts you will see in Ethereum. However, these contracts in Ethereum can be made by anyone and anyone can interact with them in an open sandbox like manner (at least in comparison to current transaction ‘contracts’).



More thoroughly, a smart contract is basically a computer program that has been written in an Ethereum high-level programming language. These languages are primarily Solidity or Serpent. The program is then deployed into a special transaction along with a minimal transaction fee. When this transaction is executed and deployed, the program is then securely stored in the blockchain and can exist forever.



These types of contracts can enforce or mediate, in a sense, any kind of deal taken between two or more parties. As an example, the recently advanced development of the Internet of Things, we can now design a microprocessor in our car that has the purpose of mediating and enforcing smart contracts. By having this processor installed in your vehicle, if you intended to sell it, but a specific buyer is unable to pay until a pre-specified (or unspecified!) later date, you can write up your own smart contract such that when a buyer deposits enough Ether into your wallet, the private key will be unlocked for use and he can drive the car. If the contract is not fulfilled, then the engine will only start when you personally use your working, private key. In the future, contracts can be enforced automatically and specifically by perfectly logical computers and algorithms.



In our current legal system, most contracts are often written in ambiguous, sometimes arbitrary language and words which are subject to our own interpretations. If you and the opposing party differ on interpretations of a certain contract, the process becomes painful and will likely require court cases which will obviously further be evaluated on a subjective basis. Juries and judges are not omnipotent, and can make erroneous judgments. Here, with smart contracts, the contract is written in a logical, nearly mathematical way in which interpretation is no longer a problem. With smart contracts, which will be written in a clear and universal programming language, the question of who is correct and who is incorrect is no longer an ordeal as the contract leaves no room for interpretation. Once the contract is deployed into the blockchain, you can trust that the contract is protected and the execution of the contract will take place in a logical, rational, and
 mathematical
 manner.







Gold, Crowd Sales, And DAOs



As discussed before, people feared when the dollar became unhinged from gold, as they thought it would likely collapse the actual value of the dollar. Of course, this was not the case, as the value of currency is a psychological, collective agreement only. However, with commodity currency that is backed by a physical asset such as gold, the confidence in value that the consumer or holder has become stronger.



Let’s look at an example to illustrate my point. If half the world’s population were to move to Mars and start their own currency, everyone would have to agree on how much a single token is worth. This makes very little sense to do until you make it backed by a commodity. Deciding the value of a Mars Token or Moken
 requires
 you to give it value to a commodity, like gold, water, or oil. You could begin distributing your currency after everyone agreed that a Moken represented one liter of water, or oil, or a kilogram of gold. Over time, the value of a Moken would fluctuate until a global Mars consensus had been reached (generally speaking). However, to actually be a commodity currency, there must exist a central bank that holds enough water (or oil or gold) to exchange every Moken currently on the market for its respective commodity value. When this is the case, the confidence in the value of currency increases, and people worry less about inflation and other monetary issues.



Thus, although it is not required, the initiative to produce a gold-backed cryptocurrency makes sense to promote consumer and user confidence in a currency’s value. Using a
 contract
 through the DAO, a crowd-funded project termed Digix was produced which backs all of the registered Ethereum coins with a value of gold. To show the power of Ethereum’s community and crowd-funding efforts, a total that exceeded $5 million USD was funneled to Digix in a relatively short amount of time – completely funded with Ether.







DAOs, Dapps, and Crowd Sales



The use of the DAO crowd sale presented a new distributed app (Dapp) that was quickly and efficiently funded to the sum total of the $5 million project. The project was completely set up within the board of management and required no legal attorneys or lawyers. If (or when) cryptocurrencies become universally adopted as a major form of currency, the ease of producing large funded projects will become much quicker since the funds are not allocated to any region, the laws and regulations that were once prohibitory for many are now sparse and easily maneuvered around. Therefore, developing ideas in the realm of Ethereum, or other cryptocurrencies, will streamline funding and financing for any project generated.



As Ethereum itself is based on a DAO and can theoretically reach zero cost to use in all scenarios because functions are done autonomously via the contracts. In reality, there will always be costs associated with any execution of the smart contracts, so there is always a small drain on all activities done within Ethereum. The point of Ethereum, however, is to minimize these costs considerably in comparison to physical labor, offices, and the infrastructure to run full businesses. Thus, executing a contract in the space of Ethereum is going to be significantly lower than executing the same contract through traditional means.







The Real Benefits of Ethereum



Imagine instead of having employees, housed in skyscrapers, with expendable resources, having to go through massive amounts of transactions and “contracts” done between businesses at their cubicles versus a dispersed and distributed peer-to-peer group that largely operates through technology alone and all “nodes” of transactions simply take place on the contracts within a specific business. The costs then become astronomically smaller in order to execute business and financial functions that most companies have entire departments allocated for today.



The cost in Ethereum is called “gas” and it is a universally accepted cost for doing any computational work by the Ethereum base. Gas has a constant cost, regardless of the volatility of Ether’s value, helping to stabilize the currency and enforce more efficient paths for coding the contracts.



In essence, the real purpose of Ethereum is to create a platform in which methodologies can be built upon to run business transactions and costs much more efficiently than that in use today. For instance, the minimum credit card purchases you can have anywhere (if you’re lucky) is 99 cents. That cost is directly attributed to the cost of allocating your account’s balance to another account’s balance. There is always a net loss of money from any transactions from the consumer to the producer in the case of digital currency transactions because some of that cost is required to go to the corporation that is in charge of moving that money (visa, Master Card, American Express, etc). This cost becomes prohibitive for micro transactions and also accumulates linearly with a number of transactions processed. You can think of normal currencies as bulky, weights that can’t be divided much lower than 99 cents, or the transaction
 itself
 becomes a net expense for someone within the transaction.



With Ethereum and other cryptocurrencies, you can imagine that the tokens themselves are infinitely divisible and that the transaction costs can and will become negligible in comparison to that of today’s standards. Currently it is impossible to be able to pay-per-second for any type of streaming entertainment because if you were to open a transaction or contract to watch only a second of video and subsequently close the transaction, requiring the payment to be executed, and if you were to do this continuously, hundreds or thousands of times, this would cost the video streaming service more money than they would be producing from you because of the transaction costs themselves! This type of issue is averted with cryptocurrencies, as infinite division is not an issue, and transaction costs become minimized.



With respect to Bitcoin, Ethereum is more intended for the infrastructure of businesses and intelligently designed contracts to execute business needs and financial transactions. It can be thought of as an alternative to the skyscraper filled with cubicles. Its infrastructure was specifically designed with this in mind, as a “black box” in which to operate transactions through. Like Bitcoin, there is little stopping Ethereum from being an alternative currency to fiat and commodity currencies. You can conceivably trade anything using Ethereum, but this is not Ethereum’s strength in comparison to other cryptocurrencies (CCs) – they can all do this. It’s rather the computing language that allows the smart contracts to exist that makes Ethereum more valuable than BTC (in my opinion).



The smart contracts that are stored within the blockchain of the Ethereum platform are protected by the platform system similar to how a transaction within the Bitcoin blockchain is executed and subsequently protected by the computational power of the entire network. Since Ethereum is decentralized and all of the transactions are verified at each of the computers in the P2P network, there is no single third-party that has enough power to destroy or modify an existing contract.



In essence, the fundamental benefits of investing into Ethereum is the cryptographic nature, it’s anonymity, it’s universality, it’s divisibility, and most specifically, it’s coding language which specifically targets it for automated transactions and contracts.



The Drawbacks



We have gone over the positives of Ethereum, and as any investor, you must also know the risks involved. Understanding the entire paradigm of Ethereum requires you to understand its weak points in addition to its strengths. Ethereum’s most obvious weakness is its age. It is a very immature cryptocurrency and major portions of the infrastructure are still being developed. While Bitcoin has a large market cap, this is largely due to it being the first cryptocurrency and Ethereum is growing quickly.



While Ethereum is meant to drop the need for attorneys, lawyers, and judges from the expenses required to produce contracts and execute transactions, people are still going to be a part of the process. Ethereum itself is built upon human intention and innovation and thus will always rely (and be threatened by) on the human mind and input. If there are major flaws or updates required for the servers, the entire market can be taken down or act erroneously, which would weigh heavily on people’s perspective of its resiliency and thus depreciate its market value. This is not unique to Ethereum, but it is probably due to its immature stage of development in comparison to Bitcoin.



If for instance, major banks began to develop contracts within the Ethereum blockchain platform and a major flaw in design was identified, the network may be taken down, the bank(s) would likely withdraw their funds, and the market cap and market sentiment would depreciate significantly, thus lowering your investment’s return. Thus this stage of Ethereum is likely to be volatile, something that can scare the emotional investor, but has an exponential capability to produce massive gains for ROI.



Although not unique to Ethereum, building business models around Ethereum with the goal in mind of minimizing infrastructure costs of your company by removing the office space and cubicle setting can impact workforce efficiency. It is not currently a large trend for bankers to allow the work-from-home paradigm, but it’s not impossible for this to occur on a large scale. This will be in the hands of large corporations to weigh the risks and rewards of decentralizing their corporation’s contracts and transactions against keeping the business centralized and homogenous in the organization.



As discussed above, to make informed decisions on investing, it is required for you to know both risks and rewards. By focusing solely on the possible rewards you are very likely to make massive mistakes with your money. Instead, identify the probability of success in every scenario you choose to put an investment in. With Ethereum your investment thesis should be somewhere along the lines of



	
A belief that CCs are inherently valuable


	
That more people, corporations, and governments will adopt the use of CCs


	
That evolutionary-style progress will continue to advance the uses and applications of CCs


	
That Ethereum presents a benefit to business models by reducing infrastructure and overhead costs


	
That Ethereum has enough security and resilience that it is comparable or better than Bitcoin


	
That short-term volatility of market prices is manageable as long as the above 5 thesis still ring true











 
 
Chapter 3










Investing in Ethereum







Now we will speak about my favorite part, the investing. As with any investment, what you are doing is essentially buying something to maintain or increase in value over time and that the stability in value or growth will be greater than stuffing your money in your mattress. Just like Bitcoin, you will exchange your currency for Ethereum which will be produced in your secure wallet. Ethereum is new and an evolved form of Bitcoin and thus has differences that the new user will not be accustomed to if they have used Bitcoin in the past.



When someone bought their first Ether on January 26th, 2016, they had to pay a just a little over 0.006 BTC for one Ethereum. After just two weeks, this price appreciated in value to the tune of 0.017 BTC as of the second week in February. That’s a 300% return in just 2 a few weeks’ time making this Ethereum currency look like a very lucrative part of any portfolio.



That initial Ether bubble burst shortly afterward but has continued to grow, as of September 17
 th
 , 2016 the price for one Ethereum is 0.0208 BTC and it remains the second largest CC as far as market capitalization, with Bitcoin in a strong lead. This is an impressive result for an 8-month old CC and with the benefits outlined above; there is clearly a larger market to be captured, and a larger growth to be had in the future.



We need to discuss how Ethereum actually works. That is, how can we possibly make money off of this? What causes the price in Ethereum to rise or fall, and how can we understand this in a way in order to properly make sound investment choices?



As we stated above, the value of Ethereum is through its contracts. A simple example contract would be one that requests a specific user to sign into a website a certain amount of times. Once that has been completed, the conditions of the contract have been met, the payload will be released and the transaction will execute with payment into the contract “signer’s” account. The payment is sent out autonomously, and no other action is required by either party.



Thus you can see the benefits of this, as opposed to say using PayPal or any other payment system where you would likely have to show proof of visiting the site the appropriate number of times, the payer will then have to manually send funds, and these funds may not even be immediately available due to “settling times” which are finished within a few seconds with Ethereum – but can take days with traditional banks.



In August 2015 the original distribution of the Ether coin commenced. It was the product of a crowd-funding campaign that lasted just over a month and resulted in a staggering $60 million dollars being reached – the largest ever crowd funded project on Earth!



Some of the major ideas that are likely going to be behind the likely rise of Ether prices have to do with overhauling certain industries, making them more efficient as well as opening up more streamlined peer-to-peer options. An excellent example is the stock market.



Currently, in trading within the stock market, there is always at least one middle-man, the market-maker(s) (MM). While MMs provide the market with liquidity, additional middlemen are not required and more often than not, result in excess fees and deficiencies in making the buying and selling of stock quick and painless. Ethereum would be able to replace your broker in this situation, thus removing the sometimes massive fees associated with buying and selling stock. This is only possible through the use of the smart contracts. The MM, with Ethereum, could produce contracts that offer any user with Ether to purchase stock directly from the MM – this is currently an impossibility for most Americans, who are
 required
 to go through a broker.



The above is an example of how you would be investing (buying stock)
 with
 Ether, but it is a reason to invest
 in
 Ether as well. Any benefits that Ether can produce in comparison to regular currency or BTC will cause demand for this currency to increase and its value will necessarily increase as well. You should also be aware of all the major projects that are being looked at within the Ethereum community. If any of these projects are massive breakthroughs, and would make things more efficient for people or create a new demand for Ethereum, this would be an impetus for you to be investing in Ethereum. We can look at some of these projects that are going on within the Ethereum community now.



Augur is a Dapp and can be likened to an online gambling platform. This Dapp is going to change the way people make bets on certain outcomes in a dramatic fashion based on its design and broadness in capabilities. Some liken Augur will do to the neighborhood bookie what the electric freezer technology did for the old ice delivery man.



The purpose of Augur is simple but powerful. It will allow any Ether holder to wager money on
 any
 future event of their choosing. If the event doesn’t yet exist, anyone can make an event for people to place their bets on. Software built on “wisdom of the crowds” will set the probabilities, collect the Ether bets, and finally, reward the winnings. Because of the ease in which this can be set up, the price for actually running the show is exceptionally smaller than that compared in the average bookie. Only one percent is going to go to the Ether bookie, which is ten times lower than the average today if you go to Vegas.



However, the design of Augur isn't meant to be a Vegas casino. It has no interest in roulette, blackjack, or poker. It’s not so much built on “random” probabilities, but rather relies on the idea of “wisdom of the crowds”. This is exceptional for binary events such as sports betting, political race outcomes, market forecasts, even weather.



What’s truly novel about Augur is that it is not going to be controlled by any single person or entity, and it will not operate on any single computer network. All of the currency within the Augur system will be in Bitcoin or Ether (or other types of cryptocurrency), so no central credit cards or major banks are going to be involved. That makes the legality of the system completely up in the air. If the system becomes successful, regulators and bookies will organize to sue and undermine the system. Problem is, there isn’t anyone to point the finger at, as the creators, as well as the users, are all decentralized, and in almost all cases, anonymous. Thus it’s success will only bring more attention and success to it.



This is a new legal territory, and we will continue to see new legal territories develop with these decentralized networks. The question is, if Augur becomes exceptionally successful for betting on the horse race or betting on the Dow Jones a week from now, can anything be done to stop it? The answer is, at the moment, no. If action were to be taken on Ethereum, it would shift the legal power of any government involved, and that is going to take a lot of time, a lot of energy, and a
 lot
 of resistance. So for at least the next few years, it’s likely that Augur will remain up and running, if not indefinitely.



Augur may be destined to become the web’s answer to gambling prohibition—it will do to the betting man what the silk road did to the drug user—but you'd never know it from talking to the developers of the system. They aren’t a shady bunch at all, working in San Francisco, attending conferences, and have well-built legal representation in the real world while talking openly about what they’re producing to any media outlet interested. There’s even an infographic movie funded by the group. As you may begin to see, the confidence in the decentralization of these networks, allows the developers to do what they will, and the
 use
 of such tools in the crypto-world makes it difficult for regulators to write up a document that could put a stop to it.



Around $300,000 of the total $600,000 that was raised by Augur's funding team comes from a man named Joe Costello. Costello is a successful tech entrepreneur, known to be one of Steve Jobs' top picks for the new CEO position of Apple itself. Following smart money isn’t always a dumb idea.



Gambling or casino are terms never used by Joey Krug, a young Pomona college dropout, but also Augur's lead developer. He and the small team of just five employees use the term “prediction market.”



Due to Augur being based on the wisdom of the crowd, as bets are moved in and out of each outcome, the odds will appropriately adjust. This is very interesting because not only does it perfectly price the outcome (based on the weight behind each choice), but it also generates a crowd-sourced statistic. There are already groups and programs that use this crowd-sourced mind, such as UNU. UNU used crowd-sourced (what they call swarm intelligence) ideas to correctly predict the superfecta in the Kentucky Derby. This is correctly predicting the first four horses,
 in the correct sequence
 , to cross the finish line. Another example, InTrade, which was the most frequented prediction-market up until federal regulators shut it down for U.S. customers in 2012. The “swarm-intelligence” seen there beat the pollsters and pundits by correctly predicting the outcome of the 2008 presidential elections in nearly all (48 out of 50) states. Not only would you be investing in possibly the largest prediction market to date, but also the largest crowd-sourced statistics as well.



What Augur ultimately hopes to accomplish with their platform is to make it possible to do a simple Google search and find the probability of any future event, based on all the participants that took place in the poll. Ideally, this would upgrade our world by creating the availability of more informed policy decisions.



But, what will likely be Augur’s most profitable aspect is going to be the cost reducing and convenience aspects in which gamblers, betters, and speculative investors place their bets. Augur actually has the potential to make the world safer by taking away market share in the gambling industry from criminals.



Weifund is another example of something taken from the regular internet and brought to CCs and additionally decentralized. You can think of Weifund exactly like Kickstarter, but it supports any type of CC. There will be ways for Weifund to produce token rewards for redemption in some way or another as well. One of the options through Weifund is shares within a project just like investing. You can then trade these shares on the EtherEx exchange.



Colony has a concept that is centered around the idea of a True DAO. A true DAO is the step beyond a decentralized fund, and into a decentralized company or non-profit. Colony is designed and meant to support a variety of Internet Organizations. Colony will allow its contributors to be reimbursed either in CC or with partial ownership of the DAO itself, which will be proportionate to the value of the contribution.



The Colony project has the potential to bring in the biggest organizations, like banks and financial institutions which require hundreds of thousands, if not millions of small transactions every day that go on in the background. These are meant to make sure everything is running correctly and to verify where money is and where it isn’t. Colony works to minimize the overhead expenses of this operation by minimizing the transaction costs but also help remove the actual physical requirements that are needed to house the employees who deal with this back-end banking and financing. Additionally, due to its decentralized nature, the concept of “employee” may even diminish, as contracts for certain tasks can be sent out to be done by literally anyone.



Let’s take a look at the total money in Ethereum to understand our upside and downside. The bottom line is that if you purchase Ether, and the market cap increases, the return on your investment will increase. The current market cap of Ether is about $1 billion, while Bitcoin is around $10 billion. The simplest scenario is if you were to buy one Ether token today and if the market cap of Ether went up to $10 billion (that of BTC) you would have made a 10X return on your investment.



The market cap of $1 billion for Ether shows that there is a strong interest in it and that the demand is high. It also indicates approximately, the total amount of money inside of Ethereum (but not quite). With a $1 billion market cap, now large projects, such as banking and financial services can become possible, and the confidence in the system is likely to attract larger players. If or when large banks begin to transfer over their requirements for operations into a cryptocurrency market, the value of that market is going to exponentially increase. When a financial entity moves assets into CC, you can have a great deal of confidence that we will start to see a transition from the fiat currencies to cryptocurrencies.



If the price of Ethereum gets too high, the transaction costs will become too great and dilution (distribution of Ether) will be required to keep the system running smoothly. This would be a negative outcome for any investment into Ethereum. Financial entities would be wary of this, and may want to see a stability in the market before they begin to get their toes wet. Ironically, if a financial institution were to broadcast that it was moving a significant portion of its operations into the Ethereum platform, that may actually trigger such a high demand for Ethereum that it requires dilution! The volatility that ensues such an event would be large, and would cause any investor to feel some heat from fluctuating prices.



With that said, if you were to be a long-term investor in Ethereum, you have to focus on the long-term timeline, with short term volatility being a necessary even to find traction within the market, and for value to solidify. Thus, if you believe that the demand for Ethereum will be higher in one, two, five, or ten years (your duration in which you plan to hold), then you need not worry about the fluctuations that occur in the interim.



Let’s take a look at the actual steps to investing in Ethereum now that we have some of the theory and the future outlined for us. The first step is creating a wallet. The wallet is going to be your home base, where all payments received are sent to, and all payments outgoing are sent out. The easiest wallet for Ether is likely going to be “Ethereum Wallet”, who would have guessed? It’s a desktop application and can transfer whatever altcoins you receive into your wallet as Ether, which is very convenient.



Next, you’ll need “Geth” – this is a command line interface that is essential for programmers that want to build contracts. If you’re not good at programming, you may skip this step, but this is where the most income-generating would come from. Etherwall, a program that will build off of Geth is a way of using Geth to interact with the network with an easy to use interface. This is very beneficial for ease of use for sending, receiving, and creating contracts. Additionally, MyEtherWallet is a go-to for storing multiple wallets and runs on Java. You can use MyEtherWallet offline to make “paper” wallets.



Now filling your wallet is done by two ways initially: mining or buying it straight out. Buying Ether has many options, but you’ll likely want to use Shapeshift.io. This is a convenient, easy to use site that requires no actual registration to use. The biggest benefit here is that you can switch between the 33 most abundant CCs currently being used. Create your account with Shapeshift and click Bitcoin for deposit box and Ether for receive box. Use your public address for your wallet depending on the method you used above. You’ll likely want to make an initial deposit of Bitcoin into the account, but from here on out, it might be wise to start mining for Ether in the Ethereum system.



There are two major ways of doing this. One is to simply use your own devices to mine Ether, or you can rent cloud-processing power to do it for you. You’ll likely want to do the math to make sure this is worth it at the market’s current prices, but it’s usually around $45 per mh/s.



Genesis Mining is a great choice to start mining Ethereum. It was one of the most socially active Cloud Mining companies in the cryptocurrency community and has a reputation in the field. It has been a major contributor to a lot to the Ethereum promotion process and has actively participated in the bringing the discussion of scaling cryptocurrencies to market leaders. By being open and confident about the success of cryptocurrencies and mining, Genesis Mining has gained an unparalleled degree of trust in the Cloud Mining industry.
 
 



To check your balance and send Ether, you’ll need to go to your wallet and “View Wallet Details”. You’re required to submit your private key in order to access the data within your wallet. It’s more or less a password, and should only be known by you. This will allow you to see your public key, balance, and other important information in your account.







Sending Ether is as easy as looking up your wallet details. Just find the button “send transaction” to initiate this. Make sure your wallet has enough funds for any outgoing transaction, of course.







Once you’ve funded your account, you have officially invested in Ether. You can now speculate on price changes, or you can put the Ether to use by making smart contracts, the heart, and soul of Ethereum.









Chapter 4










Smart Contracts







The essence of what makes a smart contract
 smart
 is its ability to verify that the conditions set forth
 within the contract
 are met (or not met). Instead of a contract that is written by humans, and requires humans to interpret the results from the contract, smart contracts (once created and “signed”) will automatically fulfill the contract’s deal once the action(s) required are submitted. Since the contract is written in logical computer code, there aren’t any subjective interpretations and fulfilling the contract triggers the contract’s payment.



Smart contracts are capable of real-time data recording and communication through a nodal network. If you write a contract, for instance, that requires someone to watch a video, you could theoretically pay them by the second. With the proper coding in place, you would be able to see how many seconds they have watched as well as the constant flow of payment that they have received. The thing is, you don’t
 have
 to watch it, once written and deployed, the contract will fulfill everything outlined within the code as is possible.



Since the efficiency of these contracts is absolute and the cost to create them is minimal and reliant on the computational power required (in general, this will be small) the writing party will see a benefit of financial and time efficiency in comparison to the traditional routes. This is where larger players, such as insurance and finance companies will see a decrease in operating and overhead costs, as tasks required get outsourced or are given to employees that do not require a cubicle and infrastructure.



All tasks that require a person to verify if an action has taken place can now be distributed through the network through contracts and delocalized contract fulfillers, so long as the code is written correctly. To reiterate, here are the major reasons smart contracts will exist, and why a business would want to use them:



	
They can express business and financial logic as a computer program


	
They will represent the logical, triggering of events as messages to the program


	
Use digital signatures to prove the identity of who has sent the message


	
Everything is contained on blockchain (verified and logged).





Companies that use these smart contracts won’t need to worry about liability issues for human errors that take place in nearly all business aspects. There is also less chance of intentional fraudulent activities (barring the issue with anonymity) because no one can lie about what has and hasn’t been done. There is a portion of the Ethereum-contract network called Oracle. Oracle has the job of providing the data that is required for every contract to prove its performance while also sending commands and communications to the decentralized systems, contracts, and people where they are needed.



Oracle additionally verifies that everyone in the market and associated with any contracts are actually who they say they are. They must be accessing the contract from a secured point for Oracle to deem them trustworthy and for the data to proceed. There are inbound and outbound oracles that communicate with external applications and systems. They are required for smart contracts to do things such as release payments or to adhere to the details of every contract.



The inbound oracles give the smart contracts the external data that is relevant to the contract so that the contract can deduce what has been done and whether any aspects of the contract have been fulfilled. The outbound oracles communicate with internal command systems and are required for payment dispersal.



When you make and deploy a smart contract, an Oracle will need to be able to communicate in some way with the data enclosed within it which is otherwise not directly accessible to Ethereum. Only the most important data is going to be passed along from the external systems to the smart contracts that have been written. This is required because, in cryptocurrency, privacy and security are the normal, expected paradigm.



You can control the level of information that the oracle has access to, such as
 context
 for the contract, leaving any information that is not paramount to execute the contract, completely inaccessible. This may be important when working on larger networks and with a large accessible population.



The benefits of smart contracts, I hope, at this point are obvious. It should be reasonable to believe that the benefits of these computationally coded contracts will increase dramatically in the future and that Ethereum is the best candidate so far for them to be executed with. This should begin to build a strong thesis for you to be investing (and probably using) Ether, Ethereum, and the smart contracts themselves. Since Ethereum is decentralized, the peer-to-peer nature of the blockchain gives superb verification and resilience. With that said, there are no third parties involved in a contract directly, other than its verification through Oracle and the DOA.



Being able to read the code of a contract will be something required if you are going to be writing or fulfilling contracts. Once you have a handle on the coding language, however, everything will be logical and you can write efficient programs (the more efficient, the more likely to be fulfilled and the cheaper to make/execute) as well as read them. What should be noted is that once a contract is fulfilled, it’s most likely completely solidified as a finished deal. Imagine writing a contract that requires the person accepting to hand you 100 Ether. If they sign that contract, they will pay you 100 Ether, and you will receive it. Depending on the privacy of the contract, that person will have no access to any of your information at all, and no way to dispute any problem. The inverse, of course, is also true, so being able to read logical programming language will be absolutely essential for taking on contracts as well as writing them!



As the owner of any contract you write (or buy), you will be required to fill the payment details if the contract is to be fulfilled. How to write your own contract will begin with downloading Solidity, which is a programming language similar to Javascript. Another option would use the programming language that is web based, called Cosmo. Cosmo has a benefit of being able to be sent directly to the network. Accessing the contract requires another program called Ethereum Web3.ja. With either Cosmo or Solidity, you’ll still need to follow the same steps outlined below. Without following these steps to completion, you may risk a contract that malfunctions or is not able to be uploaded to the network at all.



Once in the network, your contract can be distributed to all of the necessary application frameworks. This will make it much easier for you if you prefer to not have to go through everything when it comes to actually uploading your contract. There will also be less human error possible when done this way. The framework is there only to guide you, you will still need to have some input and work done for everything to work properly. Thankfully, there are many ways to debug possible errors in contracts and make sure they work properly before uploading them into the network as final projects. You should only deploy perfectly working contracts, or you will risk possibly serious issues, such as paying for an unexecuted, or only partially fulfilled contract!



There are many frameworks to use; some of the most popular are Embark, Truffle, Meteor, and API. You should read some on each to make sure they suit your needs.



Once you have all the programming and frameworks to build your smart contract, the actual steps to creating it are highlighted below. Just remember that each contract will be different based on who is writing it, as well as every person fulfilling a contract may also execute the solution differently.



	
You will need to create an Ethereum node in order to write the contract on. To do this, you’ll download that program touched on earlier called Geth. Geth is an accessibility program for the main interface which Ethereum nodes are implemented within, and Ethereum itself uses. Other programs that are needed will be on the Ethereum website (
 
www.ethereum.org

 ) or they will correctly link you to trusted, required sites. Make sure that the sites are trusted!


	
Once downloading of your application is complete and it launches correctly, you will need to compile a smart contract with the use of Solidity or Cosmo as referenced earlier. These programs will execute your program, or contract, and tell you if it is working properly as you expect it to. No worries if something isn’t to your liking, you can always edit your contract at a later time as long as it has not been deployed.


	
After finishing the contract, you can deploy it. In order to deploy a contract, you will have to spend Ether to have it “hosted” on Ethereum so that others can access it and sign it. You will also sign the contract to let the network know you are the owner.


	
Now you will obtain a blockchain address and API for your contract. You
 can
 call your contract back by use of the API, but you will most certainly want to try to work everything out before deploying the contract. Also realize that you could be spending Ether every time you put up or take down your contract, or interact with your contract!





Creating the contract and putting it onto the Ethereum network requires that you test it to make sure it will work as it did in the debugging stage before deploying. Ethereum itself has a basal expectation of all contracts hosted on the network so you will need to make sure that you fall into those correct assumptions. While being the sole owner of the contract, you are the one who determines the end goals of the contract, however, Ethereum itself will need to look and make sure your logical code is correct and communicable across the network. There are a few steps to make this process easy and irrelevant for future contracts you pursue.



Testing your transaction times is essential because you’ll need the network time for verification. If you set the transaction time too low, a savvy “hacker” may be able to swindle more money from your contract than you initially intended by sending hundreds of commands per second. This doesn’t give enough time for everything to be verified, and as such will cause the network to lag in response to you submitting payments, which could amount to more than you anticipated for! You should be able to code, into your program, a way to defend against this type of “attack” but to be safe, make sure there is always a delay for sending payments that is at least 10 seconds. This will give enough time for the peer-to-peer network to verify what is going on. You may want to set up a basic “trial” contract to make sure you understand the process as you move forward.



	
Use Solidity to be able to access your Ethereum nodes (contracts). You also need to keep your Python library separated from the virtual environment that you are going to be working in. This ensures that you’re not using local environments for network environments, and you’re also not placing your contract in a place you didn’t intend.


	
You’ll need to start with a new client node with your console window. Begin with Truffle or the other framework applications mentioned in the new window and deploy your contract with the “truffle deploy” command. This is a boilerplate contract and the program is going to automatically detect obvious bugs with this while additionally testing transaction times. Just remember that 10 seconds is a good amount.


	
Once deployed, it will be beneficial to run a compile in your framework program such that you make sure your contract is accurately compiled to your specification.





If your program is not at risk of potentially being lost, stolen, or draining your account (or any other danger) you can deploy your program onto the Ethereum network to debug there. This is more expensive and riskier, but will most accurately predict if there are issues you need to resolve.



Once the contract is completely debugged and you feel safe, it’s time to actually deploy it (finally) to the network.



	
In Truffle, you’ll specify “truffle init” for a new directory which you can specify.


	
Identify your contract to put within the directory.


	
Open config/app.json and add your contract to the contracts area that is provided by Truffle.


	
Restart your node in a new window and run the command “tesrpc”.


	
Now you will be ready to run the root directory, verify the contract is on the network in a manner you wish it to be.





Now you can test run using Truffle in the root directory and make sure all tests pass. Once sufficient to your liking, you can add the UI to the Truffle Directory and run Truffle such that the UI is automatically compiled and created into the contract and it can be created in any directory.



Recompiling the contract regularly is a good idea to assure that the application is running correctly and all changes made are reflected within the Truffle program. The App directory is where the boiler points are housed, and will help with the UI as well as the distribution for the contract you’ve written. If access is needed, you have to start the Truffle Watch process and then reopen your root directory in the browser window. Now you’ll need to open the developer and do a right click to choose the selection you need to inspect. On this screen, you should add the “window.onload” function so that you can ensure the contract is actually activated when your page loads.



Make sure all your functions are copied over and that any testing assertions are removed and that output is returned to normal using your console. Here, all you should need to do is load Meteor and create your UI so that it is easily used for interaction between anyone and your contract. The better the UI, the simpler and easier the interaction will be.









Chapter 5










Roadblocks







All new things have a development stage. Knowing what’s hindered people in the past will help expedite your learning process and get you into the market quicker. Let’s go over some of these roadblocks.



Scalability is an issue that is within the mainstream payment networks because there are about 2000 transactions a second. You will need to change the block-size limit so that there are more supportable transactions per second. It is possible at the current stage that if Ethereum were to dramatically increase in size, there is an issue of finite nodes being able to be used.



Some transaction blocks require over half the network hash power to reverse. This is partially due to the high-security needs, and could be remedied if reversals cost the initiator a fee.



Stamping is an issue currently as well. Generally, in the blockchain, blocks are made every single day. However, creating blocks more frequently causes the payment systems to become incredibly slow. Thus the network works most efficiently with a specific number of blocks made per day. Additionally, since each user is given a specific time stamp (distributed along a normal curve), and thus no nodes are ever within 20 seconds of each other, thus making communication between nodes purposefully delayed.



There are other roadblocks but the developers are all working on streamlining every step of the process within Ethereum and smart contracts. Patience is a virtue when waiting for developers to fix problems.






Chapter 6










 Tips and Tricks







	
Keep separate wallets. It’s not wise to have all your money in one place. You will want to keep the Ether you spend apart from the Ether you make, and the part of the Ether you’re saving. Although it is difficult to hack in Ethereum, it’s not hard to find flaws in contracts. If you were to mistakenly make it easy for someone to withdraw a lot of funds from your wallet through a contract you made, you’d thank yourself if that wallet had a fraction of your total Ether.


	
Keep your savings in a paper, or offline wallet. Since you won’t be using them often, it’s just generally safer to keep savings away from online wallets.


	
Protect your privacy as much as you possibly can. Obtaining cryptographic programs such as TrueCrypt are essential to maintaining an anonymous identity and protecting your information when communicating anywhere on the web.


	
Backup everything and do it often. All the work you do can be lost and if you store anything on your desktop, losing that could mean losing access to your account. Backup everything digitally and physically if possible in different storage forms. Private and public keys should be kept in secure (but safe) places.


	
Do not share any information that you feel uncomfortable sharing. Your public key is ok, but it is just one step closer to being able to access data or Ether from your account, so keep it hidden unless it’s required to be given out.
 










Conclusion









This book is meant to get your toes wet and further your curiosity into the world of Ethereum. It is certainly not all encompassing of everything Ethereum, as you’ll also need to learn the specific languages that Ethereum operates on. Make sure you read as much as you can and until you feel absolutely comfortable with CCs, Ethereum, and smart contracts before putting serious amounts of money at risk.



With that, you should have everything you need to enter into the world of cryptocurrencies, transition into Ethereum, start organizing yourself to write contracts, and deploying your first smart contract onto the Ethereum platform. You can decide whether generating income by writing contracts that generate goods that you can sell, by buying and selling contracts themselves or fulfilling contracts on your own is how you want to earn your Ether. You may also find that you don’t need to withdraw Ether at all, and you end up using it as an alternative to fiat currency. Or, you could simply watch your initial ETH/USD value increase!








Additional Resources









Here are some additional noteworthy resources for you:




www.Ethereum.org




This is made by the people who started Ethereum and will set you off on everything from the history to the various projects being made currently.




www.Ether.fund




Here you can find nearly every tool you’ll ever need to get started with investing in Ethereum and creating smart contracts and expanding the ecosystem. It will compare and contrast different tools for you as well.




www.cryptomining-blog.com




This blog will give you files and information to help improve your ability to navigate the platform that is Ethereum. You can look for troubleshooting and other news within the world of Ether here.




www.cryptomining-blog.com/5325-quick-guide-on-how-to-mine-thereum-on-windows




This is a quick and efficient guide for anyone looking to get into mining Ethereum at an accelerated and acceptable pace.




www.hitbtc.com/exchange/ETH-to-BTC




The Ethereum exchange website will give you the information you need into the Ethereum market, trends, and what to think about when speculating the price action of Ethereum, Bitcoin, or other altcoins.




www.bitfinex.com




This secure site allows you to create an account to exchange Ether and Bitcoin. The exchange can be something novel if you’ve never done currency speculation before and the website helps clear up any questions.



 
 
 
www.bitcoin.org




 The most dedicated web site to everything Bitcoin.




 
www.coindesk.com/price




 Latest prices of Bitcoin, Ether, and other CCs




 
www.coinmarketcap.com




Snapshot of the current market caps of CCs as well as available coins in all markets.




www.bankrate.com/finance/investing/cryptocurrency-alternatives-to-bitcoin-1.aspx




 Comparing and contrasting Bitcoin to other CCs



Other resources and general knowledge:




 
www.investopedia.com





 
www.blockchain.info




And here are some of the exchange markets you can use to get Ether:




 
www.kraken.com





 
www.gatecoin.com





 
www.bittrex.com





 
www.poloniex.com





 
www.livecoin.net





 
www.bittylicious.com





 
www.metaexchange.info





 
www.bitfinex.com





 
www.c-cex.com





 
www.bleutrade.com





 
www.hitbtc.com





 
www.coinsquare.io





 
www.alcurex.org





 
www.yunbi.com
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Introduction








FinTech simply means financial technology. Companies such as Apple and Facebook have both taken the lead in developing these technologies - you can send money directly through applications with both of these entities. The start-up mentality is no longer limited to the tech industry; it is revolutionizing finance as well.









 
Chapter

 1







New Realities







Investment in financial technology is booming at unprecedented rates. Despite traditional banking protests, the world of banking is going through a transformation and will continue to go through a change. Take a look at how things were done ten years ago, now think about how they will be done ten years down the road. With all the new technology that we have today, it is almost mind-blowing to think about the kind of technology that we will have in another ten years or so. The change is going to keep coming, the only thing we can do is get on board with it.







FinTech







When the twenty-first century came around, a new financial service emerged, and it was known as financial technology or FinTech. This term originally was used to describe the technology that was used by consumers and trades done by financial institutions. However, at the end of the first decade, of the twenty-first century, it now includes any technological innovation that has been made within the financial sector. This includes any innovations that have been made in education, retail banking, financial literacy, and even cryptocurrencies.







Several companies have used or are getting into the FinTech movement in order to make things easier on their customers. These companies are constantly evolving in how they accept payments, send payments, and handle their client’s money in general.















PayPal







In the 1990s, PayPal began to change the face of traditional banking through the use of financial technology. Even today, they continue to be a leader in the FinTech movement. They are also steadily growing as the prime choice for payment for many online and even retail businesses outside of the consumer using cash or a credit card.







There has been an enormous growth in the payment process that was acquired by PayPal called Braintree. Within the first two years, Braintree was able to announce that the payment volume that was authorized was about fifty billion. However, the stock continued to trade flat in July.







Despite this, PayPal still remains to be one of the largest sites that chosen when it comes to online transfers of money, whether it be for friends and family, for paychecks, or even goods and services that have been purchased. This makes it a vital part of FinTech.







Apple Pay







Similar to PayPal, Apple Pay is a way that you can electronically transfer money from your bank account to either purchase something, or simply to act as a digital wallet. Apple Pay is only compatible with the newer versions of Apple’s products.







One of the things that make Apple Pay unique is that it can work with any contactless terminals that already exist. Along with Apple Pay, there is the Apple Watch which is known as “your wallet without the wallet.” With Apple Watch, you are able to use Apple Pay in a variety of different retailers.







Being that Apple is providing a financial service that is making a difference in the economy, it makes Apple Pay part of the FinTech movement. Apple has also paired with some of the top FinTech investors such as Stripe in order to contribute to making a further impact. Thanks to all of the service that Apple Pay has done for their customers, it is exciting to watch and see what Apple is planning to do with their financial services next.







What Lies Ahead







When first looking at FinTech, there has been an increase of $12.21 billion in investments since 2014. However, there are some complications with FinTech as there is with anything. But, despite the fact that there are complications, it is believed that the financial services that are already established are going to continue to not only survive, but thrive because they are going to find ways to grow during the digital future. Some people believe the financial institutes that are already established are not going to survive because of FinTech and are going to die off due to a loss of market shares.



Two scenarios can shed some light on the structure for what can possibly happen. It is important to know that these scenarios are going to apply to all banks because all banks still have the ability to control their own destiny.



Scenario one: with all the new changes, the banks end up being lost to the new financial services that are more efficient and in touch with the digital world that we live in. Although the bank will continue their product based sales in order to get customers instead of trying to improve their customer experience.



The banks that are in this scenario are going to be competing because their brands are going to fall on the eyes of their customers to nothing more than a utility that they can use. But, they will continue to think that their business model and strategies will remain the most successful.



Scenario two: unlike scenario one, banks focus on making the customer’s life easier and accept changes to the business model instead of sticking to the old ways. While the customers tell the banks what they want to see, they are helping to shape the bank's way of business which will delight their customers.



Unless banks adapt to the digital era, banks are going to have only a short-term advantage because they will not be solving problems that frustrate their customers. In the end, banks can either conform to the digital age and make sure that they are addressing what frustrates their customers. Or, they can end up losing customers and potentially risk being obsolete because they will cease being convenient for the client.







Peer to Peer (P2P)







Peer to Peer lending was meant to help make things easier when it comes to doing business. When seeking money, you are not going to be getting the money from a bank loan. Instead, you will be getting it from other small businesses. Not only that, but some platforms accurately match lenders to borrowers. This is where the entire industry emerges; theses platforms cut costs by serving as intermediaries.







The history of peer to peer lending is short. The first company to emerge began in 2005, with Zopa, in the UK. The first serious large-scale operation launched in 2010 to allow for peer to business lending.







There have been setbacks in the development; with so much innovation, some models do not always succeed. One company closed down with 100% defaults because it’s model of operation did not encourage people to pay each other back. Thus caution must be exercised.







Below, is a list of the defining characteristics of peer to peer practices:







	
Peer to peer lending takes place with the ultimate goal of profit in mind


	
Lenders and borrowers are not matched up based on previous experiences with one another; often, they are total strangers. This means that unlike business to business practices of the past, there is not necessarily a lot of networking going on.


	
The borrowing is facilitated through a third party company.


	
Trading occurs online.


	
Depending on the format of the company facilitating the lending, borrowers choose whom they are giving their money to directly.


	
The money in the transaction is not necessarily secured; this also means there is little governmental intervention or regulation. Without security, there is some risk to be encountered, but in the UK there are funds established that are meant to protect those involved offered by a select few companies.


	
The money being lent operates as securities which are capable of being transferred to other lenders or borrowers, to compensate for other costs incurred in the transaction process. Whether or not this is a possibility depends on entirely upon the platform being used. It is also not necessarily a free transaction and can, in fact, be comparatively costly.









In the early days of peer to peer lending, these companies often relied on social media as a way of facilitating transactions, but as development takes its hold, this is becoming more and more seldom. What makes P2P particularly potent is that unlike traditional intermediary structures, P2P relies on the community’s implicit trust; all are in it together. With this democratic form of functioning, people seem to operate with more accountability. People are generally seen as acting with a sense of responsibility toward one another that is hard to imitate in traditional banking; simply put people don’t have sympathy for the banking institutions as they do to other people. Despite the popularity among some groups of direct transactions, such as through the Bitcoin Blockchain, there is still a lot to be said for the emergence of the financial intermediaries. One benefit of these platforms is that they open up investment opportunities and provide exposure to companies that otherwise would have never had the chance to come into contact with one another.







P2P lending companies typically encompass the following services:







	
Platform online that allows borrowers to solicit lenders and/or investors with a specific tailoring to their financial needs as defined by specific criteria.


	
Applications to develop credit models which accurately determine approvals, costs, and appropriate pricing.


	
The ability to verify borrower identity by checking out the accuracy of information supplied by their bank, employment, etc.


	
Assessing the qualifications of borrowers to determine whether they are legitimate and regularly performing credit checks.


	
Handling the payments from borrowers to lenders.


	
Loan collection and customer service for all parties involved.


	
Dealing with legal paperwork and reporting.


	
Marketing the involvement of new lenders and borrowers to continually expand the market.









P2P networks earn their money by charging a one-time fee to all parties involved in return for the services they offer. These companies operate with very low overhead costs compared to banks because they exist entirely online, unlike banks. Because of this, the products and services they offer come at a lower cost. Another prime advantage of P2P is that they often operate with far lower interest rates.







Bitcoin and Other FinTech Startups







In order to understand the block chain model and how it is going to be transformative, it is important to understand how block chain works. Blockchain works off of a system of checks. The nodes monitor the transactions that are done within the system and then once they have been validated, they are added to the chain.



Essentially, blockchain can cut out the middle man and still maintain the liability that is provided by the teams of analysts and financial firms. Not only does it cut out the middle man, but it saves companies on the cost of labor. Along with that, it decreases the time that is needed for paperwork to be completed in order to have a transaction validated. The reduced time makes customers happy and makes things flow smoothly.



Bitcoin allows users to mine and earn bitcoins that can be spent within the server and are slowly becoming an acceptable currency with retailers.



While some of the more well-known FinTech products have been discussed, there are several that are not as well known, and use financial technology in order to keep customers happy when it comes to financial services that they can use.



Square: while this is known to some people, it is not known to everyone. This platform allows many retail stores along with restaurants that may not be largely known to accept credit card payments by using Android or iOS. Along with accepting credit cards, this tool tracks inventory and offers invoicing as well as real-time analytics. There are also customer engagement tools that are provided through this service.



As of August 2015, Square proudly announced that they had made an app that was compatible with Apple Watch so that their users were allowed to make P2P payments.



Mentioned earlier, Braintree began in 2007 and processes around four billion dollars in credit card volume annually from thousands of different retailers with about a billion being focused on mobile payments. Braintree has given the support that a lot of high-growth companies need. Companies such as LivingSocial, Uber, and even GitHub. PayPal eventually purchased Braintree in 2013.
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Fintech's Impact on a Global Economy







The disruptive power of financial technology is nowhere more apparent than in the realm of global finance. This is both a good and bad thing. It is good because there is considerable potential for development here, but it also poses an inherent risk to many jobs. In fact, one report by Citigroup estimated almost 30% of employees in the global financial sector are in danger of having their jobs eliminated by FinTech. Why is that? Well, financial technology is about interconnectivity. As such, it is easy to imagine that many jobs which are based solely on facilitated communication between various global markets that just do not need to exist. These jobs can be easily overtaken by technology that is, not only more accurate but also much quicker than having humans communicate with one another.







FinTech offers accessibility, to everyone with a reliable internet connection - no significant infrastructure necessary. In a rare turn of global events, it is not the banks of the US and North America who are dominating the development in this sector. China has embraced investment into these technologies at even higher levels. Banks in Africa and South East Asia are well aware of the potential for making lucrative profits in these markets. They are uncharted territory and fair game for everyone.
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The "End User" Experience







Part of what distinguishes FinTech and makes it particularly disruptive to the finance industry is that it is geared toward the customer’s experience. Unlike banks, which have been able to function irrespective of the needs of its customers for decades, FinTech is required to be user-friendly in order to attract participants. No one needs to be convinced to open an account with a bank - but you do need convincing to try out something radically new and different such as online lending. The best way to attract users is to make it worth their while and user-friendly. Banks often develop online tools, but they are far from easy in terms of operability. Most do not design with customer needs in mind. That’s where FinTech comes in and changes the market.







The user experience is the one thing that distinguishes your product from everyone else’s. Besides that, people will not want to use your product if the experience is not user-friendly. What is to stop someone from using cash if they see that using technology is actually more of a hassle than pulling out their real wallet? Well, Fintech outperforms real banks because the competition is so much higher for customers, so their performance exceeds expectations.







What Makes User Experience Successful?







Successful end user experience is not only functional but attractive. This requires a whole new understanding of banking technologies. Since when has finance ever strove to be visually appealing? A new generation of people involved with finance is needed to engineer successful end-user experience and, instead of MBAs, are armed with graphic design degrees.







The problem with most banks is that the apps they have associated with their services still conceive of online banking as an added service and fail to realize that online banking should actually be at the core of their customer’s engagement with their services. The days of the physical bank branches are slowly becoming a thing of the past.







The success of apps such as Venmo provides a solid template of how to understand user oriented financial services. The idea behind a good design essentially stipulates that the user should not realize they are using a financial service at all.







Guidelines to Live By







One of the troubles with FinTech is that the app needs to function in a way that verifies the identity of the operator. Otherwise, how can people trust in the veracity of the service they are operating if they cannot be sure they are exchanging money with legitimate individuals who have solid credit backgrounds? This principle is called Know your customer. The problem with the Know Your Customer approach is that it takes a lot of effort to correctly determine a person’s identity electronically.







Here are some tips for simplifying the overwhelming task of getting to know your customers.



	
Don’t ask for all the information at once. This is time-consuming, and people will be suspicious of your service if you go for it all at once. The best way to collect customer information is to start with the bare minimum, then allows them to complete the first transaction. After trust in your service has been established, you are free to get the rest of the necessary info.


	
Make it easy. Of course, you could ask your customers to scan and upload physical copies of their identifying documents, but that is a huge hassle for them. Partnering with other identity servicing companies to gather this information reduces the burden on your customers. Using the information, they have provided; these services will attempt to match photos from their database. In the event that this fails to work out, you can always ask then for a scan


	
Give them reasons. People are naturally skeptical about offering up personal information, especially when it seems hard to understand what your gender could possibly have to do with their finances. This is why it is best to always explain why you are asking for certain information. These exchanges have to be based on trust, and the best practice for establishing trust is transparency.


	
But don’t make it too easy. Even Venmo has come under fire for their security failures. These technologies have to be simple to interact with, but not so simple that they can be easily hacked. Customers have to feel safe using your app, which is why simple features such a security pins are essential. This is where FinTech user experience differs from the user experience of other applications. Unlike photo sharing apps, messaging, etc., there is an element of security in the design that must be present which is not required for other platforms.









User Experience Guidelines



Every company wants to have a user experience that brings a quality experience to their users. However, it is harder for the business to create the ultimate user experience in financial services. When working with finances, it is important to have a high level of security on the data that you are given by your customer along with protecting their assets. As a financial institute, you are going to want to provide an experience that is friendly but provides the level of security that your customers are expecting. The only way to do this is to follow a set of guidelines that will provide the customer service that you are seeking.



Consider your user’s experience:
 it is a common mistake that many companies learn from. If you think about your customer’s experience from the beginning, then you are going to be able to provide the experience that they expect and deserve. FinTech is still relatively new, which causes some consumers to be leery of it. But, you can ease their fears by offering them answers to their questions and the support that they need in order to have a good experience. Keep in mind, what would you like to experience when you go to your financial institute? If you would not like the service that you are providing your customers, then why are you providing it to them?



People are afraid of money:
 many people are afraid to know the truth about money. The amount of money that we earn is finite, and some day it will stop being made. While there are other ways that money can come into a customer’s life, such as the lottery, it is unlikely that it will be won by your client. The average American often dreams of having a lot of money but has no grasp on the basics of finances. Debt and negative account balances often times place a shadow over their financial future. But, you are able to help with this by providing them with the resources that they need in order to turn their financial future around.



Customers have a financial lifespan:
 every customer is going to change how their view their finances based on where they are in their life. The products that you are offering should tie in closely to where they are in their life so that you are appealing to the customer across their financial lifetime.



Complexity will never disappear:
 the user’s experience is only going to be as good as the products that are offered, but no union will be absolutely perfect between the two, though. There are going to be parts of FinTech that involve regulations as well as legal “badlands.” With this knowledge, you are still going to be able to determine the complexity that is not necessary so that you can eliminate noise that is caused due to the laws that you are going to have to comply with. The best that you can do is to try and listen to your customers and advocate for sensible changes.



Find the pain, and remove it:
 there was a poll that was conducted by the Times for people who are between the ages of twenty-three and thirty-three that have said they would rather deal with dental procedures over dealing with a banker. But, there is no pain if you want gains. So, this is where the financial institute needs to step back and determine what pain is being caused by red tape and what pain is because caused by things that can be changed. Clear up any unnecessary confusion, bureaucratic hurdles, and increasing reliability. Make changes that are going to allow your user to feel secure while understanding their financial lives.



Engineering and design:
 when creating an application or website that a customer is going to interact with, the lines of code need to work as they were intended to work. This is going to play a significant role in how the customer experience plays out because a client is going to deal with the technological side of banking before they deal with an actual person. This is just because it is easier to check their account when they are sitting in the pickup line at school rather than having to schedule time between everything else that is going on in their lives to come into the bank and wait in line to talk to someone. The quality of the code is going to be the core of any FinTech experience along with how a customer feels about that particular brand and how often they use that product.



Look at programs like Instagram. There are millions of users on it every day because the coding behind it is written so that the process of taking a picture and uploading it is seamless and does not require a long drawn out process to upload a picture.



The function of the application should blend in with the engineering of the application. The form should never be sacrificed for function because both are equally important to how the user experience.



Trust and simplicity:
 as mentioned above, there can be some pain involved when it comes to banking. But, it is important to establish trust with your customers. FinTech applications are not in a great spot as far as the public’s opinion is concerned. This forces them to compete against established financial institutions when it comes to the various functions that they offer. Customers have certain expectations when it comes to the applications that they use, and the thought behind the design of an application ultimately needs to be the client's experience when they are using it. The experience should be a positive one for the customer.



Reliability needs to be perceived at a higher rate along with the level of data importance when it comes to the consumer applications. If reliability and data importance are not at the top of the list when it comes to the design, then that application is not going to be able to compete.



The security measures that are being taken should be clear because with FinTech, you are dealing with people’s money and that is something that they take seriously. Money is how they are able to survive in a world that is becoming harder to survive in. Every last dollar counts to many families. When a user understands all the security measures that are being implemented, they are going to trust a little more because they know that their financial well-being is being looked after by someone else as well. FinTech applications should be designed so that there is a password recovery system that is easy to use. Not everyone is going to have access to the email that they started the account with, so offer them a variety of ways that they can recover their password. Do not make the recovery process overly demanding cause this can lead to a customer becoming frustrated and not completing the process.



Customization is important to customers. They want things to resemble the topics that are important to them. No two people are the same, so why should their application experience be the same? When designing an application, the consumer should be able to make it their own. This is going to make the customer feel more valued and more likely to continue using that brand.



Any new technology should be advanced, but not beyond its time. Once the security of a company has been established, then that company needs to appeal to the mainstream. No company is going to be able to stay afloat without customers; it is just a simple fact of how businesses work. But, the technology that is used by that company needs to be easy for people to understand and trust. In order to do this, make sure that your brand is frequently seen by customers so that they are likely to use it in the future.



The speed of decisions:
 no matter what application it is, FinTech is purely digital. Because of this, they can be iterated for a low cost in short order. The turnaround of FinTech applications is beneficial for a number of reasons. First, the application can be easily tuned based on the customer feedback that they receive. When something has to be physically changed, it takes up a lot of time and is unrealistic because the design team is going to have to modify the paradigms at a rate that may not be entirely possible for them to do.



When changes go live, a team has to act accordingly and hope that everything is as it should be. However, when it is digital, it is easy to update and thus ensuring any compliance to regulations is met to the fullest.



With everything being digital, the cost of changing things is significantly reduced more than the traditional way that things have been done. When an application is put together, it is a process that requires several people and is done in a matter of weeks now instead of months.
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The Payment Ecosystem







In a traditional financial ecosystem—based with credit cards or debit cards, there are four players: You have the cardholder or person making out the check, who gives the initial payment. Then, there is the merchant, who is the person getting the payment from the cardholder. John Smith is the cardholder, and the merchant is his local tailor. The issuer is an institution in charge of dealing with the services provided to the cardholder, such as providing him with a card, issuing bank statements, making sure his card isn’t being stolen or identity mishandled. John Smith’s issuer is, in other words, his bank. The acquirer is the equivalent of that entity for the merchant, so, the merchant’s bank.







The transaction is pretty direct. John Smith’s issue gave him a card, and he uses that card to make a purchase from his tailor. The information about this transaction is then exchanged from John Smith’s bank to the bank of his tailor. Nowadays, all of this is done electronically. This model only works when there are only a few banks. As you are undoubtedly aware, this is definitely not the case. With so many banks, there had to be a way of organizing them. This method of organization which allows for a trusted intermediary to facilitate transactions between issuers and acquirers is called a scheme. Schemes you have heard of before are VISA and MasterCard. The role of the trusted intermediary is to give credibility to both parties involved in the financial transaction.



And, with the introduction of e-commerce into the ecosystem, things get a lot more complicated. 







You may be thinking, what does an ecosystem have to do with financial technologies? The ecosystem is merely a word used to describe the way these technologies function and are interdependent upon each other, like the living things in an ecosystem are dependent upon one another. The payment ecosystem represents the way that all things get together in order to make a transaction possible
 .







Components of the Ecosystem







E-WALLETS



Otherwise known as mobile wallets, E-Wallets allow consumers to pay with a cell phone. E-Wallets are used to make electronic purchases via a smartphone and are facilitated by Near Field Communication (
 
NFC

 ).
 Consumers store credit card information in mobile wallets, creating a virtual credit card, and then pay by tapping the device on the terminal.



BANK CREDIT CARDS



These banks (issuers) issue credit cards on behalf of card brands. They provide consumers with credit cards, send credit card statements, and offer customers credit.



BUSINESS CREDIT CARDS



These are companies that can issue credit cards.



E-WALLET PLATFORMS



E-Wallet platforms are commerce infrastructures that businesses can configure to offer a mobile wallet solution.



CARD ASSOCIATIONS (CARD BRANDS)



Card associations are more commonly known as credit card and debit card companies. Their job is to govern compliance policies pertaining to their payment cards, monitor processing activity, develop new products, and oversee the clearing and settlement of transactions.



ACQUIRERS



Also known as an acquiring or merchant bank, acquirers take on the risk of credit card processing. They solicit, underwrite, and maintain the merchant account.



PROCESSORS



Payment processors are responsible for setting up the merchant account along with negotiating the rates for the setup, processing, and equipment that is needed. They act as a middleman between merchants and acquirers. They may also provide the technology and hardware which enables the merchant to process the transaction.







3rdParty Processors







Also known as
 
aggregators

 , 3rdparty processors allow merchants to accept payments without applying and acquiring a merchant account of their own.



INDEPENDENT SALES ORGANIZATION (ISO)



Also called a merchant service provider, an ISO is a third-party organization that is contracted by an acquirer and signs merchants up to accept credit cards.



POS TERMINAL TECHNOLOGY



The point of sale (POS) terminal technologies are the physical payment terminals that merchants accept in-store payments with.



INTEGRATED SYSTEMS



Integrated systems, or POS software, are what brick-and-mortar businesses use to conduct sales, run their business, and manage inventory. These systems can be operated on tablets, computers, and smartphones.



IN-STORE TERMINAL PROVIDERS




Traditional terminals

 
 are considered the most official payment channel. These providers equip merchants with hardware that allows them to swipe or insert the credit card to process the transaction.











E-COMMERCE PAYMENT PROCESSORS



From integrated APIs to hosted checkouts
 ,
 
e-commerce

 
 providers are enabling websites to simplify the checkout process and accept payments securely over the web.
 PayPal
 
 was one of the first companies to help businesses take credit cards online. These days, there are a lot more e-commerce players.



RECURRING BILLING PAYMENT PROCESSORS




Recurring billing

 
 payment processors allow merchants to automate payments on a scheduled basis for product or service subscriptions.



MOBILE PAYMENT PROCESSORS



Mobile payment processors allow merchants to accept payments using their existing
 
mobile phones

 
 by keying the credit card number into an app or via an attached card swiper. This allows merchants to take payments wherever they are. Square first introduced the mobile swiper to the U.S. market, and Payfirma did the same for the Canadian market.



TABLET POS PROVIDERS



For small brick-and-mortar businesses,
 
tablet POS

 
 are great as it removes the need for a bulky traditional register. Tablet POS providers enable merchants to run a full register using just a tablet and optional card swiper.



CLOSED LOOP PAYMENT NETWORKS



Closed loop payment processing is limited to a particular vendor or location. Consumers are able to load money into a spending account that is linked to a payment item (i.e. gift card for a specific company or a mobile app).



















Wearable Technology and FinTech







Wearable technology, such as Apple Watches, are a critical part of the ecosystem that is not developed enough to be taken over by the new technology. They are a prime example of user experience.







Near Field Communication







Near field communications or NFC technologies occur when two electronic devices communicate as a direct result of their proximity to one another. In FinTech, this usually describes the technology in which a transaction is carried out in the presence of a secure element within a device that is connected to a payment organ. Apple Pay is an example of this. To envision this, think of the way Apple Pay works. The secure element exists in the smartphone. By bringing it close enough to the communicating device within the register, known as the point of sale terminal, the payment service is able to access the balance and carry out the transaction.







The limitations of NFC are somewhat apparent in that they are generally limited to in-store sales or when it comes to transportation services such as Uber or Lyft. Unlike much of FinTech, which is about the way these technologies can be used globally, NFC is inherently localized. This does have implications for a global economy, however, and could be utilized in place of the time-consuming process of currency exchanges. One service that requires consideration is the services that are blowing up in countries within Africa where many people do not own credit cards. This enables non-physical payment without the need for a bank account. There are still hurdles in the way of further developing these technologies.
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FinTech and the B2B Sector







B2B, or business to business, transactions refer to the relationships that businesses establish to make transactions with other business. An example of this is when one company buys raw materials from another one in order to make their product. This stands in contrast to business to consumer or business to government transactions. So what does B2B have to do with FinTech and the world of e-commerce?







Thanks to internet communication it is far simpler for businesses to come in contact with one another. Just the existence of a company website alone is enough to radically change the way businesses interact with one another. Through social media and other networking technologies, it is easier than ever to establish these often global connections. Think of how Amazon functions, setting up individual vendors with buyers from around the world. Businesses can find out about products another company offers, and there are new technologies, such as directories, that are established in order to facilitate this process. These types of interactions no longer require face-to-face negotiations - it is as easy for B2B connections to be created online for consumers to order their products through the company’s website.







Companies that offer B2B services have not historically been sites of innovation and capital flow - until now. With the advent of financial technologies, there has been a boom in the investments establishing B2B financial services. This has tremendous importance for anyone running a business or for developers.







These can take the form of mobile accounting apps to keep track of taxes or using cloud technology to make invoicing easier. Another area of innovation: security and anti-theft technologies to protect businesses and corporations. One company is working to make a program that offers online meal vouchers for its employees.







B2B FinTech means having non-bank providers involved in the process of facilitating these exchanges. This is a welcome change in the B2B transaction landscape, because, with the globalization of markets, direct exchanges of currency become complicated in terms of laws and regulations
 .







Supply Chains







How does financial technology affect a business’s supply chain? It stands a chance to make things easier both for suppliers to a business and their buyers. Both parties benefit from the streamlined process, whereby neither has to concern themselves with carrying out the payments because of its handled by a third party automatically. Furthermore, these transactions can often be done 100 percent electronically, slashing paper waste and reducing the costs associated with these. Not only that but having a third party is particularly helpful with establishing trust among companies because there is an objective participant in overseeing the veracity of the transactions made.







A Weakness







There is a problem in FinTech solutions when dealing with reliable payment types even though the commerce networks that already exist have been developed in order to cater to the needs coming from the B2B crowd. Often times this can be seen when a buyer is looking for a product that they would like to purchase. If you have purchased anything on Amazon, then you know that the prices are going to be different from one seller to another. This happens because of the regulations the seller has to abide by and the volume that they have to offer to their customers.







All of this happens before the client has even completed their purchase. When somewhere around fifty percent of B2B transactions have to be rescheduled or need attention in various other ways, these things have to be done manually. Because of the cost of the resources that are used in order to fix these transactions, many end up being corrected wrong.







Sometimes this is caused because of the data that the merchant has received in the transaction. You will see it happen more when it comes to retailers that use third parties to sell their product. The issues become worse if a product is shipped where FinTech is not available or not in the same language that the merchant speaks.







Since financial institutions have not been forced to keep up with the times, their models tend to fall apart, and their customer service falls between the cracks.







The B2B platforms that are current are fronts for banks when the payment comes into play. Many variables have to be thought of for the B2B scenarios so that they can become traditional models and remain as a customer’s go to option. However, because of FinTech, these transaction types could cease to exist if FinTech is adopted throughout the world.







A Dynamic Future







With FinTech, more payment solutions have been created for B2B transactions. These solutions are constantly updating and changing as FinTech upgrades and modifications. Any payment method that stays the same is going to become disconnected from financial services because they are not keeping up with the times. The purpose of these solutions is to allow for proper data management as well as the appropriate security that is needed for every customer. It will allow a supplier and their merchants to have a better grasp on their ever evolving relationship.



A system is more close looped and offers more of a connection when it uses dynamic payments. FinTech is meant to allow suppliers to discount their products or finance it by just a push of a button. Smart contracts are going to play a role in this system as well to ensure that the merchant is getting the services that are agreed upon by the supplier. If the services or product is not delivered as promised, then the supplier will not receive their payment until it is.
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FinTech and Investing







Fintech is bringing significant changes to the investment industry. The implications are huge—with a globalized market at anyone’s fingertips, trading is no longer limited to Wall Street.







Search Terms (Data Analysis)







One aspect that has always been limiting to investors who aren’t associated with big firms is that they did not have the same tools that allowed for data collecting on investments. Big banks and companies are able to funnel time and resources into developing advanced analytic programs that allow for close monitoring of the markets. Small-time investors just don’t have analytical tools, with the same magnitude, at their disposal—until now.
 Now, financial data analysis can be crowdsourced and shared with small time investors, which is leveling the playing field for those involved.







A great thing that has come from FinTech is that it follows the news in real time and the trades that need to be made are done without any human intervention. The information that is put into the system is more accurate so that current events and how they are going to affect trading can be rated on a sliding market scale. This information allows investors to see if a trade is going to harm their investments, or help them. It will also tell them how to help their investments so that they can make an informed decision if that trade is right for them.







Social media can be “mined” for data that is valuable, but the information is going to need to be up to date as possible. Not only that, but groups, concepts, and even individuals that are important have to be identified. Companies and countries are going to be analyzed as well. Then, they are going to be linked to the associated sentiments in whether they be positive or negative. From there, the results are going to be compiled, and the data that is useful as to what the public cares about on particular news and trades is going to be extracted and used to better trades.







The analysis of data needs to focus on how many times an event is mentioned on social media as well as be able to determine if that source is credible along with the sentiment that is applied to it. Like most things, though, this is easier said than done. Someone who has an excellent knowledge of the way that sentiments are expressed through a variety of platforms, as well as the understanding of how the sentiments are going to affect the markets, is going to be required in order to analyze the data that is collected.







When data is mined from numerous applications, it is done for several reasons. One is to help improve workflow in the financial sector. Sentiments are not going to affect the price of stocks, but, it is important to understand this market in two different ways. For one, it can be used as an alert to any options that shift rapidly based on a particular market or trade that is currently in question. Secondly, it will provide an easy way for ideas to be crowdsourced for up and coming companies or topics. Any trading that is done based on the news will still have a market in Europe because traders do not have the proper mix of ability and need to practice on it reliably. However, the potential for this trading type will continue to move up is still looking promising. But, some risks are still involved because there are always going to be risks when it comes to market trading. Companies that work with FinTech should make sure that they have the proper security and reliability in order to keep their market shares while this concept becomes part of the main trading strategies.







Regulated Crowdfunding







It doesn’t stop at cash investments; there are firms out there facilitating real estate investments these days as well.







Crowdfunding is the practice of getting the funding needed for a project by raising money from a large number of people only paying small amounts. This is done mostly through the internet. With regulated crowdfunding, it is important to understand how all participants work together. This eco-system can only be effective and efficient if the infrastructure is fully integrated. Regulated Crowdfunding Eco-System (RCES) works within a highly regulated environment that is solely determined based on the country or province provided.







Local governments mandate the securities commissions by implementing laws and provide regulations that are to be monitored as well as providing an oversight at which point in time they are going to intervene and impose the necessary penalties and fines. Basically, it is the local government's responsibility to protect investors so that the marketplace is straightforward with only qualified companies participating.







The two types of investors that are going to be found in a regulated crowdfunding are the accredited investors and the non-accredited investors.







Accredited investors are the ones whom the securities commission determines to be high net worth investors who will not catastrophically impact the financial integrity of the company that is seeking funds.







Non-accredited investors are going to make up the rest of the population. These investors typically do not meet the requirements for being labeled an accredited investor but have been demanding access to the early stage investments.







The regulated crowdfunding portals are meant to bring both companies and investors together in a secure online portal. The portal is going to provide a broad range of investment opportunities that are open to both accredited and non-accredited investors alike. The portals are going to vary on how many investment types there are as well as vertical industry sectors.







News Trading







News trading is what will primarily drive the currency market. The market is highly driven by the impact that news carries and to take advantage of the way that the news will affect the market, it is of vital importance to understand how certain news events are going to affect currency in the market. There are three things that all high impact news events bring.



Previous or past: there are times when the market is going to look at the current forecast versus what the previous release was in order to gauge where the improvement is. This will also help in case there is a modification from the past release that could end up causing a surprise on the market.



Forecast or Consensus is when the figure is derived from a survey that is done by news agencies. The forecast number represents market expectations and what the release is going to be. Actual release figure is the when the news actually releases from its official sources.



News trading with FinTech is continuing to show an upward trend. With FinTech news trading, you will find that three major players determine what effect the news has on FinTech. The Dow Jones, Reuters, and Bloomberg are the major news agencies that have the biggest impact on FinTech.



After the major players, you will find that other markets and services will provide information regarding any regulations. Lastly, if you have been on social media, then you know how quickly it reacts to any news. This is going to provide a quick response that will usually be more emotional than factual.
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Fintech and Online Banking







Automation







FinTech has made brilliant strides by allowing banks to automate their processes to be more efficient through the adaptation and improvements that are made in the short term as well as the long term. This is done through the application of a variety of techniques that include the correlation of relevant statistical relationships and how they exist between various data points. You may not understand every detail of a transaction, but you are going to want to understand the general correlations between any data that is similar to the different transactions that happen. This will make it easier to reference later when they are required to again.







Validation is also important since data values will be accounted for in a vacuum and will not be valid. Automated processes need to understand what constraints are naturally applied to the data in question, and then map them out beforehand for faster results. This will make it easier to point out the areas that require further investigation by human components of the broader system.







In addition, the success rate for the validation is going to be determined by the rate of positive feedback that a user leaves the system. This will then be automatically analyzed, and the message will be determined and acted upon accordingly. The rate of positive feedback will also be measured in order to determine, for a while, just how accurate the system is when it comes to automating portions of the process in the right way.















Cash Flow Forecasting







In order to maintain their edge against any new competitors in the online space, banks need to focus on services that they, and their data, can reliably provide. One FinTech related solution that many are currently exploring is what is known as a cash flow forecast generation. This estimate is generated by algorithms that study a customer’s history of transactions and then determine the future performance based on the information that it finds. The forecast is then provided as part of the client's profile as a visible proof of additional value.







In order to accurately generate cash flow projections, smart companies will utilize what are known as transactions clusters. Every group is uniquely modeled and then combined with other clusters to determine likely outcomes. Cluster parameters include things like transaction type, geolocation, category, whether a transaction is outgoing or incoming, and the related counterparts. Additionally, groups that are based on time can be arranged on how dissimilar they are to one another; though there are typically other connections that make more sense.







When it comes to small or medium enterprises, it is important for banks to provide predictive analytics that is both adequate and accurate. This will allow them to make more well-informed decisions while also giving them a more concrete view of their dependencies, strengths, and weaknesses. It also makes it easier for them to predict the demand for potentially profitable niche products. They will also be able to provide hazardous supply chain decisions based on currency trends while still remaining on top of their cash flow.







In these cases, it is important that banks strive to keep track of macroeconomic data by allowing users to opt into services that will track customer, vendor, location, sector, employee, and revenue data.







This initial data sample is going to provide the basis for more personalized content moving forward. Additionally, system data, as well as data from any accountants or accounting software, should be used to help improve the accuracy of various algorithms; this will also improve the accuracy of any outcome scenarios.







If the customer is connected directly to any other banks, that information should also be consulted to ensure that the full picture is being seen. Truth be told, FinTech solutions that provide these types of predictive algorithms are already creating the kind of strong business models that the banks are looking for. Treasury as a service is a byproduct of this trend. The process involves using algorithms to put the data banks have access to, to work. This does not mean that it is without potential risk for any early investors, however. It has yet to be proven that these statistical summaries will return the types of reliable results that are required over the long term. Additionally, when pushed to the fullest limits, it has yet to be seen what the average customer thinks about their data being so vividly displayed.













 
Chapter 8








A Peek into the Future







The progress that FinTech has made in recent years is remarkable, but it is nothing compared to what is to come. There is much speculation when it comes to the existence of the current financial institutions along with their long term health. With there being a primary reliance on data, it will most likely be one of the major determining factors, and ultimately the winning factor. It has yet to be determined if the winner is going to be a newcomer who has learned that less is more or one of the incumbents that have access to greater amounts of data.







Future Scenarios







It is estimated that by the year 2020, over a million transactions will have taken place online at any given minute. This trend is going to continue to move forward as technology continues to take over our lives. Even though many transactions will occur online, cash is still going to be the primary way many smaller transactions take place. Physical money will probably decrease over time as more of our banking and purchases are done online. With more governments becoming aware of savings that are non-cash solutions, it can end up costing about eighty percent less than savings that are based around a physical currency.







With the information that has been collected, global e-commerce is going to reach about three billion dollars by the year 2018, with mobile payment markets reaching 1.5 billion dollars within the same timeframe. This will most likely coincide with global financing which may be three times greater than the world GDP.







In the past few years, crowdfunding on a worldwide basis has grown at a steady rate. From the years 2013 to 2014, there has been a 167 percent explosion, bringing in around ten billion dollars to the market. Individuals investing in the P2P markets will probably double by the year 2020.







FinTech’s Future







It is undoubted that FinTech is going to play a part in the future of the financial institutions that are established, but it is unclear as to what kind of role it will play as of now. It could end up destroying some of the financial institutes that people know while helping others to come into the future and gain more customers. It is also going to help shape them based on several different areas that are connected and are going to continue to evolve into the future. These areas are cryptocurrencies and the technology that is needed to run them along with the data collected and regulations that are going to be followed. But, it is important to remember that technology and the way that they react to the financial world are all going to be related to the customer experience and how well it is. Some signs show that these factors will influence the future of FinTech as a whole, but, the field is still evolving and coming into its own, so it is hard to tell exactly what the results will be as of this moment.



Customer experience:
 the way that a customer feels, and the experience that they receive is the main key to a market that is going to be fast, efficient, and as simple as possible for their customers. It is going to be hard to tell the difference between the businesses that target other businesses and the ones that target their peers. The experience for the customer is going to continue to improve in order to provide a better service to the client. Financial experts are coming together and combining their strength to provide the ultimate customer experience. This is going to end up changing the usage habits in the long run.



The connection between finances and technology:
 as the future bares down, the way that the financial sector and even the technology that they use is going to have to be improved in the way that it interacts. These two aspects will need to collaborate and break down any traditional business lines because these lines are steadily becoming blurred thanks to technology.



Data:
 financial institutes hold a massive amount of data that is going to need to be properly utilized within the FinTech framework. The tools that are available for analyzing this data are becoming easier to be accessed which is driving the price down and making them relatively cheap. Just because they are cheap does not mean that they are not effective. It only means that more companies are able to get their hands on these tools in order to analyze their data so that they can take advantage of it. The insights that they gain from this data is going to help change the things that FinTech promises to come in the future. The institutes that do not take advantage of their data while they are going to end up finding themselves at a disadvantage later on down the road.



Cryptocurrencies:
 are slowly becoming bigger and will eventually play a more significant role in the future. Blockchain is going to be able to do more in an immediate fashion than it currently can. In turn, this will help to change how trading works and how settlements can be handled in the future. Smart contracts are most likely going to be issued for payments that are both digital and physical so that the process is the same as well as less cumbersome. Payments are going to be expected to be paid out as well as services rendered correctly in order to make sure that the contract remains valid. Blockchain can end up changing the financial sector as a whole in the future because of the endless possibilities that will exist.



Regulations:
 how FinTech impacts the financial future is going to depend on how the financial sector adapts and eventually evolves to handle FinTech and its various needs. Regulators will need to verify that the field is clear for all those who are involved so that various services are able to work together. This can end up breaking down the walls that have been built up due to competition over the years allowing companies that used to compete against each other to work together to not only make more of a profit but to offer a better customer experience.



FinTech has already become a major part of how banks carry out their practices, and, it is going to continue to change as the need for FinTech increases. Any changes that are made with FinTech will cause the financial sector to be shaken to its core thus causing new regulations to be put into place.
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