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I P
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U D P

I PI P

1IP

T T L
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T T L

3 2

6 4

1

0

I C M P
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I P

I P
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I G M P

U D P

T C P

I P

0

16 bit
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1

1

I P

I C M P

I G M P

U D P

T C P

T C P

U D P

I P

RFC 1071[Braden, Borman and Patridge 1988]

I n t e r n e t

T T L

1

I P

R F C

1141[Mallory and Kullberg 1990]

BSD

I P

I P

I P

1 . 4

32 bit

•

RFC 1108[Kent 1991]

•

I P

7 . 3

•

I P

7 . 4

•

I P

8 . 5

•

32 bit

0

I P

32 bit

3.3 IP

I P

I P

9

I P
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9 . 4

I P

T C P
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I C M P

I G M P
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I P

I P
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I P

I P

•

I P
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•

I P
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I P

2)

3)
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I C M P

I P
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I P
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3 - 3

I P

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

1 4 0 . 2 5 2 . 1 3 . 0

1 4 0 . 2 5 2 . 1 3 . 3 2

=

140.252,13,0

s u n

2 - 1

I P
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s u n

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

48 bit

s u n

48 bit

A R P

3-3 bsdisun

b s d i

I P
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I P
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b s d i

s u n

b s d i
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I P

1 9 2 . 4 8 . 9 6 . 9

s u n

3 - 3

I P

s u n

=140.252.1.4

IP=192.48.96.9

=

IP

140.252.104.2

()

140.252.1

=

140.252.1.4

()

IP

IP=192.48.96.9

=

=

140.252.13.33

140.252.1.183

()

()

140.252.13

IP

IP=192.48.96.9

=140.252.13.33

3-4

b s d i

f t p . u u . n e t

(192.48.96.9)
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I P
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n e t b

1 4 0 . 2 5 2 . 1 . 1 8 3

S L I P
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n e t b
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n e t b

g a t e w a y

1 4 0 . 2 5 2 . 1 . 4

1 4 0 . 2 5 2 . 1

n e t b

A R P

1 4 0 . 2 5 2 . 1 . 4

48 bit

g a t e w a y

I P

1 4 0 . 2 5 2 . 1 0 4 . 2

8 - 4

Tr a c e r o u t e

g a t e w a y

1)

2)

I P

8 . 5

I P

I P

3)

S L I P

A R P

9

I C M P

I P

3.4

RFC 950 [Mogul and Postel 1985]

I P

A

B

22 4 2

21 6 2

I P

1 - 5

0

1

2

I n t e r N I C

I P

B

1 4 0 . 2 5 2

16 bit

8 bit

8 bit

3 - 5

2 5 4

2 5 4
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8

8

B
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B
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8 bit

8 b i t

I P

A

B

B

C

A

A

A

I P

B

1 4 0 . 2 5 2

3 0

4 0 0

I n t e r n e t

3 - 6

R n



n


1 4 0 . 2 5 2 . 3
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C
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B

I n t e r n e t

B

1 4 0 . 2 5 2

I n t e r n e t

I P

1 4 0 . 2 5 2

I P

1 4 0 . 2 5 2 . 1 0 4 . 1

1 4 0 . 2 5 2
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C
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C
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I n t e r n e t

g a t e w a y
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I P

A

B

C
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B
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8

b i t

8 bit

•

I P

1 4 0 . 2 5 2 . 4 . 5

B

1 4 0 . 2 5 2

1

4

I P

3 - 8

•

I P

1 4 0 . 2 5 2 . 1 . 2 2

B

1 4 0 . 2 5 2

1

•

I P
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B
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8

8

B
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I P

I P

3.6 IP

7

I P

3 - 9

0

0

- 1

1

n e t i d

s u b n e t i d

h o s t i d

0

1

IP

0

0

O K

0

O K

1 2 7

O K

O K

2 . 7

1

1

O K


n e t i d


1

O K


n e t i d



n e t i d



s u b n e t i d


1

O K


n e t i d



s u b n e t i d



n e t i d


1

1

O K


n e t i d


3-9 IP

0

B O O T P

I P

1 2 . 2

3.7

3 - 1 0

140.252.1

SLIP

140.252.13.32

140.252.13

3-10
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s u n

S L I P
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4 . 6

A R P

1 3

S L I P

I P

8 bit

11 b i t

8 bit

5 bit

1 4 0 . 2 5 2

8 bit

11 bit

RFC 1009[Braden and Postel 1987]

RFC[Almquist 1993]

1 0

R I P

R I P2

O S P F

RIP

I P

3 - 11

11

8 bit

1 3

3 bit

0 0 1

0 1 0

S L I P

1 4 0 . 2 5 2

1 4 0 . 2 5 2 . 1 3

s u n

I P

1 4 0 . 2 5 2 . 1 . 2 9

3 - 11

s u n

1 3

11 bit

16

11

5

B

ID

=140.252

ID

8=13

3-11

1 4 0 . 2 5 2 . 1 3

2 5 5 . 2 5 5 . 2 5 5 . 2 2 4

0 x ffffff e 0

5 bit

27 bit

3 - 1 0

I P

3 - 1 2

IP

1

3-12 IP

1

s u n

b s d i

3 - 1 0

1 4 0 . 2 5 2 . 1 3 . 6 3

1 4 0 . 2 5 2 . 1 3 . 3 2

3 - 11

5

1

1 6

8

4

2

1

3 1
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subnet-directed broadcast address








3



IP
 
35



3.8 ifconfig

I P

T C P / I P

i f c o n f i g( 8 )

S L I P

i f c o n f i g

S L I P

3 - 1 2

2 . 7

A

2 . 3

S L I P

S L I P

L I N K 0

s l i p

C S L I P

2 . 5

L I N K 1

C S L I P

L I N K 2

I C M P

4 . 6

S L I P

ping

0

b s d i

a

S u n O S

i f c o n f i g

w e 0

S I M P L E X

4 . 4 B S D

B S D / 3 8 6

6 . 3

s l i p

S L I P

b s d i

I P

s l i p % /


s b i n / i f c o n f i g s l 0


s l 0 : f l a g s = 1 0 1 1 < U P , P O I N T O P O I N T , L I N K 0 >

i n e t 1 4 0 . 2 5 2 . 1 3 . 6 5 - - > 1 4 0 . 2 5 2 . 1 3 . 6 6 n e t m a s k f f f f f f e 0

s v r 4

S V R 4

i f c o n f i g

R U N N I N G

s v r 4 % /


u s r / s b i n / i f c o n f i g e m d 0


e m d 0 : f l a g s = 2 3 < U P , B R O A D C A S T , N O T R A I L E R S >

i n e t 1 4 0 . 2 5 2 . 1 3 . 3 4 n e t m a s k f f f f f f e 0 b r o a d c a s t 1 4 0 . 2 5 2 . 1 3 . 6 3
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i f c o n f i g

T C P / I P

3.9 netstat

n e t s t a t( 1 )

- i

- n

I P

M T U

9

n e t s t a t

1 3

3.10 IP

I P

I n t e r n e t

1 . 2

1)

B

1 9 9 5

2) 32 bit

I P

I n t e r n e t

3)

( f l a t )

C

B

C I D R

Classless Interdomain Routing

I P

I P

4

2 1

I n t e r n e t

1 0 . 8

I P

I P

I P n g

1 9 9 3

5

IEEE Network
 (vol.7, no.3)

C I D R

R F C

1454 [Dixon 1993]

1) SIP

I n t e r n e t

I P

6 4

4

4

2) PIP

3) TUBA

TCP and UDP with Bigger Address

OSI

C L N P

Connectionless Network Protocol

I P

O S I

2 0

C L N P

S I P

P I P

C L N P

RFC 1347[Callon 1992]

T U B A

[Perlman 1992]

7

I P v 4

C L N P

C L N P
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4) TP/IX

RFC 1475 [Ullmann 1993]

S I P

64 bit

T C P

U D P

32 bit

64 bit

64 bit

T C P

32 bit

T C P

U D P

I P v 4

C I D R

I P v 4

3.11

I P

I P

I P

I P

A

B

I n t e r n e t

i f c o n f i g

n e t s t a t

I P

M T U

I n t e r n e t

I P

3.1

1 2 7 . 0 . 0 . 1

3.2

3 - 6

3.3

16 bit

A

8 bit

B

3.4

RFC 1219 [Tsuchiya 1991]

3.5

2 5 5 . 2 5 5 . 0 . 2 5 5

A

3.6

3 . 9

M T U

1 5 3 6

3.7 T C P / I P

I P

[Clark 1988]
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ARP

4.1

T C P / I P

I P

48 bit

T C P / I P

P C

48 bit

I P

I P

32 bit

I P

32Internet

RFC 826 [Plummer

1 9 8 2 ]

A R P

4 - 1

A R P

48

R A R P

A R P

I P

4-1 ARP

RARP

R A R P

X

5

4.2

% f t p b s d i


4 - 2

1) FTP

g e t h o s t b y n a m e(3)

bsdi

32 bitIP

D N S

1 4

DNS/

e t c / h o s t s

2) F T P

T C P

I P

3) T C P

I P

I P

1 8

4)

I P

I P

I P

I P

5)

32 bit

I P

48 bit
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I n t e r n e t

A R P

A R P

6) A R P

A R P

4 - 2

A R P

I P

b s d i

I P

IP

IP

IPIP

ARP(

)

4-2 ftp ARP

7)

A R P

I P

A R P

A R P

I P

8)

A R P

A R P

I P

9)

I P

A R P

48 bit

T C P / I P

32 bit

I P

I P

A R P

32 bit

I P

A R P
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I P

4.3 ARP

A R P

A R P

I n t e r n e t

2 0

a r p(8)ARPa

b s d i %


a r p - a


s u n ( 1 4 0 . 2 5 2 . 1 3 . 3 3 ) a t 8 : 0 : 2 0 : 3 : f 6 : 4 2

s v r 4 ( 1 4 0 . 2 5 2 . 1 3 . 3 4 ) a t 0 : 0 : c 0 : c 2 : 9 b : 2 6

48 bit

6

4 . 8

a r p

4.4 ARP

I P

A R P

4 - 3

A R P

I P

IP

IP

28ARP/

4-3 ARP

1

A R P

0 x 0 8 0 6

h a r d w a r e (

)

p r o t o c o l (

)

A R P

A R P

I P

1

0 x 0 8 0 0

I P

I P

2 - 1

1

I P

A R P

6

4

A R P

1

A R P

2

R A R P

3

R A R P

4

5

R A R P

A R P

A R P

I P
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A R P

A R P

A R P

2

4.5 ARP

t c p d u m p

Te l n e t

T C P

A R P

A

t c p d u m p

4.5.1

A R P

t e l n e t

ARP

Ctrl

Telnet

s u n

e

t c p d u m p

48 bit

4 - 4

t c p d u m p

A

A - 3

t c p d u m p

4-4 TCPARP

t c p d u m p

1 8

1

b s d i

0 : 0 : c 0 : 6 f : 2 d : 4 0

ff : ff : ff : ff : ff : ff

4 - 2

1

a r p

0 x 0 8 0 6

A R P

a r p

i p

6 0

A R P
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4 2

2 8

A R P

1 4

6 0

1 - 7

6 0

1 4

4

6 4

1 - 7

4 6

1 4

1 5 0 0

M T U

2 - 5

M T U

I P

3

4

5

I P

T C P

6 0

1

a r p w h o - h a s

A R P

I P

s v r 4

I P

b s d i

t c p d u m p

I P

4 . 7

n

A R P

I P

2

A R P

A R P

b s d i

0 : 0 : c 0 : 6 f : 2 d : 4 0

A R P

t c p d u m p

a r p r e p l y

3

T C P

(s v r 4)

1 8

t c p d u m p

1

A R P

A R P

2.2 ms

0.7 ms

T C P

A R P
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t c p d u m p

s v r 4

T C P

4

A R P

s v r 4

A R P

b s d i

A R P

A R P

I P

A R P

I P

4.5.2 ARP

I n t e r n e t

3 - 1 0

3 6

6 2

6 3

3 6

Telnet

76

ARP

t c p d u m p
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4-5 ARP

e

A R P

A R P

1

5 . 5

2

2 4

3

2 1

T C P

t c p d u m p

2 9 . 5

t e l n e t

d a t e

Te l n e t

7 5

B S D

T C P

7 5

1 8

T C P

A R P

T C P

T C P S Y N

T C P

A R P

A R P

T C P

t c p d u m p

T C P

4.5.3 ARP

A R P

4 . 8

a r p

2 0

3

A R P

2 0

Host Requirements RFC

4.6 ARP

A R P

A R P

A R P

(Proxy ARP)

A R P

A R P

3 - 1 0

s u n

1

s u n

1 4 0 . 2 5 2 . 1

A R P

s u n

1 4 0 . 2 5 2 . 1

4 - 6

Telebit NetBlazer

n e t b

s u n

1 4 0 . 2 5 2 . 1

g e m i n i

I P

1 4 0 . 2 5 2 . 1 . 2 9

s u n

g e m i n i

1 4 0 . 2 5 2

1

4 - 6

I P

1 4 0 . 2 5 2 . 1 . 2 9A R P

n e t b

I P

1 4 0 . 2 5 2 . 1

g e m i n i

I P

n e t b

n e t b

S L I P

s u n
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1 4 0 . 2 5 2 . 1

s u n

n e t b

ARP140.252.1.29

140.252.1

ARP

Telebit NetBlazer

s u nARP

()

140.252.13

4-6 ARP

g e m i n i

a r p

s u n

1 4 0 . 2 5 2 . 1

n e t b

s u nI P

A R P

g e m i n i %


a r p - a


1 4 0 . 2 5 2 . 1

n e t b ( 1 4 0 . 2 5 2 . 1 . 1 8 3 ) a t 0 : 8 0 : a d : 3 : 6 a : 8 0

s u n ( 1 4 0 . 2 5 2 . 1 . 2 9 ) a t 0 : 8 0 : a d : 3 : 6 a : 8 0

4 - 6

n e t b

S L I P

I P

S L I P

I P

b s d i

s l i p

I P

3 . 8

i f c o n f i g

S L I P

1 4 0 . 2 5 2 . 1 . 1 8 3

N e t B l a z e r

S L I P

I P

I P

I P

I P

1 4 0 . 2 5 2 . 1 . 1 8 3

S L I P

A R P

s u n

1 4 0 . 2 5 2 . 1 3

1 4 0 . 2 5 2

1 4 0 . 2 5 2 . 1 3

n e t b

n e t b

s u n

A R P

A R P

p r o m i s c u o u s A R P

ARP

(ARP hack)

A R P

A R P

A R P

T C P / I P

0
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4.7 ARP

A R P

ARP (gratuitous ARP)

A R P

I P

b s d i

s u n

t c p d u m p

4 - 7

4-7 ARP

n

t c p d u m p

A R P

b s d i

1 4 0 . 2 5 2 . 1 3 . 3 5

0 : 0 : c 0 : 6 f : 2 d : 4 0

t c p d u m p

4 - 4

A R P

1)

I P

b s d i

a : b : c : d : e : f

I P

2)

A R P

A R P

[Plummer 1982]

I P

A R P

A R P

A R P

A R P

A R P

[ B h i d e

E l n o z a h y

M o rgan 1991]

I P

A R P

ARPARP

SunOS 4.1.34 . 4 B S D

ARP

SVR4

4.8 arp

a

A R P

d

A R P
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A R P

s

I P

t e m p

p u b

- s

A R P

I P

A R P

A R P

4.9

T C P / I P

A R P

A R P

a r p

a r p

A R P

A R P

A R P

A R P

A R P

I P

A R P

4.1

4 - 4

A R P

b s d i

r s h s v r 4 a r p - a

A R P

(

s v r 4

a r p

a

4.2

A R P

4.3

A R P

4 . 2

7

A R P

I P

4.4

4 . 5

Host Requirements RFC

A R P

A R P
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5.1

I P

X

I P

R A R P

R A R P

I P

R A R P

A R P

R A R P

RFC 903 [Finlayson et al. 1984]

5.2 RARP

R A R P

A R P

4 - 3

R A R P

0 x 8 0 3 5

R A R P

3

4

A R P

R A R P

R A R P

( u n i c a s t )

5.3 RARP

s u n

b s d i

R A R P

t c p d u m p

5 - 1

-e

t c p d u m p

5-1 RARP

R A R P

1

2

R A R P

2

a t

s u n

R A R P

s u n

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

3

s u n

I P

T F T P

R R Q

8 C F C 0 D 2 1 . S U N 4 C

T F T P

1 5

8

s u n

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

I P

R A R P

S U N 4 C

t c p d u m p3

I P

6 5

U D P

U D P

t c p d u m p

e

5 - 1
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24 . 5

6 0

b s d i

t c p d u m p

r a r p d4 2

B S D

1 4

2 8

R A R P

t c p d u m p

6 0

t c p d u m p

6 0

R A R P

I P

T F T P

1 6

X

R A R P

B O O T P

T F T P

R A R P

5 - 2

w h o

t e l l

6 . 5 5

4 2 . 8 0

5 . 3 4

6 . 5 5

4 2 . 7 9

5 . 3 4

6 . 5 5

1 . 2 1

6 . 5 5

8 . 9 7

2 . 4 2

8 . 9 7

1 3 . 8 0

4 . 8 3

4 2 . 8 0

5 . 3 4

5-2 RARPRARP

6 - 8

2 1

T C P

5.4 RARP

R A R P

R A R P

A R P
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I P

A R P

5.4.1 RARP

R A R P

I P

U n i x

/ e t c / e t h e r s

R A R P

T C P / I P

R A R P

0 x 8 0 3 5

2 - 1

R A R P

A

B S D

S u n

S V R 4

R A R P

5.4.2 RARP

R A R P

R A R P

5 - 2

R A R P

R A R P

R A R P

R A R P

R A R P

R A R P

A R P

A R P

R A R P

5.5

R A R P

I P

R A R P

A R P

R A R P

I P

R A R P

R A R P

I P

1 6

B O O T P

I P

R A R P

R A R P

T C P / I P

R A R P

5.1 RARP

A R P

R A R P

0 x 0 8 0 6

5.2

R A R P
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I C M P
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6 - 1
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1 9 8 1 b ]

I C M P

6 - 2
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4

1 5

I C M P

I C M P

I C M P

3 . 2

I P

I C M P

8

8
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6-2 ICMP

I C M P

2 7

P i n g

9

I P

I C M P

6.2 ICMP

I C M P

6 - 3

I C M P

I C M P

I C M P
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I C M P
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•
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•
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1 4

•
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•
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•
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•
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0
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•

9

0
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0
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0
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•

1 3

0
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•
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0
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•
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0

•
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0

•
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0
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•

1 8

0
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6-3 ICMP

I P

8

T C P

U D P

T C P

U D P

6 . 5

I C M P

1) ICMP

I C M P

I C M P

2)

3 - 9
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1 - 5

I P
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4)
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6.3 ICMP

I C M P

3 . 5

I C M P

R A R P

I P

B O O T P

1 6

I C M P

6 - 4

(1718)

(0)

12

32

6-4 ICMP

I C M P

i c m p a d d r m a s k

I C M P

1 4 0 . 2 5 2 . 1 3 . 6 3

1 4 0 . 2 5 2 . 1 3 . 3 2

3 - 1 2

s u n % i c m p a d d r m a s k 1 4 0 . 2 5 2 . 1 3 . 6 3


r e c e i v e d m a s k = f f f f f f e 0 , f r o m 1 4 0 . 2 5 2 . 1 3 . 3 3

r e c e i v e d m a s k = f f f f f f e 0 , f r o m 1 4 0 . 2 5 2 . 1 3 . 3 5

b s d i

r e c e i v e d m a s k = f f f f 0 0 0 0 , f r o m 1 4 0 . 2 5 2 . 1 3 . 3 4

s v r 4

s v r 4

s v r 4

S V R 4

B

s v r 4 %


i f c o n f i g e m d 0


e m d 0 : f l a g s = 2 3 < U P , B R O A D C A S T , N O T R A I L E R S >

i n e t 1 4 0 . 2 5 2 . 1 3 . 3 4 n e t m a s k f f f f f f e 0 b r o a d c a s t 1 4 0 . 2 5 2 . 1 3 . 6 3

S V R 4

I C M P

t c p d u m p

b s d i

6 - 5

e

6-5

ICMP

s u n

I C M P
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2 - 4

b s d i

s v r 4

I P

0 . 0 . 0 . 0

B S D / 3 8 6

R F C

E

I P

sun % i c m p a d d r m a s k s u n


r e c e i v e d m a s k = f f 0 0 0 0 0 0 , f r o m 1 4 0 . 2 5 2 . 1 3 . 3 3

sun % i c m p a d d r m a s k l o c a l h o s t


r e c e i v e d m a s k = f f 0 0 0 0 0 0 , f r o m 1 2 7 . 0 . 0 . 1

A

1 2 7 . 0 . 0 . 1

2 - 4

I P

1 4 0 . 2 5 2 . 1 2 . 3 3

I C M P

6.4 ICMP
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U T C
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U n i x

r d a t e

I C M P

6 - 6

(13
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6.4.1

i c m p t i m e

I C M P
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o r i g

r e c v

x m i t

r t t

d i f f e r e n c e

6 - 7
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s u n

3 . 7

7 5

g a t e w a y

C i s c o

U T C
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U T C

s u n

N T P
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N T P
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Telnet

Telnet
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1 9 0 0

1

1
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T C P

2)

N T P
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1 9 9 2 ]

L A N
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R F C

3)

O S F

D C E

D T S
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[ R o s e n b e rg, Kenney and Fisher 1992]

4)

U n i x

t i m e d( 8 )

N T P

D T S

t i m e d

6.5 ICMP

I C M P

I C M P

I C M P

I C M P

U D P
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U D P

U D P
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T F T P

T F T P
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T F T P

U D P

6 9

T F T P

c o n n e c t

8 8 8 8

25

c o n n e c t

g e t

g e t
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t c p d u m p
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2

U D P

3
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2
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I C M P
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0
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6 - 3
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MTU32 bit16 bit11.6

I C M P

8

I P

8

Solaris 2.2

i p _ i c m p _ r e t u r n _

d a t a _ b y t e s

6 4

E . 4
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t c p d u m p
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TFTP
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U D PT C P
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T F T P

B S D
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T F T P

R F C

Solaris 2.2

AIX 3.2.2
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1 5
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I C M P
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I C M P

I C M P

I C M P

U n i x

T C P

6.7

I n t e r n e t

6 - 3

I C M P

I C M P

I C M P

I C M P

I C M P

I C M P

I P

8

I C M P

T C P

U D P

8

t c p d u m p

6.1

6 . 2

5

I C M P

U D P

6.2

RFC [Braden 1989a]

I C M P

6.3

RFC 1349 [Almquist 1992]

I P

3 - 2

I C M P

6.4

n e t s t a t

I C M P
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Ping

7.1

p i n g

P i n g

Mike Muuss

I C M P

I C M P

6 - 3

I C M P

P i n g

Te l n e t

F T P

Te l n e t

P i n g

P i n g

P i n g

I C M P

P i n g

I P

[Stevens 1990]
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P i n g

P i n g

T

e l n e t

F T P

I n t e r n e t

I P

P i n g

Te l n e t

2 5

7.2 Ping

p i n g

p i n g

T C P / I P

P i n g

6

I C M P

I C M P

7 - 1

(0

8)

(

)

8

7-1 ICMP

I C M P







62

 TCP/IP 1


U n i x

p i n g

I C M P

I D

p i n g

p i n g

0

1

p i n g

I P

p i n g

s

p i n g

host is alive

2 0

no answer

7.2.1 LAN

p i n g

I C M P

T T L

T T L

I P

B S D

p i n g

T T L

8

t r a c e r o u t e

T T L

0

1

2

p i n g

I C M P

I C M P

b s d i
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B S D / 3 8 6

0 . 9 . 4
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B

S u n

t c p d u m p

I C M P
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s v r 4
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1 4

D N S

p i n g

1
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D N S

I P

t c p d u m p

7 - 2
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1

1
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7-2 LANping

4

A R P

A R P

ARP

1

RT T
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A R P

A R P

s u n

p i n g

BSD/386 0.9.4
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1 0 m s
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p i n g

7.2.2 WAN

I n t e r n e t
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1

2

3

4

6

1 0

11

1 2

1 3

5 2 %

I n t e r n e t


N
 + 1


N


7.2.3 SLIP

S L I P

9 6 0 0
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b s d i
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t c p d u m p e

2 . 4

E N D

S L I P

1200 b/s

8 bit

1 bit

1 bit

1 2 0

8.33 ms

1 4 3 3

8 6

8 . 3 3

2

m s

2

S V R 4

s

1 . 5

1
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8

t r a c e r o u t e

S L I P

7.2.4 SLIP

S L I P

s u n

n e t b

V. 3 2

9600 b/s

V. 4 2

L A P - M

V. 4 2 b i s
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p i n g

g e m i n i

1

RT T
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s u n

B

1

RT T

2 8 0

300 ms

1 ~ 2

RT T
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9600 b/s

RT T

7 . 2
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p i n g

6 0

RT T

V. 4 2

V. 4 2 b i s

277 ms

V. 4 2 b i s
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V. 4 2
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300 ms

RT T

7.3 IP

p i n g

I P

R R

p i n g
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R

p i n g

I P

I P

R R

I P

I C M P

I P

I P

I C M P

p i n g

I P

R R

R R

I C M P

R R

I C M P

I C M P

I P

I C M P

I P

I P

3 - 1

I P

4 bit

I P

1 5

32 bit

6 0

I P

2 0

R R

3

3 7
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I P

9
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A R PA N E T

9

I P

8

Tr a c e r o u t e

I P

I P

R R

7 - 3

30

4

4

4

4

7-3 IP

c o d e

I P

R R

7

l e n

R R

3 9

R R

p i n g

3 9

9

I P

I P

p t r

1

I P

4

I P

I P

p t r

8

1 2

1 6

3 6

9

I P

p t r

4 0

I P

RFC 791 [Postel 1981a]

I P

p i n g

R R

I C M P

I P

7.3.1

R R

p i n g

s v r 4

p i n g

s l i p

( b s d i )

s v r 4
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7 - 4

I P

R R

7-4 ping

b s d i

I P

I P

I C M P

s v r 4

I P

v

t c p d u m p

s u n

I P

7 - 5

7-5

t c p d u m p

o p t l e n = 4 0

I P

4 0

I P

4

R R { 3 9 }

3 9

9

I P

#

R R

p t r

I P

s u n

7 - 4

I C M P

I P

I C M P

3

I P

t c p d u m p

7 - 5

E O L

I P

end of list

E O L

0

3 9

R R

I P

4 0

0

3 9

R R

0

E O L
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I P

1

N O P

no operation

7 - 5

S V R 4

T T L

3 2

B S D / 3 8 6

2 5 5

2 5 4

b s d i

1

I C M P

T T L

255

T C P / I P

B S D / 3 8 6

S V R 4

R RI C M P

R R

I C M P

SunOS 4.1.3

RRRRSolaris 2.x

7.3.2

9

I C M P

1 4 0 . 2 5 2 . 1

p i n g

a i x

s u n

S L I P

s l i p

b s d i

s l i p

R R

9

I P

I C M P

n e t b

a i x

I C M P

a i x

g a t e w a y

n e t b

I P

7 - 6

a i x

1 4 0 . 2 5 2 . 1 3

I P

n e t b

a i x

g a t e w a y

g a t e w a y

1 4 0 . 2 5 2 . 1

1 5 0

g a t e w a y

g a t e w a y

I C M P

a i x

9 . 5

I C M P

Te l n e t

a i x

d a y t i m e

I C M P









7



Ping
 
69



a i x

p i n g

n e t b

a i x

n e t b

g a t e w a y

9 . 5

I C M P

ping

ping

7-6

p i n g IP

7.4 IP

I P

I P

7 - 7

7 - 3

40

4

4

4

4

7-7 IP

0 x 4 4

l e n

p t r

3 6

4 0

5

9

1 3
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O F
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7 - 8

0

7 - 7

1

I P

4

3

4

I P

4

0

I P
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U T C

I C M P

I P

1

3

I P

8

t r a c e r o u t e

7.5

p i n g

T C P / I P

I C M P

T C P / U D P

P i n g

I C M P

L A N

WA N

S L I P

p i n g

S L I P

p i n g

I P

I P

9

IP

7.1

7 . 2

p i n g

7.2

b s d i

s l i p

S L I P

9600 b/s

RT T

5 6

7.3

B S D

p i n g

I C M P

8

0 x c 0

2 . 4

7.4

S L I P

C S L I P

2 . 5

7 . 2

p i n g

7.5

2 - 4

p i n g

p i n g


8

Traceroute

8.1

Van Jacobson

Tr a c e r o u t e

T C P / I P

I P

Tr a c e r o u t e

I P

Tr a c e r o u t e

I P

Steve Deering

Van Jacobson

C. Philip Wood, Tim Seaver

Ken Adelman

8.2 Traceroute

7 . 3

I P

R R

Tr a c e r o u t e

I P

7 . 3

P i n g

I C M P

R R

I P

Tr a c e r o u t e

U D P

I P

I P

9

I P

A R PA N E T

Tr a c e r o u t e

I C M P

I P

T T L

T T L
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R F C

6 4

1 5

3 2

7

p i n g

I C M P

T T L

2 5 5

T T L

1

1

T T L

1

RFC 1009 [Braden and Postel 1987]

1

T T L

RFC [Almquist 1993]

T T L
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T T L

T T L

I P

T T L

0

1

T T L

0

I C M P

Tr a c e r o u t e

I C M P

I P

I P

Tr a c e r o u t e

T T L

1

I P

T T L

1

I C M P

Tr a c e r o u t e

T T L

2

T T L

1

I P

I C M P

Tr a c e r o u t e

U D P

U D P

30 000

U D P

6 . 5

I C M P

Tr a c e r o u t e

I C M P

Tr a c e r o u t e

T T L

T C P / I P

Tr a c e r o u t e

8.3

Tr a c e r o u t e

s v r 4

s l i p

b s d i

b s d i

s l i p

9600 b/s

S L I P

1

I P

t r a c e r o u t e

T T L

3 0

4 0

2 0

I P

8

U D P

1 2

1 2

1

T T L

T T L

I P

T T L

3

I C M P

5

3

T T L

13

I C M P

20 ms10 ms

10 ms

T T L
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I C M P

120 ms

T T L

2

t r a c e r o u t e

t r a c e r o u t e

T T L

N + 1

T T L

N

8 - 1

t c p d u m p

1

b s d i

20 ms

10 ms

A R P

t c p d u m p

8-1 svr4sliptraceroute

tcpdump

U D P

3 3 4 3 5

1

U D P

1 2

t r a c e r o u t e

4 0

t c p d u m p

T T L

1

I P

[t t l 1]

T T L

0

1

t c p d u m p

T T L

1

T T L

0

b s d i

T T L

0

I C M P

I P

s l i p

I C M P

I C M P

6 . 2

6 - 3

I C M P

c o d e

8 - 2

I C M P

(01)

8

(0)

IP(

)IP8

8-2 ICMP
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I C M P

T T L

0

c o d e

0

I C M P

11 . 5

c o d e

1

8 - 1

9 ~ 1 4

T T L

2

3

3

I C M P

S L I P

7 . 2

P i n g

1 2 0 0 b / s

U D P

4 2

1 2

8

U D P

2 0

I P

2

S L I P

2 . 4

P i n g

6 - 9

I C M P

I P

I P

8

t r a c e r o u t e

U D P

2 0

+ 8 + 20 + 8 + 2

5 8

960 b/s

RT T

42 + 58/960

104 ms

s v r 4

110 ms

8 - 1

4 2 8 0 4

t r a c e r o u t e

U D P

U n i x

3 2 7 6 8

t r a c e r o u t e

I C M P

U D P

t r a c e r o u t e

I P

T T L

t r a c e r o u t e

I P

I C M P

t r a c e r o u t e

U D P

U D P

1

I C M P

3

4

I C M P

I P

U D P

I P

I P

7 . 3

I P

2

A

B

t r a c e r o u t e

B

A

t r a c e r o u t e

s l i p

s v r 4

t r a c e r o u t e

b s d i

I P

1 4 0 . 2 5 2 . 1 3 . 6 6

S L I P

1 4 0 . 2 5 2 . 1 3 . 3 5

t r a c e r o u t e

I P

b s d i

8 - 3

L A N

t r a c e r o u t e

I P

i f 1

i f 3

I P

i f 4

i f 2

i f 2

i f 3
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1

3

2

1

2

8-3

t r a c e r o u t e

t r a c e r o u t e

I P

t r a c e r o u t e

I C M P

I P

I P

1 4 . 5

D N S

I P

8.4

t r a c e r o u t e

8 - 4

s u n

NIC (Network Information Center)

8-4

s u n

n i c . d d n . m i l

t r a c e r o u t e

D D N

N I C

n i c . d d n . m i l

r s . i n t e r n i c . n e tInterNIC

t u c . n o a o . e d u

t e l c o m . a r i z o n a . e d u

NASA Science Internet

n s n . n a s a . g o v

T T L

6

7

JPL (Jet

Propulsion Laboratory)

T T L

11

s u r a . n e t

Southeastern Universities

Research Association Network

T T L

1 2

G S I

Government Systems, Inc., NIC

T T L

6

2

RT T

5 9 0

RT T

2 3 4

2 6 2

I P

I C M P

T T L

3

1

RT T

2 0 4

T T L

2

1

2 3 3
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RT T

8 - 5

s u n

8-5

s u n . t u c . n o a o . e d u

a w . c o m

t r a c e r o u t e

t e l c o m . a r i z o n a . e d u

w e s t n e t . n e t ( T T L

6

7 )

Advanced Network & Services

N S F N E T

t 3 . a n s . n e t

T 3

45 Mb/s

a l t e r . n e t

a w . c o m

8.5 IP

I P

Tr a c e r o u t e

(source routing)

•

I P

I C M P

•

I P

Tr a c e r o u t e

Tr a c e r o u t e

Van Jacobson

Tr a c e r o u t e
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1 9 8 8

8 - 6

39

4

4

4

4

8-6 IP

7 - 3

I P

I P

I P

I P

9

9

c o d e

0 x 8 3

0 x 8 9

l e n

p t r

7 . 3

L S R R

S S R R

I P

•

1

1

8 - 6

1

4

•

•

1

p t r

2

(outgoing interface)

I P

3

4

8 - 7

S


D



R
 1


R
 2


R
 3

8-7 IP

#

4

8

1 2

1 6

1 5

I P

I P
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Host Requirements RFC

T C P

T C P

T C P

T C P

8.5.1

t r a c e r o u t e

t r a c e r o u t e

- g

8

8

9

8 - 4

N I C

n i c . d d n . m i l

NASA Science Internet

8 - 8

e n s s 1 4 2 . U T . w e s t n e t . n e t (192.31.39.21)

N S F N E T

8-8 NSFNET

n i c . d d n . m i l

t r a c e r o u t e

1 6

RT T

350 ms

8 - 4

1 3

RT T

322 ms

1 6

N S F N E T

8 - 5

3

I C M P

n e t b

b u t c h

g a t e w a y. t u c . n o a o . e d u

G a b b y

e n s s 1 4 2 . U T. w e s t . n e t

We s t g a t e . Te l c o m . A r i z o n a . e d u

u u - u a . A Z . w e s t n e t . n e t

N S F N E T

N I C

1 9

8 . 5

e n s s 1 4 2 . U T. w e s t n e t . n e t

I P

1 4 . 5

I P
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I P

I P

D N S

T T L

8

RT T

5

8 - 4

n s n - F I X - p e . s u r a . n e t

N S F N E T

NASA Science Internet

8.5.2

t r a c e r o u t e

t r a c e r o u t e

G

g

8 - 5

N S F N E T

n e t b

g a t e w a y

b u t c h

g a b b y

. t u c . n o a o . e d u

. t e l c o m . a r i z o n a . e d u

g a t e w a y

g a b b y

b u t c h

8 - 9

8-9 traceroute

T T L

3

RT T

! S

t r a c e r o u t e

I C M P

6 - 3

t y p e

3

c o d e

5

T T L

3

RT T

g a t e w a y

g a b b y

T T L

2

3

g a t e w a y

T T L

2

g a t e w a y

g a t e w a y

T T L

1

T T L

I C M P

T T L

3

g a t e w a y

T T L

2

I C M P

8 - 1 0

t c p d u m p

s u n

n e t b

S L I P

t c p d u m p

v

I D

S S R R

s u n

U D P

n e t b

(w e s t g a t e)

8 - 7

G

g a t e w a y

g a b b y

(w e s t g a t e)

S S R R

t r a c e r o u t e

1 5

1 6
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5

8-10

t r a c e r o u t e

t c p d u m p

8.5.3

t r a c e r o u t e

A

B

B

A

t r a c e r o u t e

s u n

b r u n o . c s . c o l o r a d o . e d u

8 - 11

T T L

1 ~ 11

T T L

11 ~ 2 1

Internet

8 - 3

T T L

2

1 9

g a t e w a y . t u c . n o a o . e d u

I P

t r a c e r o u t e

T T L

2

T T L

1 9

T T L

3

1 8

4

1 7
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8-11

t r a c e r o u t e

8.6

T C P / I P

t r a c e r o u t e

T T L

1

U D P

T T L

1

U D P

I C M P

2

I C M P

L A N

WA N

t r a c e r o u t e

I P

8.1

I P

T T L

1

0

8.2 t r a c e r o u t e

RT T

RT T

p i n g

8.3

t r a c e r o u t e

t r a c e r o u t e

R 1

R 2

R 3

R 2

T T L

1

T T L

1

I P

t r a c e r o u t e

8.4

T T L

I C M P

T T L
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8.5

8 - 8

s u n

n e t b

S L I P

t c p d u m p

v

I C M P

T T L

n e t b

b u t c h

G a b b y

e n s s 1 4 2 . U T . w e s t n e t . n e t

T T L

2 5 5

2 5 3

2 5 2

2 4 9

8.6 S u n O S

S V R 4

l

p i n g

R

t c p d u m p

8.7

p i n g

t r a c e r o u t e

8.8

p i n g

t r a c e r o u t e

8.9

t r a c e r o u t e

U D P

3 3 4 5 3

1

1 . 9

1 0 2 4 ~ 5 0 0 0

t r a c e r o u t e

S o l a r i s 2 . 2

E . 4

8.10 RFC 1393 [Malkin 1993b]
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IP

9.1

I P

9 - 1

I P

9 - 1

d a e m o n

U n i x

d a e m o n

d a e m o n

[Perlman 1992]

1 0

R I P

Routing Information Protocol

I P

9 - 1

I P

3 0

I C M P

9 . 5

r o u t e

n e t s t a t

route

netstat

UDP

TCP

ICMP

( I P

I P

)

(

)

IP

IP

IP

9-1 IP
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9.2

I P

I P

3 . 3

I P

1)

2)

3)

0

I P

I P

9.2.1

s v r 4

r

n e t s t a t

n

I P

n

n e t s t a t

/ e t c / n e t w o r k s

1

1 4 0 . 2 5 2 . 1 3 . 6 5

s l i p

1 4 0 . 2 5 2 . 1 3 . 3 5

b s d i

s l i p

S L I P

b s d i

b s d i

f l a g

U

G

H

D

9 . 5

M

9 . 5

G

G

I P

3 - 3

I P

3 - 4

G

I P

1 4 0 . 2 5 2 . 1 3 . 6 5

1 4 0 . 2 5 2 . 1 3 . 3 5


9
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G

H

G

H

n e t s t a t

H

0

I P

n e t s t a t

R e f c n t

Reference count

T C P

s v r 4

s l i p

Te l n e t

1

Te l n e t

2

u s e

p i n g

5

5

i n t e r f a c e

2

2 . 7

l o 0

G

H

1 2 7 . 0 . 0 . 1

G

I P

3

1 4 0 . 2 5 2 . 1 3 . 3 3

s u n

s v r 4

I n t e r n e t

s u n

S L I P

U G

s u n

IP

Host Requirements RFCIP

Solaris 2.2

H

1 4 0 . 2 5 2 . 1 3 . 3 2

0

5

0

3 - 11

G

I P

n e t s t a t

1 4 0 . 2 5 2 . 1 3 . 3 2

1 4 0 . 2 5 2 . 1 3 . 3 3

0 x ffffff e 0

3 . 7

1)

T C P / I P

2)

3)

I n t e r n e t
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4)

s l i p

b s d i

I P

s v r 4

1)

s u n

1 4 0 . 2 5 2 . 1 3 . 3 3

s l i p

l o c a l h o s t

1 4 0 . 2 5 2 . 1 3 . 3 2

e m d 0

2)

s l i p

1 4 0 . 2 5 2 . 1 3 . 6 5

I P

1 4 0 . 2 5 2 . 1 3 . 6 5

1 4 0 . 2 5 2 . 1 3 . 6 5

e m d 0

3)

I n t e r n e t

a w . c o m

1 9 2 . 2 0 7 . 11 7 . 2

1 4 0 . 2 5 2 . 1 3 . 3 3

e m d 0

4)

I P

I P

f t p s v r 4

f t p 1 4 0 . 2 5 2 . 1 3 . 3 4

f t p l o c a l h o s t

f t p 1 2 7 . 0 . 0 . 1

2

1 4 0 . 2 5 2 . 1 3 . 3 2

I P

2 - 4

I P

I P

I P

I P

I P

9.2.2

i f c o n f i g

H

r o u t e

s v r 4

r o u t e a d d d e f a u l t s u n 1

r o u t e a d d s l i p b s d i 1

3

d e f a u l t

s l i p

4

( m e t r i c )

r o u t e

0

G

0

G
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r o u t e4 . 4 B S DB S D / 3 8 6

/ e t c / n e t s t a r t

S V R 4

/ e t c / i n e t / r c . i n e t

Solaris 2.x

/ e t c / r c 2 . d / S 6 9 i n e t

SunOS 4.1.x

/ e t c / r c . l o c a l

AIX 3.2.2

/ e t c / r c . n e t

/ e t c / d e f a u l t r o u t e r

1 0

9 . 6

9.2.3

s u n

S L I P

I n t e r n e t

s v r 4

b s d i

s l i p

3

(

G

H

)

S L I P

i f c o n f i g

sun % i f c o n f i g s l 0


s l 0 : f l a g s = 1 0 5 1 <U P , P O I N T O P O I N T , R U N N I N G >

i n e t 1 4 0 . 2 5 2 . 1 . 2 9 - - > 1 4 0 . 2 5 2 . 1 . 1 8 3 n e t m a s k f f f f f f 0 0

(

n e t b),

I P

( 1 4 0 . 2 5 2 . 1 . 2 9 ) (

, n e t s t a t

I P

)

(

G

H

)

( 1 4 0 . 2 5 2 . 1 . 1 8 3

S L I P

),

S L I P

I P

( 1 4 0 . 2 5 2 . 1 . 2 9 )

n e t s t a t

3

4

(

s l 0)

S L I P

.

9.2.4

I P
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I C M P

9.3 ICMP

I P

I C M P

I C M P

6 - 1 0

s u n

S L I P

S L I P

s u n

B S D

4.4 BSD

s u n

n e t s t a t

S L I P

S L I P

S L I P

S L I P

s u n

s u n

I C M P

s v r 4

p i n g

S L I P

b s d i

t c p d u m p

9 - 2

9-2

p i n g ICMP

s u n

g e m i n i

S L I PI n t e r n e t

p i n g

I n t e r n e t

I P

I n t e r n e t

IP

Internet

8 - 5

I P

6

N S F N E T

6

N S F N E T

I n t e r n e t

[Ford, Rekhter, and Braun 1993]

top-level routing domain

I n t e r n e t

I n t e r n e t
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5

N S F N E T

Commercial Internet Exchange:

C I X

N A S A

NASA Science Internet: NSI

S p r i n t L i n k

I P

E B O N E

9.4

I P

i p f o r w a r d i n g

E

B S D / 3 8 6

S V R 4

0

SunOS 4.1.x

1

0

1

1

Solaris 2.x

0

1

2

4 . 2 B S D

9.5 ICMP

I P

I C M P

I P

9 - 3

I C M P

7 - 6

1)

I P

R 1

R 1

2) R1

R 2

R 2

R 1

L A N

3) R1

I C M P

R 2

R 1

(1) IP

(3) ICMP

(2) IP

R1

R2

9-3 ICMP
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9 - 3

R 1

R 2

I C M P

T C P / I P

R 1

R2

L A N

9.5.1

I C M P

a i x , s o l a r i s

g e m i n i

g a t e w a y

n e t b

1 5 0

1 0

g a t e w a y

I n t e r n e t

1 4 0 . 2 5 2 . 1

S L I P

A R P

4 . 6

1 4 0 . 2 5 2 . 1

s u n

1 4 0 . 2 5 2 . 1 . 2 9

n e t b

A R P

S L I P

n e t b

1 4 0 . 2 5 2 . 1 3

I C M P

s o l a r i s

p i n g

b s d i( 1 4 0 . 2 5 2 . 1 3 . 3 5 )

A R P

g a t e w a y

p i n g

2 2 4 . 0 . 0 . 0

I P

1 2

p i n g

v

I C M P

p i n g

g a t e w a y












9



IP
 
91



I C M P

b s d i

D

I C M P

G

g a t e w a y (n e t b

H

b s d i

s v r 4

I C M P

s l i p

b s d i , s v r 4

s l i p

s u n

I C M P

I C M P

1 4 0 . 2 5 2 . 1 3

9.5.2

I C M P

9 - 4

(5)

(0~3)

8

IP

IP()+IP8

9-4 ICMP

9 - 5

I C M P

I P

( 1 )

I P

I C M P

I P

( 2 )

I P

I P

( 3 )

I P

I C M P

4 ~ 7

9-5 ICMP

I C M P

9 - 1







92

 TCP/IP1


4 . 4 B S D

I C M P

1)

2)

I C M P

3)

4)

i p _ s e n d r e d i r e c t s

E

B S D

SunOS 4.1.x

Solaris 2.x AIX 3.2.2

SVR4

4 . 4 B S D

I C M P

1)

2)

3)

4)

1

3

9 - 5

9.6 ICMP

I C M P

RFC 1256 [Deering 1991]

I C M P

I C M P

9 - 6

I C M P

9 - 7

32 bit

2

(10)

(0)

8

(0)

9-6 ICMP
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(9)

(0)

8

(2)

[1]

[1]

[2]

[2]

9-7 ICMP

I P

I P

32 bit

I P

0 x 8 0 0 0 0 0 0 0

0

9.6.1

4 5 0

6 0 0

3 0

0

9.6.2

1 0

3 0

9.6.3

9 - 1
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I C M P

Solaris 2.x

i n . r d i s c

RFCIP

9.7

I P

T C P

I P

5 bit

I P

I P

I P

I P

I C M P

r o u t e

I C M P

I C M P

9.1

I C M P

9.2

9 . 4

s v r 4

s l i p

1 4 0 . 2 5 2 . 1 3 . 6 5

9.3 4 . 2 B S D

4 . 3 B S D

1 4 0 . 14 . 2 B S D

0

( 1 4 0 . 1 . 0 . 0 )4 . 3 B S D

1

1 4 0 . 1 . 2 5 5 . 2 5 5

4 . 2 B S D

4 . 2 B S D

1 4 0 . 1 . 2 5 5 . 2 5 5

I P

9.4

1 4 0 . 1

A R P

a r p

I P

1 4 0 . 1 . 2 5 5 . 2 5 5

1

9.5


10

10.1

r o u t e

I C M P

R I P

(Routing Infromation Protocol)

T C P / I P

O S P F

B G P

I n t e r n e t

B

10.2

routing daemon

9 - 1

9 . 2

I P

routing mechanism

r o u t e

routing policy

I n t e r n e t

I n t e r n e t

A S

Autonomous System

N S F N E T

I n t e r n e t

I G P Interior Gateway Protocol

intradomain routing protocol
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I G P

R I P

I G P

O S P F

Open Shortest

Path First

R I P

1 9 8 6

N S F N E T

I G P

H E L L O

RFC [Almquist 1993]

OSPFRIP

IGP

E G P

Exterier Gateway Protocol

E G P

E G P

E G P

N S F N E T

B G P

Border Gateway Protocol

B G P

E G P

10.3 Unix

U n i x

r o u t e d

T C P / I P

R I P

g a t e d

I G P

E G P

[Fedor 1998]

g a t e d

1 0 - 1

r o u t e d

g a t e d

r o u t e d

g a t e d

routed

gated, 2

gated, 3

10-1

r o u t e d

g a t e d

RIP

1

1 0 . 5

R I P

2

1 0 . 6

O S P F

1 0 . 7

B G P

10.4 RIP

R I P

R I P

RFC 1058 [Hedrick 1988a]

R F C

10.4.1

RIPUDP10-2

11

UDP

1 0 - 3

I P

R I P

IP

UDP

1

2

3

4

RIP

5

6

20

8

10-2 UDPRIP
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1

2

R I P

1 0 . 5

2

2 0

address family

I P

2

I P

R I P

2 0

R I P

2 5

2 5

R I P

2 0

25 + 4 = 504

5 1 2

2 5

(0)

(2)

(0)

32IP

(0)

(0)

(1-16)

(2420)

10-3

10.4.2

R I P

r o u t e d

R I P

U D P

5 2 0

•

U D P

5 2 0

1

0

1 6

•

1 6

1 6

•

•

3 0
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•

R I P

3

1 6

6

3 0

6 0

10.4.3

R I P

( h o p )

1

1 0 - 4

4

R I P

R2N3

R 1

N 1

2

N 2

1

N 1

N 1

R1

N1

N 2

N 1

2

1

R 2

N 2

1

N 3

1

10-4

1

2

R 2

N 1

2

R 1

N 3

A S

A S

1 5

R I P

1 5

A S

1 6

I P

10.4.4

R I P

B

16 bit

0

R I P

R I P

R I P

RFC 1058 [Hedrick 1988a]

R I P

1 5

R I P

10.4.5

r i p q u e r y

g a t e d
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r i p q u e r y

1 0 - 3

5

p o l l

5

R I P

c o m m a n d

1

0

1 6

1 0 - 5

s u n

s u n

r i p q u e r y

n e t b

sun % r i p q u e r y - n n e t b


5 0 4 b y t e s f r o m n e t b ( 1 4 0 . 2 5 2 . 1 . 1 8 3 ) :

5 0 4

1 4 0 . 2 5 2 . 1 . 0 , m e t r i c 1

1 0 - 5

1 4 0 . 2 5 2 . 1 3 . 0 , m e t r i c 1

1 0 - 5

2 4 4 b y t e s f r o m n e t b ( 1 4 0 . 2 5 2 . 1 . 1 8 3 ) :

2 4 4

n e t b

1

n e t b

1 4 0 . 2 5 2 . 1 . 0

m e t r i c

1

n

I P

n e t b

1 4 0 . 2 5 2 . 1 3

n e t b

1 4 0 . 2 5 2 . 1 3

1 4 0 . 2 5 2 . 1 3

1 0 - 6

t c p d u m p

- i

s 1 0

S L I P

1

R I P

1

5

R I P

2

1

2

2 4

4

10-5

R I P

2 0

n e t b

g a t e w a y

3

2 5

2 5

5 0 4

r i p q u e r y

t c p d u m p

- s 6 0 0

6 0 0

U D P

R I P

10-6

r i p q u e r y

t c p d u m p

4

1 2

1 2

20 + 4=244

r i p q u e r y

n e t b

g a t e w a y

1 4 0 . 2 5 2 . 1 3 . 0

2
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s u n % r i p q u e r y - n g a t e w a y


5 0 4 b y t e s f r o m g a t e w a y ( 1 4 0 . 2 5 2 . 1 . 4 ) :

1 4 0 . 2 5 2 . 1 . 0 , m e t r i c 1

1 0 - 5

1 4 0 . 2 5 2 . 1 3 . 0 , m e t r i c 2

1 0 - 5

1 0 - 5

1 4 0 . 2 5 2 . 1 . 0

1

g a t e w a y

n e t b

1 4 0 . 2 5 2 . 1 3 . 0

2

10.4.6

R I P

R I P

1 0 - 7

n o a o . e d u

R n


n


I P

10-7

noao.edu

140.252

s o l a r i s

Solaris 2.x

s n o o p

t c p d u m p

1 0 - 8

6 0

R n


P

t r

u d p p o r t 5 2 0

5 2 0

U D P

R 6

R 4

R 2

R 7

R 8

R 3

6

R 2

1 4 0 . 2 5 2 . 6 . 0

1

R 4

1 4 0 . 2 5 2 . 4 . 0

1

g a t e w a y

1 5

s n o o p

v

R I P

I P

U D P

R I P

R I P

1 0 - 9
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10-8

s o l a r i s 60RIP

1 4 0 . 2 5 2 . 1

1 0 - 7

1 0 - 8

R 1 0

4

1 0 - 7

3

s n o o p

R I P

R I P

A d d r e s s M e t r i c

R I P : 1 4 0 . 2 5 1 . 0 . 0 1 6 ( n o t r e a c h a b l e )

R I P : 1 4 0 . 2 5 2 . 9 . 0 1

R I P : 1 4 0 . 2 5 2 . 1 0 . 0 1

R I P : 1 4 0 . 2 5 2 . 1 1 . 0 1

B

1 4 0 . 2 5 1

n o a o . e d u

10-9

g a t e w a y RIP

1 0 - 8

R 1 0

R I P

s n o o p

B R O A D C A S T

I P

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

1 2 . 2
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1 4 0 . 2 5 2 . 1 . 2 5 5

10.5 RIP2

RFC 1388 [Malkin 1993a]

R I P

R I P - 2

1 0 - 3

0

R I P

0

R I P

R I P - 2

1 0 - 1 0

R I P - 2

R I P - 2

2

(1-6)

(2)

(2)

32IP

32

32IP

(1-16)

(2420)

20

10-10 RIP-2

(routing domain)

U n i x

R I P

(routing tag)

E G P

B G P

I P

I P

I P

0

R I P

R I P - 2

R I P

2 0

0 x ffff

2

1 6

R I P - 2

1 2

R I P - 2

10.6 OSPF

O S P F

R I P

R I P

RFC 1247 [Moy

1 9 9 1 ]

2

O S P F

R I P

O S P F

R I P



10
 
103



[ P e r l m a n

1 9 9 2 ]

9 . 3

O S P F

R I P

O S P F

I P

U D P

T C P

I P

p r o t o c o l

O S P F

3 - 1

O S P F

R I P

1) OSPF

I P

3 - 2

I P

2)

I P

3)

O S P F

4) OSPF

I P

3 . 7

1

I P

0 . 0 . 0 . 0

0

5)

I P

I P

6)

R I P - 2

1 0 . 5

7) OSPF

1 2

O S P F

O S P F

O S P F

R I P

10.7 BGP

B G P

B G P

A R PA N E T

E G P

RFC1267 [Lougheed and Rekhter 1991]

3

B G P

RFC 1268 [Rekhter and Gross 1991]

I n t e r n e t

B G P

B G P

R F C

1 9 9 3

4

B G P

RFC 1467 [To p o l c i c

1 9 9 3 ]

1 0 . 8

C I D R

B G P

B G P

A S

I P

I P

I P

I n t e r n e t

B G P




104

 TCP/IP1


1)

(stub AS)

stub AS

2)

(multihomed AS)

3)

(transit AS)

I n t e r n e t

B G P

E G P

B G P

B G P

B G P

B G P

R I P

O S P F

B G P

T C P

B G P

T C P

B G P

B G P

R I P

B G P

16 bit

B G P

k e e p a l i v e

T C P

3 0

k e e p a l i v e

T C P

k e e p a l i v e

2 3

10.8 CIDR

3

B

C

B

C

B

C

C I D R

I n t e r n e t

s u p e r n e t t i n g

RFC 1518 [Rekher

and Li 1993]

RFC 1519 [Fuller et al. 1993]

[Ford, Rekhter, and Braun

1 9 9 3 ]

C I D R

Internet Architecture Board

s blessing [Huitema 1993]

R F C

1467 [Topolcic 1993]

I n t e r n e t

C I D R

C I D R

I P

( s u m m a r i z a t i o n )

1 6

C

1 6

1 6

I n t e r n e t

8

I n t e r n e t

I n t e r n e t

8

8

I P

8

I n t e r n e t

1)

I P

I P
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2)

32 bit IP

32 bit

3)

32 bit

32 bit

O S P F

1 0 . 6

R I P - 2

1 0 . 5

4

B G P

32 bit

RFC 1466 [Gerich 1993]

C

1 9 4 . 0 . 0 . 0

1 9 5 . 2 5 5 . 2 5 5 . 2 5 5

1 6

0 x c 2 0 0 0 0 0 0

0 x c 3 ffffff

6 5 5 3 6

C

7 bit

I P

0 x c 2 0 0 0 0 0 0

32 bit 0xfe000000 (254.0.0.0)

6 5 5 3 6

C

C

1 9 4

1 9 5

32 bit

7 bit

C I D R

32 bit

1 9 4 . 0 . 1 6 . 0

194.0.31.255 (16

C

)

I P

1 9 4 . 0 . 1 6 . 0

255.255.240.0 (0xfffff 0 0 0 )

1 9 4 . 0 . 2 2 . 1

C

2 5 5 . 2 5 5 . 2 4 0

2 5 4 . 0 . 0 . 0

32 bit IP

I P

A

B

C

C I D R

C

I n t e r n e t

C I D R

I P

I P

[Ford, Rekhter, and Braun 1993]

10 000

2 0 0

10.9

I G P

E G P

I G P

R I P

O S P F

I G P

E G P

B G P

R I P

2

R I P

O S P F

B G P

C I D R

C I D R

I n t e r n e t

O S I

I D R P

O S I

I P

B G P

Intermediate System to Intermediate

System

I S - I S

O S I

I G P

C L N P

I P

O S I

I S - I S

O S P F

[Perlman 1992]
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10.1

1 0 - 9

k p n o

g a t e w a y

10.2

R I P

3 0

2 5

5

2 5

10.3 OSPF

R I P

10.4

O S P F

10.5

RFC1058

R I P

1 0 - 8

1 4 0 . 2 5 2 . 1

10.6

3 . 4

1 0 - 7

8

1 4 0 . 2 5 2 . 1

1 0 0

10030810-8
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UDP

11.1

U D P

U D P

I P

IP

T C P

UDP

I P

UDP

UDP

U D P

I P

20

8

11 - 1

11-1 UDP

RFC 768 [Postel 1980]

U D P

U D P

I P

U D P

T C P

1 7

T C P

U D P

I P

M T U

2 . 8

I P

2 . 9

M T U

11 . 5

I P

11.2 UDP

U D P

11 - 2

16

16

8

16UDP

16UDP

(

)

11-2 UDP

1 - 8

T C P

U D P

I P

I P

I P

T C P

U D P

I P

T C P

T C P

U D P

U D P

T C P

U D P
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T C P

U D P

U D P

U D P

U D P

8

0

U D P

O K

U D P

I P

3 - 1

U D P

I P

3 - 1

11.3 UDP

U D P

U D P

U D P

I P

I P

I P

U D P

T C P

U D P

T C P

U D P

3 . 2

I P

16 bit

U D P

16 bit

0

U D P

T C P

1 2

I P

U D P

I P

I P

U D P

U D P

11 - 3

32IP

32IP

UDP

0

8(17)

16UDP

16

16

UDP

16UDP

16UDP

(0)

11-3 UDP

U D P

0

1

6 5 5 3 5

0
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U D P

I P

I P

U D P

U D P

U D P

8 0

U D P

U D P

N F S

Network File System

U D P

U D P

S L I P

Host Requirements RFC

U D P

0

11.3.1 tcpdump

U D P

U D P

t c p d u m p

U D P

0

11 - 4

s o c k

C

9

U D P

11-4

t c p d u m p UDP

U D P

34

56

11-3

IP

U D P

U D P

TCP/IP16 bit

16 bit

1 4 . 2

8

D N S

D N S

U D P

UDP

11.3.2

[Mogul 1992 ]

N F S
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4 0

11 - 5

I P

I P

A R P

I P

11-5

U D P

T C P

I C M P

I P

T C P

U D P

T C P

U D P

C R C

U D P

T C P

11.4

s o c k

t c p d u m p

U D P

b s d i % s o c k - v - u - i - n 4 s v r 4 d i s c a r d


c o n n e c t e d o n 1 4 0 . 2 5 2 . 1 3 . 3 5 . 1 1 0 8 t o 1 4 0 . 2 5 2 . 1 3 . 3 4 . 9

b s d i %


s o c k - v - u - i - n 4 - w 0 s v r 4 d i s c a r d


c o n n e c t e d o n 1 4 0 . 2 5 2 . 1 3 . 3 5 . 1 1 1 0 t o 1 4 0 . 2 5 2 . 1 3 . 3 4 . 9

1

v e r b o s e

- v

e p h e m e r a l

U D P

- u

T C P

- i

- n 4

4

1 0 2 4

s v r 4

1 . 1 2

1 0 2 4

2

- w 0

0

t c p d u m p

11 - 6

11-6

UDP

t c p d u m p

1 0 2 4

0

2

4 1

1

1 7

T C P

1

U D P

11 0 8

11 0

1 . 9

e p h e m e r a l

1 0 2 4

5 0 0 0
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11.5 IP

2 . 8

I P

I P

M T U

I P

M T U

I P

I P

T C P

U D P

I P

I P

3 - 1

I P

1

1

I P

I C M P

6 - 3

I P

I P

I P

I P

I P

T C P

U D P

U D P

T C P

T C P

T C P

I P

[Kent and Mogul 1987]

U D P

I P

T C P

T C P

s o c k

1 5 0 0

2 - 1

1 4 7 2

I P

2 0

U D P

8

1471, 1472, 1473

1 4 7 4

s o c k

b s d i %


s o c k - u - i - n l - w 1 4 7 1 s v r 4 d i s c a r d


b s d i %


s o c k - u - i - n l - w 1 4 7 2 s v r 4 d i s c a r d


b s d i % s o c k - u - i - n l - w 1 4 7 3 s v r 4 d i s c a r d


b s d i %


s o c k - u - i - n l - w 1 4 7 4 s v r 4 d i s c a r d


t c p d u m p

11 - 7
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11-7

UDP

U D P

1

2

1 4 7 3

I P

1 5 0 1

3

4

1 4 7 4

1 5 0 2

5

6

I P

t c p d u m p

f r a g 2 6 3 0 4

3

4

f r a g 2 6 3 1 3

5

6

I P

3

@

1 4 8 0

I P

1 4 8 0

U D P

8

1 4 7 2

I P

2 0

1 5 0 0

1

2

4

1

2

2

6

2

I P

8

1 4 8 0

8

@

1

0

3

5

2

1 4 8 0

4

6

I P

3 bit

4

6

1

U D P

I P

U D P

1

3

1 4 7 3

11 - 8

1

I P

I P

I P

I P

I P

IP

IP

UDP

UDP(1473)

20

8

UDP

IP

IP

20

8

1472

20

1

11-8 UDP
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11.6 ICMP

I C M P

I P

D F

M T U

M T U

2 . 9

I C M P

11 - 9

6 - 1 0

2

32 bit

16~31 bit

M T U

0

(3)

(4)

8

(0)

MTU

IP(

)+IP8

11-9

ICMP

I C M P

M T U

0

RFC [Almquist 1993]

I C M P

I C M P

n e t b

s u n

S L I P

M T U

s u n

n e t b

M T U

S L I P

s u n

S L I P

3 . 9

n e t s t a t

M T U

2 5

S N M P

M T U

s o l a r i s

p i n g

b s d i

11 - 1 0

ICMP

tcpdump

11-10

n e t b

s u n SLIPMTU

s u n

t c p d u m p

S L I P

p i n g

5 0 0

6 0 0
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b s d i

t c p d u m p

11 - 11

11-11 600

IP

s o l a r i s

p i n g

b s d i

t c p d u m p

D F

I P

Solaris 2.2

1

M T U

1

n e t b

s u n

D F

n e t b

SLIP MTU

2

D F

6 0 0

s u n

S L I P

M T U

5 5 2

D F

s u n

I C M P

b s d i

b s d i

s o l a r i s

s u n

11 - 1 2

ICMP

ICMP

ICMP

ICMP

ICMP

DF

11-12

11 - 11

3

6

m t u = 0

s u n

I C M P

M T U

11 - 9

2 5 . 9

S N M P

n e t b

S L I P

M T U

1 5 0 0

11.7 Traceroute

MTU

M T U

t r a c e r o u t e

8

M T U

M T U

I C M P
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I C M P

M T U

M T U

M T U

RFC 1191 [Mogul and

Deering 1990]

M T U

M T U

s u n

s l i p

M T U

S L I P

M T U

2 9 6

b s d i

I C M P

M T U

M T U

T T L

2

1

b s d i

I C M P

T T L

2

b s d i

I C M P

M T U

M T U

8

M T U

M T U

t r a c e r o u t e

1 5

n e t b

S L I P

M T U

11 - 1 2

1 5 0 0

1 8

2

M T U

1 5 0 0

M T U

5 7 2

RFC 1 1 9 1

I C M P

1 5 0 0

I C M P

M T U

1 0 0 6

5 1 2

M T U

M T U
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11.8 UDP

MTU

U D P

M T U

M T U

Solaris 2.x

6 5 0

s l i p

s l i p

M T U

2 9 6

S L I P

2 6 8

2 9 6

2 0

8

1

U D P

b s d i

I C M P

11 - 1 3

M T U

tcpdump

DF1650UDP

ICMP

11-13

UDPMTU

6 5 0

U D P

U D P

5

s o l a r i s %


s o c k - u - i - n 1 0 - w 6 5 0 - p 5 s l i p d i s c a r d


11 - 1 4

t c p d u m p

b s d i

I C M P

M T U

D F

1

1

b s d i

2

D F

1

3

I C M P

4

D F

0

5

I P

D F

1

I P

I P

U D P

M T U

b s d i

I C M P

M T U

I P

M T U

5 7 6

5

5 4 4

U D P

8

U D P

2 0

I P

I P

5 7 2

2

6

1 0 6

U D P

2 0

I P

7

D F

1

b s d i

I C M P

I P

I P

M T U

D F

1

1 9

2 0

7

1 9

I P

3 0

D F

1

M T U

3 0

R F C 11 9 1

1 0

i p _ i r e _ p a t h m t u _ i n t e r v a l

E . 4

Solaris 2.2








11



UDP
 
117



U D P

U D P

M T U

i p _ p a t h _ m t u _ d i s c o v e r y

M T U

U D P

11-14

UDPMTU

s o l a r i s

I P

5 7 6

11 - 1 3

M T U

2 9 6

s o l a r i s

b s d i

11 - 1 5

s l i p

t c p d u m p

11 - 1 4

5

6

11-15

solarisslip

s o l a r i s

D F

0

M T U

b s d i

I C M P

M T U

11 - 1 6

t c p d u m p

6

11 - 1 4

D F

1

M T U

3

11 - 1 5

b s d i

4
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11-16

UDPMTU

11.9 UDPARP

U D P

U D P

A R P

s o c k

8 1 9 2

U D P

6

11 . 3

A R P

A R P

b s d i %


a r p - a


A R P

b s d i %


s o c k - u - i - n l - w 8 1 9 2 s v r 4 d i s c a r d


A R P

I P

5

t c p d u m p

A R P

A R P

11 - 1 7

t c p d u m p

11-17

8192UDP

A R P

6

A R P

I P

6

A R P

A R P

7

9

5

A R P

A R P

Host Requirements RFC

A R P

ARP flooding
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I P

A R P

4.3 ms

6ARP

Host Requirements RFCARP

s v r 4

7

6

A R P

A R P

t c p d u m p

5

s v r 4

I C M P

I C M P

8 - 2

c o d e

1

I P

0

3 0

6 0

I C M P

B e r k e l e y

I C M P

U D P

0

A R P

5

1

I C M P

I C M P

T C P

U D P

I P

U D P

A R P

U D P

I P

N F S

U D P

8 1 9 2

A R P

N F S

A R P

I P

11.10 UDP

I P

6 5 5 3 5

I P

3 - 1

1 6

2 0

I P

8

U D P

U D P

6 5 5 0 7

socket API

UDP socket

U D P

8 1 9 2

U D P

8 1 9 2

N F S

T C P / I P

I P

6 5 5 3 5

s o c kU D P

SunOS 4.1.3
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I P

3 2 7 6 7

B S D / 3 8 6

SunOS 4.1.3

S u n

I P3 2 7 8 6

3 2 7 5 8

Solaris 2.2

I P

6 5 5 3 5

Solaris 2.2AIX 3.2.2

IP

65535

3 . 2

5 7 6

I P

U D P

5 1 2

1 0 . 4

5 1 2

U D P

D N S

1 4

T F T P

1 5

B O O T P

1 6

S N M P

2 5

I P

U D P

B e r k e l e y

socket API

4.3BSD Reno

S V R 4

socket API(

Solaris 2.x)

UDP

TLI API

T C P

T C P

11.11 ICMP

U D P

I C M P

(source quench)

11 - 1 8

I C M P

b s d i

S L I P

s u n

S L I P

b s d i

s u n

1 0 0

1 0 2 4

s o l a r i s

b s d i % s o c k - u - i - w 1 0 2 4 - n 1 0 0 s o l a r i s d i s c a r d


11 - 1 9

t c p d u m p

2 6
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2 7

26 +

7 4

2

= 1 7 4

(4)

(0)

8

(0)

IP()IP8

11-18 ICMP

11-19

s u n ICMP

2 . 1 0

9600 b/s

1 0 2 4

1

s u n

n e t b

S L I P

M T U

5 5 2

20 + 8 +

1 0 2 4

11 - 1 9

s u n

1

1 0 0

S L I P

RFC 1009 [Braden and Postel 1987]

Router Requirements RFC [Almquist 1993]

s o c k

U D P

B S D

2 1 . 1 0

T C P

Unix

t i m e

s o c k

0 . 5

11 - 1 9

0 . 7 1

1 0 0

1 0 0

U D P

s o c k

1 0 0

2 6

7 4
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11.12 UDP

U D P

U D P

[Stevens 1990]

U D P

1 8 . 11

T C P

U D P

11.12.1 IP

U D P

I P

I P

U D P

U D P

U D P

I P

U D P

11.12.2 IP

I P

Host Requirements

R F C

T F T P

1 2

1 5

T F T P

U D P

I P

socket APII P _ R E C V D S T

ADDR socket

B S D / 3 8 64 . 4 B S DAIX 3.2.2

S V R 4

SunOS 4.xSolaris 2.x

11.12.3 UDP

1 . 8

U D P

U D P

U D P

U D P

U D P
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U D P

U D P

b s d i

s o c k

b s d i %


s o c k - s - u - v - E - R 2 5 6 - P 3 0 6 6 6 6


f r o m 1 4 0 . 2 5 2 . 1 3 . 3 3 , t o 1 4 0 . 2 5 2 . 1 3 . 6 3 : 1 1 1 1 1 1 1 1 1 1

s u n

f r o m 1 4 0 . 2 5 2 . 1 3 . 3 4 , t o 1 4 0 . 2 5 2 . 1 3 . 3 5 : 4 4 4 4 4 4 4 4 4 4 4 4 4

s v r 4

- s

- u

U D P

- v

I P

- E

I P

U D P

2 5 6

R

- r

- P 3 0

U D P

3 0

3 0

s u n

sun % s o c k - u - v 1 4 0 . 2 5 2 . 1 3 . 6 3 6 6 6 6


c o n n e c t e d o n 1 4 0 . 2 5 2 . 1 3 . 3 3 . 1 2 5 2 t o 1 4 0 . 2 5 2 . 1 3 . 6 3 . 6 6 6 6


1 1 1 1 1 1 1 1 1 1


1 1


2 2 2 2 2 2 2 2 2


1 0


3 3 3 3 3 3 3 3 3 3 3


1 2

1 4 0 . 2 5 2 . 1 3 . 6 3

s v r 4

2

s v r 4 %


s o c k - u - v b s d i 6 6 6 6


c o n n e c t e d o n 0 . 0 . 0 . 0 . 1 0 4 2 t o 1 4 0 . 2 5 2 . 1 3 . 3 5 . 6 6 6 6


4 4 4 4 4 4 4 4 4 4 4 4 4


1 4


5 5 5 5 5 5 5 5 5 5 5 5 5 5 5


1 6


6 6 6 6 6 6 6 6


9

b s d i

2

s u n

1

s v r 4

4

4

11 - 2 0

t c p d u m p

6

s u n

s v r 4

6

1 2

3 0

11-20

UDP

t c p d u m p

E

I P

U D P

t c p d u m p

I C M P

U D P

F I F O

11 . 9

A R P
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L I F O

11.12.4 IP

U D P

U D P

I P

( w i l d c a r d )

U D P

7 7 7

U D P

s u n % s o c k - u - s 7 7 7 7


n e t s t a t

s u n % n e t s t a t - a - n - f i n e t


A c t i v e I n t e r n e t c o n n e c t i o n s ( i n c l u d i n g s e r v e r s )

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) u d p 0 0 * . 7 7 7 7 * . *

- a

- n

I P

D N S

- f i n e t

T C P

U D P

* . 7 7 7 7

I P

I P

I P

I P

U D P

s o c k

I P

I P

I P

s u n % s o c k - u - s 1 4 0 . 2 5 2 . 1 . 2 9 7 7 7 7


S L I P

( 1 4 0 . 2 5 2 . 1 . 2 9 )

n e t s t a t

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) u d p 0 0 1 4 0 . 2 5 2 . 1 . 2 9 . 7 7 7 7 * . *

b s d i

1 4 0 . 2 5 2 . 1 3 . 3 5

I C M P

11 - 2 1

11-21

UDP

I P

sockets API

S O _ R E U S E A D D R s o c k e t

s o c k

-A

s u n

8 8 8 8

5

SLIP

(IP)
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A

5

n e t s t a t

I P

1 4 0 . 2 5 2 . 1 . 2 5 5

4

I P

I P

I P

I P

11.12.5 IP

n e t s t a t

I P

* . *

I P

U D P

U D P

I P

U D P

s o c k

- f

I P

sun % s o c k - u - s - f 1 4 0 . 2 5 2 . 1 3 . 3 5 . 4 4 4 4 5 5 5 5


I P1 4 0 . 2 5 2 . 1 3 . 3 5b s d i

4444

5 5 5 5

n e t s t a t

I P

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) u d p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 5 5 5 5 1 4 0 . 2 5 2 . 1 3 . 3 5 . 4 4 4 4

I P

I P

I P

s u n

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

11 - 2 2

U D P

l o c a l I P. l p o r t

f o r e i g n I P. f p o r t

l o c a l I P. l p o r t

* . *

l o c a l I P

* . l p o r t

* . *

l p o r t

11-22

UDPIP

l p o r t

l o c a l I P

I P

U D P

I P

11.12.6

R F C

I P
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U D P

I P

U D P

I P

SunOS 4.1.3

9 9 9 9

I P

s u n % s o c k - u - s 9 9 9 9


- A

s u n % s o c k - u - s 9 9 9 9


c a n ' t b i n d l o c a l a d d r e s s : A d d r e s s a l r e a d y i n u s e

s u n % s o c k - u - s - A 9 9 9 9


- A

c a n ' t b i n d l o c a l a d d r e s s : A d d r e s s a l r e a d y i n u s e

1 2

I P

U D P

A P I

- A

S O _ R E U S E A D D R s o c k e t

4 . 4 B S D

s o c k e t

S O _ R E U S E P O R T

U D P

I P

I P

I P

I P

U D P

11.13

U D P

RFC 768 [Postel 1980]

I P

U D P

I C M P

M T U

2 . 9

Tr a c e r o u t e

U D P

M T U

U D P

A R P

A R P

A R P

I P

I C M P

U D P

I C M P

11.1

11 . 5

U D P

1 4 7 3

IEEE 802

11.2

RFC 791[Postel 1981a]

8

11.3

8 1 9 2

U D P

11.4

M T U

5 5 2

S L I P
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I P

8

11.5

U D P

4

1

2

3

4

1 0

U D P

4

6 0

3

4

1

2

4

I P

11.6

11 - 1 5

11 - 1 4

5

6

11.7

g e m i n i

3 3

n e t s t a t

48 000 000

I P

1 2 9

30 000 000

T C P

T C P

2 0

18 000 000

U D P

U D P

11 - 4

11.8

I P

I P

7 . 3

7 . 4

8 . 5

RFC 791

11.9

1 - 8

U D P

U D P





12

12.1

1

I P

U D P

T C P

I P

4 8 b i t

( u n i c a s t )

A R P

R A R P

(multicast)

1 2 - 1

t c p d u m p

1

12-1

0 1 : 0 0 : 0 0 : 0 0 : 0 0 : 0 0

ff : ff : ff : ff : ff : ff

I P

A R P

I P

I P

I P

I P

T C P

U D P

U D P

I P
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I C M P

T C P

U D P

U D P

5 0

2 0

2 0

U D P

3 0

U D P

U D P

3 0

U D P

12.2

3 - 9

I P

12.2.1

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

I P

I P

B S D

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

r o u t e d

1 0 . 3

r w h o d

B S D

r w h o

U D P

Host Requirements RFC

12.2.2

1

A

n e t i d . 2 5 5 . 2 5 5 . 2 5 5

n e t i d

A

12.2.3

1

I P

1 2 8 . 1 . 2 . 2 5 5

B
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1 2 8 . 1

2 5 5 . 2 5 5 . 2 5 5 . 0

2 5 5 . 2 5 5 . 2 5 4 . 0

12.2.4

1

2 5 5 . 2 5 5 . 2 5 5 . 0

I P

1 2 8 . 1 . 2 5 5 . 2 5 5

[Almquist 1993]

[Almquist 1993] RFC 922

I P

1 2 8 . 1 . 2 . 3

1 2 8 . 1 . 2 5 5 . 2 5 5

255.255.255.0

1 9 8 34 . 2 B S D

T C P / I P

0

IP

IEN 212 [Gurwitz and Hinden 1982]

1

I P

IENs

R F C

RFC 894 [Hornig 1984]4.2BSD

RFC 906 [Finlayson 1984]

I n t e r n e t

R F CRFC 906

1

1 9 8 6

4 . 3 B S D

1

9 0

SunOS 4.x

12.3

T C P / I P

s u n % p i n g 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5


/ u s r / e t c / p i n g : u n k n o w n h o s t 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

p i n g

I P

i n e t _ a d d r( 3 )

32 bit

I P

1

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

1

D N S

1 4

p i n g

6

I P

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5
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6 . 3

I P

140.252.13.63

i f c o n f i g

3 . 8

p i n g

ARP

ARP

I P

1 4 0 . 2 5 2 . 1 3 . 6 3

6 . 3

s u n

p i n g

A R P

A R P

p i n g

A R P

A R P

0 x ffffffff

s u n

A R P

t c p d u m p

p i n g

s u n

A R P

4 . 5

A R P

s u n

A R P

I P

A R P

p i n g

U n i x

(raw socket)

T F T P

T F T P

1 5

b s d i %


t f t p


tftp> c o n n e c t 1 4 0 . 2 5 2 . 1 3 . 6 3


I P

tftp> g e t t e m p . f o o


t f t p : s e n d t o : P e r m i s s i o n d e n i e d

tftp> q u i t


A P I

U D P
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U D P

A P I

S O _ B R O A D C A S T

UDP

E

b s d i

s l i p

p i n g

b s d i

B S D

p i n g

D U P !

a n g o g h . c x . b e r k e l e y . e d u

1 4

p i n g

s u n

I P

I C M P

n e t b

6 3

s u n

s u n

I P

I P

12.4

I P

1)

T C P

T C P

2)

1 6

B O O T P
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12.4.1

1 2 - 2

D

I P

28

D

ID

12-2 DIP

1 - 5

I P

A

B

C

28 bit

111 0

4 bit

2 2 4 . 0 . 0 . 0

2 3 9 . 2 5 5 . 2 5 5 . 2 5 5

(host group)

I A N A

T C P

U D P

R F C

2 2 4 . 0 . 0 . 1

2 2 4 . 0 . 0 . 2

2 2 4 . 0 . 1 . 1

N T P

2 2 4 . 0 . 0 . 9

R I P - 2 (

1 0 . 5

)

2 2 4 . 0 . 1 . 2

S G I

d o g f i g h t

12.4.2

I A N A

24 bit

0 0 : 0 0 : 5 e

0 0 : 0 0 : 5 e : 0 0 : 0 0 : 0 0

0 0 : 0 0 : 5 e : ff : ff : ff

I A N A

0 1

I P

0 1 : 0 0 : 5 e : 0 0 : 0 0 : 0 0

0 1 : 0 0 : 5 e : 7 f : ff : ff

C S M A / C D

I n t e r n e t

I E E E

Assigned Numbers RFC

2 3 b i t

I P

2 3 b i t

2 3 b i t

1 2 - 3

5 bit

3 2

2 2 4 . 1 2 8 . 6 4 . 3 2

e 0 . 8 0 . 4 0 . 2 0

2 2 4 . 0 . 6 4 . 3 2

e 0 . 0 0 . 4 0 . 2 0

0 1 : 0 0 : 5 e : 0 0 : 4 0 : 2 0

I P

1 2 - 1
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5 bit

DIP

23

48

12-3 DIP

(multicast promiscuous)

48 bit

D

I P

48 bit

I P

I P

U D P

U D P

I n t e r n e t

I G M P

12.4.3 FDDI

F D D I

D

I P

48 bit FDDI

[Katz 1990]

12.5
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D

I P

23 bit

12.1

12.2

5 0

2 0

T C P / I P

3 0

12.3

U n i x

12.4

p i n g

s u n % p i n g 1 4 0 . 2 5 2 . 1 3 . 6 3 1 4 7 3


P I N G 1 4 0 . 2 5 2 . 1 3 . 6 3 : 1 4 7 3 d a t a b y t e s

s e n d t o : M e s s a g e t o o l o n g

?

12.5

1 0 . 6

8

R I P

RIP

2








13

IGMPInternet

13.1

1 2 . 4

I P

D

I P

IP

I n t e r n e t

I G M P

IP

IGMP

I G M P

20

8

RFC 111 2

[Deering 1989]

13-1 IGMPIP

I C M P

I G M P

I P

I G M P

I P

I G M P

1 3 - 1

I G M P

I P

I G M P

I P

2

13.2 IGMP

1 3 - 2

8

I G M P

4

4

IGMP

IGMP

(1)

(1-2)

8

32(DIP)

13-2 IGMP

1

I G M P

I G M P

1

2

I C M P

D

I P

0

I G M P

13.3 IGMP

13.3.1
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A P I

S t a n f o r d

U n i x

IP

socket API

Solaris 2.x

ip(7)

13.3.2 IGMP

I G M P

1)

I G M P

I G M P

2)

I G M P

I G M P

3)

I G M P

I G M P

I G M P

0

4)

I G M P

I G M P

I G M P

1 3 - 3

I G M P

IGMPTTL=1,

IGMPTTL=1,

IGMP=

IGMP=0

IP

=

IP=224.0.0.1

IP=IP

IP

=IP

13-3 IGMP

T T L

13.3.3

I G M P
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I P

0 ~ 1 0

1 3 - 3

I G M P

I P

13.3.4

1 3 - 3

I G M P

( T T L )

1

I P

T T L

T T L

0

T T L

1

T T L

6 . 2

I C M P

T T L

0

I C M P

T T L

Tr a c e r o u t e

8

T T L

TTL

T T L

( e x p a n d i n g

ring search)

T T L

1

T T L

2

3

2 2 4 . 0 . 0 . 0

2 2 4 . 0 . 0 . 2 5 5

1

T T L

13.3.5

1 3 - 3

I G M P

I P

2 2 4 . 0 . 0 . 1

I G M P

13.4

I P

s u n
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n e t s t a t

3 . 9

n e t s t a t - n i

- n

I P

- i

- a

2

l e 0

2 2 4 . 0 . 0 . 1

0 1 : 0 0 : 5 e : 0 0 : 0 0 : 0 1

1 2 . 4

S L I P

s l 0

l o 0

I P

2 2 4 . 0 . 0 . 0

9 . 2

s u n

1 4 0 . 2 5 2 . 1 3 . 3 3

2 2 4 . 1 . 2 . 3

n e t s t a t

n e t s t a t

s l 0

l o 0
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1 3 - 4

t c p d u m p

13-4 1

t c p d u m p

1

2

I G M P

1 0

I P

s u n

I P

T T L

1

T T L

0

1

t c p d u m p

T T L

T T L

1

I P

s u n

I G M P

s u n

2 2 4 . 9 . 9 . 9

1 3 - 5

13-5

t c p d u m p

T T L

1

1

2 2 4 . 0 . 0 . 4

2 2 4 . 0 . 0 . 4

D V M R P
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(Distance Vector Multicast Routing Protocol)

D V M R P

RFC 1075

[ Wa i t z m a n ,

Partridge, and Deering]

I G M P

2

I P

2 2 4 . 0 . 0 . 1

1 3 - 3

3

5

2 2 4 . 9 . 9 . 9

4

2

4

5

6

7

s u n

2 2 4 . 0 . 0 . 4

2 2 4 . 0 . 0 . 4

8

2

9

1 0

11

2

13.5

( I G M P )

[Deering and Cheriton 1990]

9 . 1 3

[Perlman 1992]

[Casner and Deering 1992]

M B O N E

I n t e r n e t

I E T F

13.1

I G M P

13.2

[Casner and Deering 1992]

U D P

M B O N E

U D P


14

DNS

14.1

D N S

T C P / I P

I P

I n t e r n e t

I n t e r n e t

D N S

D N S

r e s o l v e r

U n i x

g e t h o s t b y n a m e(3)

g e t h o s t b y a d d r( 3 )

I P

I P

4 - 2

T C P / I P

T C P

U D P

I P

T C P / I P

D N S

T C P / I P

U D P

[Albitz and Liu 1992]

U n i x

RFC 1034 [Mockapetris 1987a]

D N S

RFC 1035 [Mockapetris 1987b]

DNS

D N S

B I N D

I n t e r n e t

n a m e d

[ D a n z i g

O b r a c z k a

Kumar 1992]

DNS

14.2 DNS

D N S

U n i x

14-1

1 4 - 1

6 3

U n i x

.

F Q D N

Full Qualified Domain

N a m e

s u n . t u c . n o a o . e d u .

D N S
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s u n

. t u c . n o a o . e d u .

14-1 DNS

1) a r p a

1 4 . 5

2) 7

3

3)

2

I S O 3 1 6 6

1 4 - 2

7

D N S

3

2

. u s

R F C 1 4 8 0

14-2 3

[Cooper and Postel 1993]

. u s

. g o v

. m i l

. a c . u k

. c o . u k

D N S

1 4 - 1

D N S

N I C
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D N S

( z o n e )

n o a o . e d u

U n i x

D N S

U n i x

1 4 - 1

Unix

D N S

I P

I P

3

D N S

1 9 9 3

4

8

I P

I P

I P

I P

F T P

f t p . r s . i n t e r n i c . n e t

nic.ddn.mil

n e t i n f o / r o o t - s e r v e r s . t x t

D N S

I P

1 4 . 7

14.3 DNS

D N S

1 4 - 3
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12

()

14-3 DNS

1 2

4

16 bit

1 4 - 4

14-4 DNS

• QR

1 bit

0

1

• o p c o d e

4 bit

0

1

2

• A A

1 bit

(authoritative answer)

• T C

1 bit

( t r u n c a t e d )

U D P

5 1 2

5 1 2

• R D

1 bit

recursion desired

0

• R A

1 bit

1
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•

3 bit

0

• r c o d e

4 bit

0

3

4

1 6 b i t

4

( q u e s t i o n )

1

3

0

1

0

0

14.3.1 DNS

1 4 - 5

0

15 16

31

14-5 DNS

0

0

0 ~ 6 3

6 3

1

1 9 2 ~ 2 5 5

32 bit

1 4 - 6

g e m i n i . t u c . n o a o . e d u

14-6

g e m i n i . t u c . n o a o . e d u

2 0

1 4 - 7

( s u p e r s e t )

IP

14-7 DNS
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A

I P

P T R

I P

1 4 . 5

1 4 . 6

1

I P

14.3.2 DNS

D N S

R R

Resource Record

1 4 - 8

14-8 DNS

1 4 - 6

R R

1

I n t e r n e t

2

1

A

4

I P

D N S

t c p d u m p

14.4

s u n

Te l n e t

g e m i n i

d a y t i m e

3Telnet

daytime

Telnet

s u n

Te l n e t

n o a o . e d u

1 4 0 . 2 5 2 . 1 . 5 4

1 4 - 9
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daytime

Te l n e t

d a y t i m e

T C P

I P

s u n

1 4 0 . 2 5 2 . 1

S L I P

Telnet

2

S L I P

t c p d u m p

14-9 DNS

s u n

/ e t c / r e s o l v . c o n f

s u n % c a t / e t c / r e s o l v . c o n f

n a m e s e r v e r 1 4 0 . 2 5 2 . 1 . 5 4

d o m a i n t u c . n o a o . e d u

1

n o a o . e d u

I P

3

. t u c . n o a o . e d u

1 4 - 1 0

14-10

g e m i n i . t u c . n o a o . e d u

t c p d u m p

I P

r e s o l v e r

I P

1 4 0 . 2 5 2 . 1 . 2 9

I P

1 4 0 . 2 5 2 . 1 . 5 4

1 4 4 7

5 3

t c p d u m p

I P

1

1 +

1+

R D

1

A ?

A

I P

g e m i n i . t u c . n o a o . e d u .

U D P

3 7

1 2

1 4 -

3

2 1

1 4 - 6

4

D N S

t c p d u m p

2

1 *

A A

n o a o . e d u

2 / 0 / 0

3

R R

2

RR

R R

0

t c p d u m p

A

I P

1 4 0 . 2 5 2 . 1 . 11
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g e m i n i

I P

D N S

h o s t

I P

s u n % h o s t g e m i n i

g e m i n i . t u c . n o a o . e d u

A

1 4 0 . 2 5 2 . 1 . 1 1

g e m i n i . t u c . n o a o . e d u

A

1 4 0 . 2 5 2 . 3 . 5 4

1 4 - 1 0

h o s t

1 4 0 . 2 5 2 . 1

I P

B I N D

g e m i n i

t r a c e r o u t e

1 4 0 . 2 5 2 . 11 4 0 . 2 5 2 . 3

g e m i n i

I P

1 4 0 . 2 5 2 . 3 . 5 4

g e m i n i

2 5 . 9

S N M P

D N S

n s l o o k u pD N S

[Albitz and Liu 1992]

10dig (

I n t e r n e t

(Domain Internet Groper)

)

D N S

doc (

(Domain Obscenity Control))

d i g

F

U D P

6 9

1)

2)

g e m i n i . t u c . n o a o . e d u

0

6 3

11

16 bit

8 bit

14 bit

D N S

1 4 - 11

1 4 - 1 0

2

D N S

I P

U D P

D N S

U D P

I P

1 2

D N S

t e l n e t

2

s u n % t e l n e t g e m i n i d a y t i m e

g e m i n i

T r y i n g 1 4 0 . 2 5 2 . 1 . 1 1 . . .

C o n n e c t e d t o g e m i n i . t u c . n o a o . e d u .

T e l n e t

F Q D N
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IP

UDP

DNS

UDP

DNS

#1(RR)

#2(RR)

IP

(14-5)

(14-8)

(14-8)

8

12

25

20

21

14-11

14-102DNS

(g e m i n i)

F Q D N

Te l n e t

F Q D N

Te l n e t

g e t h o s t b y n a m e

I P

F Q D N

Te l n e t

T C P

I P

F Q D N

Te l n e t

I P

I P

T r y i n g

C o n n e c t e d t o

T C P

D N S

14.5

D N S

I P

1 4 - 1

a r p a

i n - a d d r

I n t e r n e t

D N S

n o a o . e d u

I P

i n - a d d r . a r p a

n o a o . e d u

1 4 0 . 2 5 2B

D N S

i n -

a d d r . a r p a

I P

1 4 0

I P

2 5 2

D N S

D N S

I P1 4 0 . 2 5 2 . 1 3 . 3 3

s u n

D N S

3 3 . 1 3 . 2 5 2 . 1 4 0 . i n - a d d r . a r p a

4

I P

A

B

C

I P

i n - a d d r

F Q D N

F Q D N

I P

D N S

a r p a . i n - a d d r . 1 4 0 . 2 5 2 . 1 3 . 3 3

e d u . n o a o . t u c . s u n

D N S

I P

i n - a d d r

h o s t

t c p d u m pD N S

i n - a d d rI P

g e t h o s t b y a d d rI P

i n - a d d r . a r p a
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14.5.1

h o s t

t c p d u m p

1 4 - 9

s u n

h o s t

n o a o . e d u

s v r 4

I P

s u n % h o s t 1 4 0 . 2 5 2 . 1 3 . 3 4

N a m e : s v r 4 . t u c . n o a o . e d u

A d d r e s s : 1 4 0 . 2 5 2 . 1 3 . 3 4

I P

h o s t

1 4 - 1 2

t c p d u m p

14-12

t c p d u m p

1

1

1

+

P T R

4 4

1 2

D N S

2 8

4

R R

1

R R

P T R

32 bit

I P

3 4 . 1 3 . 2 5 2 . 1 4 0 . i n - a d d r . a r p a

14.5.2

I P

U D P

T C P

I P

U D P

T C P

I P

D N S

2 7 . 3

I P

F T P

R l o g i n

2 6

I P

D N S

I P

I P

. r h o s t s

2 6 . 2

I P

I P

g e t h o s t b y a d d r

SunOS 4.13

g e t h o s t b y a d d r

/ e t c / r e s o l v . c o n f

n o a o . e d u

s u nS L I P1 4 - 1 3

g e t h o s t b y a d d r

I P

1 4 0 . 2 5 2 . 1 . 2 9

s u n

t c p d u m pS L I P

1

2

3

2

I P

s u n

I P

4
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g e t h o s t b y a d d r

14-13

14.6

R R

I P

A

P T R

R R

R R

R R

2 0

R R

A

A

I P

32 bit

P T R

I P

i n - a d d r . a r p a

C N A M E

(canonical name)

( a l i a s )

F T P

g a t e d

1 0 . 3

F T P

g a t e d . c o r n e l l . e d u

g a t e d

g a t e d . c o r n e l l . e d u

sun % h o s t - t c n a m e g a t e d . c o r n e l l . e d u


g a t e d . c o r n e l l . e d u C N A M C O M E T . C I T . C O R N E L L . E D U

t

H I N F O

C P U

H I N F O

s u n % h o s t - t h i n f o s u n


s u n . t u c . n o a o . e d u H I N F O S u n - 4 / 2 5 S u n 4 . 1 . 3

M X

1

I n t e r n e t

I n t e r n e t

U U C P2

M X

3

M X

c s . u n i v e r s i t y . e d u

4

M X

I n t e r n e t

U U C P

I n t e r n e t

U U N E T

M X

u s e r @ h o s t

f o o . c o m

M X
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s u n % h o s t - t m x f o o . c o m


f o o . c o m

MX

r e l a y 1 . U U . N E T

f o o . c o m

M X r e l a y 2 . U U . N E T

M X

u s e r @ f o o . c o m

r e l a y 1 . u u . n e t

r e l a y 2 . u u . n e t

M X

16 bit

M X

M X

T C P

M X

S L I P

v

8 6 4 0 0

T T L

2 4

2 4

6 0

6 0

3

I N

I n t e r n e t

M X

0

S L I P

1 0

n o a o . e d u

N S

R R

14.7

I n t e r n e t

D N S

U n i x

1 4 - 9

s u n

n o a o . e d u

S L I P

s u n

t c p d u m p

S L I P

D N S

U D P

5 3

T C P

5 3

n a m e s e r v e r

d o m a i n

sun % c a t / e t c / r e s o l v . c o n f


d o m a i n t u c . n o a o . e d u

n a m e r s e r v e r
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h o s t

s u n % h o s t f t p . u u . n e t


f t p . u u . n e t

A

1 9 2 . 4 8 . 9 6 . 9

1 4 - 1 4

14-14

host ftp.uu.net

t c p d u m p

t c p d u m p

- w

U D P

TCP 53

t c p d u m p

I P

t c p d u m p

- r

1 4 -

14

t c p d u m p

t c p d u m p

( i d e n t i f i e r )

2

3

1

f t p . u u . n e t

I P

8

n s . n i c . d d n . m i l

1

A

2

2

5

5

2

R A

t c p d u m p

1 0

h o s t
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- v

A

u u . n e t

5

5

5

I P

D N S

h o s t

1 4 - 1 4

3

n s . u u . n e t

f t p . u u . n e t

I P

4

h o s t

sun % h o s t f t p . u u . n e t


f t p . u u . n e t

A

1 9 2 . 4 8 . 9 6 . 9

t c p d u m p

h o s t

h o s t

f t p . e e . l b l . g o v

sun % h o s t f t p . e e . l b l . g o v


f t p . e e . l b l . g o v

C N A M E e e . l b l . g o v

e e . l b l . g o v

A 1 2 8 . 3 . 1 1 2 . 2 0

1 4 - 1 5

t c p d u m p

14-15

f t p . e e . l b l . g o v

t c p d u m p

1

(c . n y s e r . n e t)

1 4 - 1 4

2

4

4

4

f t p . e e . l b l . g o v

4

4

I P

3

n s l . l b l . g o v

2

4

4

t c p d u m p

C N A M E

f t p . e e . l b l . g o v

e e . l b l . g o v
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C N A M E

L B L

F T P

f t p

f t p . e e . l b l . g o v

DNS

h o s t

C N A M E

I P

1 4 - 1 5

4

C N A M E

A

A

C N A M E

e e . l b l . g o v

I P

D N S

C N A M E

A

14.8 UDPTCP

D N S

U D P

T C P

5 3

D N S

U D P

T C P

t c p d u m p

U D P

T C

1

5 1 2

5 1 2

T C P

5 1 2

11 . 1 0

U D P

T C P

3

T C P

D N S

U D P

U D P

I n t e r n e t

T F T P

B O O T P

S N M P

D N S

D N S

14.9

D N S

Rlogin

R l o g i n

1 4 - 1 6

11

1)

I P

A

2)

3)

A

1

4)

R l o g i n

I P

5) Rlogin

R l o g i n

T C P

1 8

T C P

3
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Rlogin

R l o g i n

14-16 Rlogin

6) Rlogin

T C P

I P

P T R

1

7)

i n - a d d r . a r p a

8)

P T R

9)

P T R

F Q D N

10)

A

I P

g e t h o s t b y a d d r

1 4 . 5

R l o g i n

i n - a d d r . a r p a

11)

A

R l o g i n

T C P

I P

A

14.10

D N S

I n t e r n e t

D N S

I P

I P

D N S

D N S

i n - a d d r . a r p a

I P

14.1

DNS

D N S
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14.2

1 4 - 1 2

7 5

14.3

1 2 . 3

I P

I P

14.4

U D P

U D P

T C P

U D P

T C P

D N S

1 4 - 3

RFC 1035

14.5

I P

F T P

D N S

D N S

14.6

1 . 8

14.7

14.8

1 4 - 1 0

A

A

?


15

TFTP

15.1

T F T P ( Trivial File Transfer Protocol)

X

2 7

T C P

F T P

T F T P

U D P

T F T P

U D P

I P

T F T P

Bootstrap Protocol

T F T P

5 - 1

s u n

T F T P

s u n

R A R P

I P

T F T P

RFC 1350 [Sollins 1992]

2

T F T P

1 2

[Stevens 1990]

T F T P

T F T P

15.2

T F T P

R R Q

1 5 - 1

5

T F T P

1

2

T F T P

W R Q

0

1 5 - 1

A S C I I

n e t a s c i i

o c t e t

0

n e t a s c i i

A S C I I

C R / L F

o c t e t

8 bit

T F T P

( m o d e )

T F T P

1

T F T P

1

A C K

T F T P

2

T F T P

2

A C K

5 1 2

5 1 2

T F T P

5 1 2

TFTP

W R Q

TFTP

0

A C K

5 1 2

1

1

A C K

T F T P

2 0 . 3

T C P

T F T P
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IP

UDP

TFTP

IP

UDP

(1=RRQ)

(2=WRQ)

20

8

2


N



N


( 3 = d a t a)

2

2

0-512

( 4 = A C K)

2

2

( 5 = e r r o r)

2

2


N


15-1 5TFTP

T F T P

5

A S C I I

T F T P

U D P

T F T P

( s o r c e r e r ’s apprentice

s y n d r o m e )

12.2

[ S t e v e n s

1990]

)

U D P

T F T P

U D P

11 . 3

15.3

T F T P

b s d i

TFTP

s v r 4

TFTP

U n i x

9 1 4

T F T P

9 6 2

w c

4 8

4 8

U n i x

4 8

C R / C F
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T F T P

n e t a s c i i

1 5 - 2

15-2 TFTP

1

U D P

T F T P

6 9

t c p d u m p

T F T P

R R Q

1 9

U D P

2

7

1

0

8

n e t a s c i i

1

0

2

5 1 6

2

2

5 1 2

3

2

2

4

4 5 0

4 5 0

2

5 1 2

9 6 2

t c p d u m p

1

T F T P

2

5

T F T P

1

2

T F T P

U D P

6 9

R R Q

W R Q

1 0 7 7

1 5 - 2

11 0 6

t c p d u m p

s r v 4

1 0 7 7

T F T P

T F T P

1 0 - 6

R I P

5 1 2

U D P

T F T P

6 9

R R Q

W R Q

1 5 - 2

2

3

5

1 6 . 3

X

T F T P

15.4

T F T P

1 5 - 1

T F T P

T F T P

T F T P

U n i x
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T F T P

U n i x

/ t f t p b o o t

U n i x

T F T P

I D

I D

15.5

T F T P

T F T P

U D P

T C P

T F T P

U D P

U D P

T F T P

T F T P

2 7

F T P

15.1

Host Requirements RFC

TFTP

I P

15.2

T F T P

6 5 5 3 5

0

RFC 1350

15.3 T F T P

T F T P

T F T P

15.4

T F T P





16

BOOTP

16.1

5

I P

R A R P

I P

R A R P

1

I P

2

R A R P

R A R P

RARP

B O O T P

B O O T P

U D P

T F T P

1 5

RFC 951 [Croft and

Gilmore 1985]

B O O T P

RFC 1542 [Wimer 1993]

16.2 BOOTP

BOOTP

U D P

1 6 - 1

IP

UDP

IP

UDP

BOOTP/

20

8

300

16-1 BOOTP UDP

1 6 - 2

3 0 0

B O O T P

1

2

1

10 Mb/s

A R P

4 - 3

6

0

1 6 . 5

32 bit

I P

I P

0

I P

I P

I P

1 6 . 5

I P

U D P
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BOOTP

U D P

(1=,2=)

(1=)

(6)

IP

IP

IP

IP

300

(16

)

(64)

(128

)

(64)

16-2 BOOTP

B O O T P

1 6 . 6

B O O T P

1

I P

I P

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5

1 2 . 2

I P

0 . 0 . 0 . 0

I P

3 - 9

0 . 0 . 0 . 0

I P

B O O T P

BOOTP

6 7

BOOTP

6 8

BOOTP

6 8

B O O T P
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6 7

B O O T P

16.3

B O O T P

X

1 6 - 3

t c p d u m p

p r o t e u s

m e r c u r y

t c p d u m p

16-3 BOOTPX

1

0 . 0 . 0 . 0 . 6 8

2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 . 6 7

1 0 0

t c p d u m p

0 (

0
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)

2

I P

t c p d u m p

p r o t e u s

I P

m e r c u r y

I P

m e r c u r y

B O O T P

A R P

I P

w h o - h a s

p r o t e u s

I P

4 - 3

I P

0 . 0 . 0 . 0

0 . 5

A R P

0 . 5

3A R P

5

I P

I P

A R P

4 . 7

6

0 . 5

B O O T P

1

I P

I P

7

2

B O O T P

8

2

m e r c u r y

A R P

1 0

A R P

T F T P

1 2

2 4 6 4

T F T P

5 1 2

2463 + 224 = 1 261 280

X

1 6 - 3

T F T P

1 5 - 2

T F T P

T F T P

6 9

6 9

t c p d u m p

T F T P

T F T P

1 6 - 3

1 5 - 2

T F T P

TFTP

T F T P

T F T P

T F T P

T F T P

m e r c u r y

T F T P

1 6 - 3

9

1 261 280

140 000 bps

F T P

T F T P

X

T F T P

D N S

X

1 6 - 3

1 5

6

X

2 1

16.4 BOOTP

B O O T P

BOOTP

BOOTP

6 7

U D P

RARP

5 . 4

R A R P

B O O T P

B O O T P

(

1 6 - 2 )
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TFTP

BOOTP

U D P

I P

I P

U D P

U D P

BOOTP

I P

A R P

A R P

I P

R F C 9 5 1

Unix

i o c t l ( 2 )

A R P

a r p - s

4 . 8

I P

U D P

B O O T P

A R P

ARP

I P

B O O T P

ARP

A R P

B O O T P

16.5 BOOTP

5 . 4

R A R P

RARP

B O O T P

B O O T P

BOOTP

Unix BOOTP

F

relay mode

BOOTP

B O O T P

BOOTP

6 7

B O O T P

B O O T P

I P

B O O T P

I P

B O O T P

B O O T P

I P

1

RFC 951

3

B O O T P

B O O T P

B O O T P

B O O T P

16.6

1 6 - 2

6 4

RFC 1533 [Alexander and Droms

1993]

4

I P

9 9 . 1 3 0 . 8 3 . 9 9

(magic cookie)

1

0
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2 5 5

2 5 5

1

1 6 - 4

1

tag=1

len=4

1

1

4

tag=2

len=4

1

1

4

tag=3

len=N

IP

IP

1

1

4

4

N

14tag=4~17

1

16-4

4

1 9 0 0

1

1

0

U T C

4

I P

RFC 1533

1 4

D N S

I P

6

I P

R F C

1 6 - 3

I C M P

6 . 3

t c p d u m p

B O O T P

Host Requirements RFC

B O O T P

I C M P

6 4

D H C P
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T C P

1 7 - 2

T C P
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Te l n e t

n e t s t a t

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) t c p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 2 3 1 4 0 . 2 5 2 . 1 3 . 6 5 . 1 0 2 9 E S T A B L I S H E D

t c p 0 0 * . 2 3 * . * L I S T E N

2 3

1

E S TABLISHED

I P

I P

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

L I S T E N

Te l n e t

T C P

E S TA B L I S H E D

E S TA B L I S H E D

2 3

L I S T E N

s l i p

Te l n e t

Te l n e t

n e t s t a t

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) t c p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 2 3 1 4 0 . 2 5 2 . 1 3 . 6 5 . 1 0 3 0 E S T A B L I S H E D

t c p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 2 3 1 4 0 . 2 5 2 . 1 3 . 6 5 . 1 0 2 9 E S T A B L I S H E D

t c p 0 0 * . 2 3 * . * L I S T E N

E S TA B L I S H E D

2 3

Te l n e t
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s l i p

T C P

4

I P

I P

T C P

2 3

L I S T E N

E S TA B L I S H E D

S Y N

L I S T E N

s o l a r i s

3

Te l n e t

S L I P

s u n

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) t c p 0 0 1 4 0 . 2 5 2 . 1 . 2 9 . 2 3 1 4 0 . 2 5 2 . 1 . 3 2 . 3 4 6 0 3 E S T A B L I S H E D

t c p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 2 3 1 4 0 . 2 5 2 . 1 3 . 6 5 . 1 0 3 0 E S T A B L I S H E D

t c p 0 0 1 4 0 . 2 5 2 . 1 3 . 3 3 . 2 3 1 4 0 . 2 5 2 . 1 3 . 6 5 . 1 0 2 9 E S T A B L I S H E D

t c p 0 0 * . 2 3 * . * L I S T E N

E S TA B L I S H E D

I P

s u n

S L I P

1 4 0 . 2 5 2 . 1 . 2 9

18.11.2 IP

I P

I P

s o c k

I P

I P

L I S T E N

I P

s u n % s o c k - s 1 4 0 . 2 5 2 . 1 . 2 9 8 8 8 8

S L I P

1 4 0 . 2 5 2 . 1 . 2 9

n e t s t a t

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) t c p 0 0 1 4 0 . 2 5 2 . 1 . 2 9 . 8 8 8 8 * . * L I S T E N

s o l a r i s

S L I P

P r o t o R e c v - Q S e n d - Q L o c a l A d d r e s s F o r e i g n A d d r e s s ( s t a t e ) t c p 0 0 1 4 0 . 2 5 2 . 1 . 2 9 . 8 8 8 8 1 4 0 . 2 5 2 . 1 . 3 2 . 3 4 6 1 4 E S T A B L I S H E D

t c p 0 0 1 4 0 . 2 5 2 . 1 . 2 9 . 8 8 8 8 * . * L I S T E N

1 4 0 . 2 5 2 . 1 3

T C P

t c p d u m p

S Y N

1 8 - 2 1

R S T

18-21 IP

I P

T C P
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18.11.3 IP

11 . 1 2

U D P

I P

I P

RFC 793

A P I

I P

1 8 - 2 2

T C P

l p o r t

l o c a l I P

I P

T C P

1

I P

()

Local IP

Lport

18-22 TCPIP

18.11.4

T C P

T C P

1)

T C P

T C P

2)

( b a c k l o g )

0 ~ 5

0

5

5

3)

S Y N

T C P

BSD

1 8 - 2 3

S o l a r i s

2 . 2

18-23

T C P

T C P

S o l a r i s

B S D
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321

4)

T C P

1 8 - 2 3

T C P

S Y N

T C P

)

5)

T C P

S Y N

R S T

T C P

s o c k

- O

t c p d u m p

b s d i % s o c k - s - v - q 1 - O 3 0 5 5 5 5

- q 1

1

B S D

1 8 - 2 3

- O 3 0

3 0

3 0

s u n

4

1 8 - 2 4

t c p d u m p

1

1

S Y N

M S S

T C P

1 0 9 0

T C P

1 ~ 3

1 0 9 1

2

T C P

4 ~ 6

T C P

18-24

t c p d u m p
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7

1 0 9 2

8

1 0 9 3

3

4

T C P

S Y N

9, 10, 11, 12, 15

S Y N

4

3

S Y N

3 0

2 8 . 1 9

3 0

1

(

1

3

4

S Y N

1 5 ~ 1 7

4

1 0 9 3

3 0

T C P

1 0 9 0

1 0 9 1

1 0 9 0

1 0 9 1

T C P

SunOS 4.13

T C P

S Y N

R S T

T C P

S Y N

T C P

S Y N

T C P / I P

T C P

S Y N

I P

T C P

A P I

T L I

1 . 1 5

T C P

O S I

T C P

Solaris 2.2

T C P

t c p _ e a g e r _

l i s t e n e r s

E . 4

T C P

T C P

I P

F I N

R S T

18.12

T C P

4

t c p d u m p

T C P







198

 TCP/IP1


T C P

T C P

T C P

T C P

T C P

4

I P

I P

T I M E _ WA I T

T C P

M S L

18.1

1 8 . 2

I S N

1

0 . 5

6 4 0 0 0

I S N

0 0 1

1 8 - 3

I S N

5 2 1

?

18.2

1 8 - 1 5

1 2

T C P

1 3

1 8 - 1 6

8

T C P

1 0

1

1

2

2

18.3

18.4

s o c k

2 M S L

18.5

1 8 . 6

2 M S L

s o c k

d a y t i m e

2 M S L

18.6

1 8 . 6

F I N _ WA I T _ 2

11

C L O S E D

C L O S E _ WA I T

F I N

1 2

T C P

F I N

18.7

18.8

1 8 - 6

A R P

A R P

s v r 4

b s d iA R P

A R P

18.9

t c p d u m p

1 8 - 1 3
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18.10

1 8 - 4

F I N

A C K

F I N

3

1 8 . 11

1 8 - 1 6

R S T

2 6 3 6 8 0 0 2 ?

18.12 TCP

M T U

18.13

1 4 . 1 6

D N S

T C P

U D P

18.14

M S L

1 2 0

18.15

RFC 793

T I M E _ WA I T

F I N

18.16

RFC 793

T I M E _ WA I T

R S T

18.17

Host Requirements RFC

T C P

18.18

1 - 8

T C P
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19.1

T C P

T C P

T C P

[Caceres et al. 1991]

T C P

F T P

U s e n e t

Te l n e t

R l o g i n

9 0 %

1 0 %

f u l l - s i z e d

5 1 2

Te l n e t

R l o g i n

9 0 %

1 0

T C P

R l o g i n

N a g l e

Te l n e t

19.2

R l o g i n

T C P / I P

R l o g i n

4

1

2

3

4

1 9 - 1

2

3

19-1

R l o g i n

2 6

Te l n e t

1 9 - 2

5

d a t e \ n

B S D / 3 8 6

R l o g i n

TO S
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1

d

2

1 9 - 1

3

a

4 ~ 6

t

7 ~ 9

1 0 ~ 1 2

e

3 ~ 4

6 ~ 7

9 ~ 1 0

1 2 ~ 1 3

1 3 ~ 1 5

R E T U R N

U N I X

C R / L F

1 6

d a t e

3 0

2 8

C R / L F

7

1 8

svr4 %

1 9

7

19-2 Rlogindate

T C P

1

0

2

1

1

2

1

3

2

19.3

1 9 - 2

1 9 - 3

1 9 - 2

b s d i

s r v 4

7

A C K

A C K

T C P

A C K

A C K

A C K

200 ms

T C P

200 ms

b s d i

A C K

1 2 3 . 5
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6 5 . 6

1 0 9 . 0

1 3 2 . 2

4 2 . 0

1 4 0 . 3

195.8 ms

A C K

0

1 3 9 . 9

5 3 9 . 3

9 4 0 . 1

1 3 3 9 . 9

1 7 3 9 . 9

1 9 4 0 . 1

2140.1 ms

1 9 - 3

200 ms

T C P

200 ms

200 ms

16.4, 474.3, 831.1

T C P

200 ms

1~200 ms

()

19-3 rlogindate

s v r 4

1 6 . 5

1 6 . 3

1 6 . 5

1 6 . 4

17.3 ms

200 ms

A C K

16 ms

200 ms

A C K

1 8 - 7

500 ms

T C P
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200 ms

500 ms

T C P

1~200 ms

1~500 ms

Host Requirements RFC

T C P

A C K

500 ms

19.4 Nagle

,

R l o g i n

4 1

2 0

I P

2 0

T C P

1

t i n y g r a m

RFC 896 [Nagle 1984]

N a g l e

T C P

T C P

2 2 . 3

1 9 - 3

1 6

m s

6 0

RT T

s l i p

v a n g o g h . c s . b e r k e l e y . e d u

R l o g i n

S L I P

I n t e r n e t

1 9 - 4

1 9 - 4

1 9 - 3

s l i p

v a n g o g h

A C K

1

1

2

1

2

2

3

1

3

N a g l e

1 6

9

1 6

1 4

1 5

N a g l e

5 4

1 4

1 2

1 3

1 5

5 6

1 3

N a g l e

1 9 - 4

A C K

A C K

1 2

A C K

3

1 8 ,

1 9

2 0

3

ACK 21

5 9

T C P

3
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R l o g i n

T C P

T C P

T C P

8 1 8 98 1 9 2

19-4

s l i p

v a n g o g h . c s . b e r k e l e y . e d u

r l o g i n

19.4.1 Nagle

N a g l e

X

3 0 . 5

A S C I I

( e s c a p e )

T C P

A S C I I

E S C

200 ms

API

T C P _ N O D E L A YNagle

Host Requirements RFC

T C P

N a g l e
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19.4.2

N a g l e

s l i p

v a n g o g h . c s . b e r k e l e y . e d u

R l o g i n

F 1

3

e s c a p e

M

F 2

3

1 9 - 5

t c p d u m p

F1

F2

19-5 Nagle

1 9 - 6

6

8

F1

F2

F2

F1

F1

F2

19-6 19-5Nagle
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r l o g i n

1

T C P

1

F 1

3

1

2

2

3

4

5

1

2

2

A S C I I

2

M

6 ~ 1 0

5

1 0

s l i p

200 ms

A C K

N a g l e

r l o g i n

1 9 - 7

t c p d u m p

F1

F2

19-7 RloginNagle

1 9 - 8

1 9 - 7

t c p d u m p

1

3

1

2

3

N a g l e

t c p d u m p

4

5

4

A C K

5

2

6

1 9 - 8

2

3

4

3

5

2

T C P

2

3

4

2

3

6

4

2 2 . 11
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N a g l e

3

8

9

1 0

8

11

9

1 0

1 2

N a g l e

2 1

F1

F2

F2

F1

F1

F2

19-8 19-7Nagle

19.5

1 9 - 4

s l i p

4 0 9 6

v a n g o g h

8 1 9 2
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5

4 0 9 5

T C P

R l o g i n

4 0 9 4

8 1 9 2

T C P

A C K

T C P

A C K

T C P

R l o g i n

4 0 9 6

19.6

R l o g i n

Te l n e t

R l o g i n

N a g l e

N a g l e

19.1

T C P

8

1 2

8

1 2

2 0

19.2

1 9 - 4

s u n

t c p d u m p

b s d i

b s d i

s l i p

s l i p

3 4 . 8

2 6 . 7

3 0 . 1

2 8 . 1

2 9 . 9

35.3 ms

s u n

s l i p

9600 b/s

C S L I P

2 . 1 0

19.3

N a g l e

1 9 - 6

N a g l e

1 9 - 8


20

TCP

20.1

1 5

T F T P

T C P

T C P

P U S H

T C P

20.2

s v r 4

8 1 9 2

b s d i

b s d i

s o c k

b s d i %


s o c k - i - s 7 7 7 7


- i

- s

s i n k

7 7 7 7

s v r 4 %


s o c k - i - n 8 b s d i 7 7 7 7


8

1 0 2 4

2 0 - 1

3

M S S

3

4 ~ 6

7

2 0 4 8

3 0 7 3

7

A C K

2 0 4 8

3 0 7 3

I P

4

5

6

I P

I P

T C P

T C P

4

T C P

5

T C P

2 0 4 8

A C K

7

T C P

6

9

3 0 7 3

A C K

8

8

3 0 7 2

T C P

1 0 2 4

11 ~ 1 6

11

1 2

1 3

I P

11

1 2

A C K

1 4

1 3

1 5
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20-1

s v r 4 8192

b s d i

7

1 4

1 6

A C K

T C P

T C P

A C K

1

2 0 4 8

1 0 2 4

t c p d u m p

T C P

T C P

T C P

T C P

2 0 - 2

2 0 - 1

3 0 7 3

A C K

4 0 9 7

A C K

4

A C K

7

1 0

1 2

1 5

2 0 4 8
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1 0 2 4

1 0 2 4

A C K

1 7

F I N

A C K

1 7

2 0 - 1

1 6

1 8

20-2

s v r 4

b s d i 8192

2 0 - 3

S p a r c

8 0 3 8 6

4

b a c k - t o - b a c k

A C K

A C K

8

0

T C P

A C K

17.4 ms

4 0 9 6

A C K

4

1 0 ~ 1 3

1 3

P U S H

F I N

A C K

4 0 9 6

4 0 9 7

8 1 9 2

F I N

8 1 9 2
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20-3 8192

20.3

2 0 - 4

ASAP

20-4 TCP

1

11

o ff e r e d

w i n d o w

4

9

3

6

1 7
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1)

2)

T C P

3)

Host Requirements RFC

T C P

2 2 . 3

2 0 - 5

A C K

A C K

20-5

2 0 - 6

2 0 - 1

2

4,5,6

7

7

8

8

9

1 0

10

11,12,13

1 4

14

15

1 6

20-6 20-1

1)

2)
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3)

7

8

4)

A C K

A C K

20.4

T C P

4 . 2 B S D

2 0 4 8

4 . 3 B S D

4 0 9 6

SunOS 4.1.3

B S D / 3 8 6S V R 44 0 9 6Solaris 2.2

4 . 4 B S D

AIX3.2819216384

A P I

[Mogul 1993]

4 0 9 6

1 6 3 8 4

4 0 %

[ P a p a d o p o u l o s

Parulkar 1993]

2 0 . 7

s o c k

b s d i % s o c k - i - s - R 6 1 4 4 5 5 5 5


6 1 4 4

- R

s u n

8 1 9 2

s u n % s o c k - i - n 1 - w 8 1 9 2 b s d i 5 5 5 5


2 0 - 7

2

6 1 4 4

6

4 ~ 9

1 0

1

6 1 4 4

2 0 4 8

2 0 4 8

11

1 2

F I N

1 3

1 0

1 4

2 0 4 8

F I N

1 5

1 6

1 7

1 8
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20-7 6144

20.5 PUSH

T C P

P U S H

P U S H

T C P

T C P

T C P

P U S H

P U S H

1 9 . 1

1 2

P U S H

T C P

P U S H

T C P

T C P

P U S H

A P I

T C P

P U S H

P U S H

T C P

P U S H

P U S H
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P U S H

TCP

A P I

T C P

P U S H

PUSH

P U S H

2 0 - 1

8

4 ~ 6

9

11 ~ 1 3

1 5

P U S H

1

8

1 0 2 4

2 0 - 7

1 2

P U S H

1

7

P U S H

8 1 9 2

4 0 9 6

2 0 - 7

1 4

1 5

1 6

2 0 - 3

A C K

0

0

A C K

2 0 - 7

0

2 0 4 8

A C K (

1 5

1 6 )

1 5

1 6

F I N

T C P

2 0 4 8

M S S

1 0 2 4

5 0 %

2 0 4 8

4 0 9 6

2 2 . 3

P U S H

2 0 - 3

4

4 ~ 7

T C P

I P

T C P

4 0 9 6

T C P

4 0 9 6

9

T C P

4

1 3

P U S H

20.6

[Jacobson 1988]

T C P

T C P

(slow start)

T C P

(congestion window)

c w n d
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T C P

1

A C K

c w n d

A C K

A C K

1

2

A C K

4

T C P

2 0 - 8

s u n

v a n g o g h . c s . b e r k e l e y . e d u

S L I P

T C P

20-8

5 1 2

A C K

A C K

716 ms

2

5

A C K

3

3

A C K

2

2 1 . 6
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20.7

T C P

2 0 - 9

T C P

1 6

1, 2, 3,

A C K

A C K

20-9 0~15

0

1

1, 2

3

4

5

6

7

A C K

8

RT T

R o u n d - Trip T i m e

A C K

I P

T C P

A C K
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7 . 2

24-6

A C K

89

23

2

1 21 3

A C K

A C K

T C P

( s e l f - c l o c k i n g )

A C K

A C K

ACK

2 0 - 1 0

1 6

2

A C K

2

4

4

1 6 ~ 1 9

1

A C K

2 3

4

A C K

4

8

2 4 ~ 3 1

8

20-10 16~31
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3 1

( p i p e )

A C K

20.7.1

8


c a p a c i t y
 (bit) = b a n d w i d t h
 (b/s)


ro u n d
 - trip time
 ( s )

RT T

RT T

60 ms

T 1

1 544 000 b/s

11 580

2 0 . 4

T 3

45 000 000 b/s

337 500

T C P

6 5 5 3 52 4 . 4

T C P

T C P

T11 544 000 b/s193bit

1

1 536 000 b/sT3

44 736 000 b/s

44 210 000 b/s

1.544 Mb/s

45 Mb/s

2 0 - 11

RT T

2 0 - 11

RT T

8

4

2 0 - 1 2

RTT

20-11 RTT

20-12

2 0 - 1 2

4

20.7.2
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2 0 - 1 3

9 ~ 2 0

A C K

R 1

R2

R 3

R 4

20-13

R 1

R 1

R 3

R 2

R 4

R 2

2 0 - 1 3

1 ~ 2 0

2 0

A C K

2 0

2 1 . 6

20.8

T C P

( u rgent mode)

T C P

1 7 - 2

U R G

1

1 6 b i t

T C P

T C P

Host Requirements

RFC
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Host Requirements RFC

T C P

T C P

T C P

T C P

U R G

T C P

(out-of-band data)

T C P

T C P

T C P

A P I

TCP

Te l n e t

R l o g i n

2 6

F T P

2 7

Te l n e t

R l o g i n

T C P

0

T C P

U R G

T C P

Te l n e t

2 5 5

T C P

b s d i

s o c k

1 0

- P

b s d i %


s o c k - i - s - P 1 0 5 5 5 5


s u n

8 1 9 2

- S

6

1 0 2 4

- n

- U 5

5

1
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A C K

A C K

A C K

A C K

A C K

1 ~ 2

A C K

3

3

A C K

2 1 . 5

2 1 - 7

3

A C K

A C K

3

67, 69

7 1

A C K

A C K

1)

3

A C K


s s t h re s h



c w n d



c w n d



s s t h re s h


3

2)

A C K


c w n d


1

1


c w n d


3)

A C K


c w n d



s s t h re s h


1

A C K

1

A C K

1

A C K


c w n d



s s t h re s h


4.3BSD Ta h o e

4.3BSD Reno

21.8 ()

t c m d u m p

2 1 . 4


c w n d



s s t h re s h


M S S

2 5 6


c w n d



s s t h re s h


2 5 6

6 5 5 3 5

A C K


c w n d


M S S

512, 768, 1024, 1280

2 1 . 4

4

S Y N

2 1 - 5

3

2 1 - 6















238

 TCP/IP1


2 1 - 9

S Y N

7


c w n d



s s t h re s h


2 1 - 2

A C K

t c p d u m p

1 : 2 5 7 ( 2 5 6 )

1 ~ 2 5 6

S Y N


s s t h re s h


5 1 2

2


c w n d


1

2 5 6

S Y N

A C K

ACK 257


c w n d



s s t h re s h



c w n d


2 5 6

ACK 513

ACK 769


c w n d



c w n d


1 / c w n d


8 8 5

ACK 1025

9 9 1

2 5 6 / 8

(21-2)

21-9


c w n d


2 1 - 6

1 0

1

2 1 - 1 0

2 1 - 6


c w n d



c w n d


6

2 1 - 9








21



TCP
 
239



3

3

A C K

1

2 1 . 7


s s t h re s h


A C K


c w n d


A C K

1

T C P

2 0 - 9

2 1 - 1 0


c w n d



s s t h re s h


2 1 - 7

()


cwnd
 (100)

(

)

21-10 cwnd


(21-7)

21-11


c w n d


2 1 - 9

1 2

1 0 8 9

2 1 - 11

5 8

2 4 2 6


s s t h re s h


5 1 2

2

A C K

6 0

6 1


c w n d


2 1 - 1 0

3

A C K


s s t h re s h





240

 TCP/IP1



c w n d



c w n d



s s t h re s h


A C K

1 0 2 4

3

2 5 6

5

A C K

64~66, 68

7 0


c w n d


1

A C K

7 2


c w n d



s s t h re s h


1 0 2 4


c w n d



s s t h re s h



c w n d


1 2 8 0

A C K

2 1 - 11


c w n d



s s t h re s h


1 3 6 3

6 6

6 8

7 0

A C K

6 4

6 5

A C K


c w n d


6 5


c w n d


2 0 4 8

2 3 0 4

9

46, 48, 50, 52, 54, 55, 57, 59

6 3

6 5


c w n d


2 3 0 4

6 6


c w n d


2 5 6 0

1

6 8


c w n d


2 8 1 6

2 5 6 0

1

7 0

2 1 - 1 0

1 4 . 3

3

A C K

A C K


c w n d


1 0 2 4

2 1 - 1 0

2 1 . 1

A C K

3

A C K


c w n d


3

1 2 8 0


c w n d


3 6 1 5

21.9

T C P

T C P

RT T

1 6

1 6

RT T

RT T

5 %

r o u t e ( 8 )

M T

2 0 . 7

21.10 ICMP

T C P

I C M P

T C P

I C M P

•


c w n d


1


s s t h re s h


•





21



TCP
 
241



I C M P

T C P

2 1 - 1

T C P

9

I C M P

I C M P

B S D

I C M P

S L I P

I C M P

s l i p

a i x

S L I P

s u n

n e t b

S L I P

s u n

9 . 2

s u n

1 4 0 . 2 5 2 . 1

I P

I C M P

T C P

I C M P

s l i p

sock

SLIP

SLIP

SLIP

TCP

2 1 - 1 2

b s d i

t c p d u m p

a i x

test line

1

2

3

S L I P

another line

3

T C P

6

4 ~ 1 3

1

4

s u n

I C M P

s l i p

I P

b s d i

s u n

s u n

S L I P

1 4

1 5

a i x

1 6

T C P

I C M P

1

2 . 5

2

5

4

1 0

8

2 0

1 4

4 0

3

line number 3

1 7

1 8

1 9






242

 TCP/IP1


SLIP

SLIP

SLIP

14

21-12 TCPICMP

I C M P

T C P

S L I P

the last line

T C P

1 3

3 0 ~ 4 3

s o c k

U n i x

I C M P

6 - 1 2

T C P

I C M P

2 2 ~ 4 6

6 ~ 1 4

3

1 7 ~ 1 9

T C P

3

6, 12, 24, 48

6 4






21



TCP
 
243



21.11

T C P

T C P

M S S

T C P

s o c k

3

2

3

b s d i %


s o c k s v r 4 d i s c a r d



h e l l o t h e r e



l i n e n u m b e r 2



and 3


2

2 1 - 1 3

t c p d u m p

3

21-13 TCP

1

2

hello there

A C K

line number 2

1 4

3

4

5

6

and 3

6

2 0

A C K

9

2 0

21.12

T C P

1

S Y N

T C P

RT T

RT T

K a r n

RT T



244

 TCP/IP1


3

T C P

TCP RT T

I C M P

T C P

T C P

I C M P

T C P

21.1

2 1 - 5

1

6

2

1 2

S Y N

1 2

21.2

2 1 - 5

4 - 5

6

2 4

4 8

S V R 4

6, 12, 24

4 8

21.3

T C P

T F T P

3 5

2 1 - 6

3 2 7 6 8

RT T

1 . 5

2 1 - 4

T F T P

21.4

2 1 . 7

A C K

2 1 . 5

1

A C K

A C K

21.5

2 1 - 6

2 8 . 8

2 9 . 8

21.6

2 1 . 6

4.3BSD Ta h o e

E

21.7

2 0 . 2

T C P

2 1 -

2

21.8

p e r- r o u t e


22

TCP

22.1

T C P

0

0

2 0 - 3

9

8

T C P

A C K

9

A C K

T C P

A C K

T C P

A C K

0

(persist timer)

( w i n d o w

p r o b e )

22.2

s o c k

- P

s v r 4 %


s o c k - i - s - P 1 0 0 0 0 0 5 5 5 5


100 000

2 7 . 8

b s d i

5 5 5 5

1 0 2 4

2 2 - 1

t c p d u m p

1 ~ 1 3

9 2 1 6

4 0 9 6

4 0 9 6

9 2 1 6

S V R 4

T C P

(stream subsystem)

1 3

4

0

T C P

9 2 1 6

0

1







246

 TCP/IP1


1 4

4 . 9 4 9

1 6

4 . 9 9 6

6, 12,

24, 48

6 0

22-1 0

5

6

1 2

2 4

4 8

6 0

T C P

500 ms

4 ms

5 0 0

4 ms

T C P

1 . 5

2

3

4

6

8

1 2

5 ~ 6 0

2 2 - 1

9 2 1 7

T C P

0

A C K

9 2 1 6

2 1

T C P

6 0

22.3

T C P

S W S


22



TCP
 
247



(Silly Window Syndrome

[Clark 1982]
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2 5 . 1 7 0

A C K

1 6 4 . 5

1 8 . 5

1 8 . 7

1 8 . 8

1 9 8 . 3

1 8 . 5

19.1 ms

22.2

2 2 - 3

2 5 . 1 7 4

7 6 7

7 6 8

1
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TCP

23.1

T C P / I P

T C P

T C P

T C P

1 0 . 7

B G P

3 0

T C P

T C P

Host Requirements RFC

3

(1)

2

3

T C P

T C P

R l o g i n

Te l n e t

T C P / I P

Te l n e t

1 8 - 1 6
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23.2

2 9

N F S

T C P

2 6

Te l n e t

R l o g i n

4

1)

T C P

2

2)

T C P

7 5

1 0

7 5

3)

4)

2

T C P

4

2

T C P

F I N

F I N

T C P

1

T C P

2

3

4

T C P

2

3

4

I C M P

4

E

Host Requirements RFC
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23.3

2

3

4

23.3.1

•

b s d i

s o c k

s v r 4

- K

•

•

T C P

2

T C P

•

•

1 0

7 5

b s d i %


s o c k - K s v r 4 e c h o


- K



h e l l o , w o r l d


h e l l o , w o r l d

4

r e a d e r r o r : C o n n e c t i o n t i m e d o u t

6

1 0

2 3 - 1

t c p d u m p

23-1

1

2

3

Hello, world

4

7 2 0 0

6

T C P

A R P

A R P

6

7

7

8
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6

1 0

1

1 4

1 3

t c p d u m p

S Y N

F I N

R S T

T C P

1 4

4 . 2 B S D

4.3BSD

4.2BSD

T C P

A R P

7 5

1 0

T C P

23.3.2

b s d i %


s o c k - K s v r 4 e c h o


- K



h i , t h e r e


h i , t h e r e

r e a d e r r o r : C o n n e c t i o n r e s e t b y p e e r

2 3 - 2

t c p d u m p

23-2

9

1 ~ 3

1

23.3.3

1 0
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s l i p

S L I P

v a n g o g h . c s .

b e r k e l e y . e d u

b s d i %


s o c k - K v a n g o g h . c s . b e r k e l e y . e d u e c h o



t e s t i n g


t e s t i n g

S L I P

r e a d e r r o r : N o r o u t e t o h o s t

2 3 - 3

b s d i

t c p d u m p

14

23-3

1 ~ 3

1

4

5

s u n

n e t b

S L I P

6

s u n

I C M P

2 1 . 1 0

s l i p

T C P

I C M P

9

7 5

6 - 1 2

I C M P

23.4

4

23.1

23.2


24

TCP

24.1

T C P

1200 b/s

S L I P

8 0

9 0

T C P / I P

T C P

T 2

F D D I

T C P

T C P

T C P

M T U

T C P

T C P

5 3 6

M T U

(long fat pipe)

T C P

T C P

T C P

6 5 5 3 5

T C P

RT T

RFC 1323 [Jacobson, Braden, and Borman 1992]

T / T C P

T C P

T / T C P

4

RT T

M T U

T / T C P

T C P

I C M P

M T U

T C P

24.2 MTU

2 . 9

M T U

M T U

M T U

I P

D F

I P

11 . 6

I P

D F

M T U

I C M P

11 . 7

t r a c e r o u t e

M T U

11 . 8

U D P

M T U

R F C

1191 [Mogul and Deering 1990]

T C P

Solaris 2.xMTU






24



TCP
 
257



T C P

M T U

T C P

M S S

M T U

M T U

T C P

M S S

M S S

5 3 6

2 1 . 9

M T U

T C P

I P

D F

D F

11 . 6

I C M P

I C M P

T C P

I C M P

M T U

I P

T C P

I C M P

M T U

2 - 5

I C M P

M T U

M S S

M T U

RFC 11 9 1

1 0

11 . 8

Solaris 2.2

3 0

M S S

5 3 6

M T U

M T U

5 7 6

M T U

M T U

M T U

5 7 6

5 3 6

M T U

M S S

M T U

I P

T C P

E

M S S

24.2.1

M T U

M T U

M T U

2 4 - 1

512

tcpdump

TCP

24-1 MTU

s o l a r i s

M T U

s l i p

U D P

M T U

11 - 1 3

s l i p

M T U

5 5 2

2 9 6

s l i p

5 1 2

M S S

b s d i

S L I P

M T U

2 9 6

2 5 6

T C P

s o l a r i s

M T U

s o l a r i s

s o c k

s l i p

5 1 2
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s o l a r i s %


s o c k - i - n 1 - w 5 1 2 s l i p d i s c a r d


2 4 - 2

s u n

S L I P

t c p d u m p

24-2 MTU

t c p d u m p

1

2

M S S

s o l a r i s

5 1 2

S Y N

3

1 8 . 9

S Y N

4

I C M P

b s d i

M T U

I C M P

s o l a r i s

F I N

5

s l i p

b s d i

5 1 2

5 1 3

6

1

I C M P

s o l a r i s

s o l a r i s

2 5 6

7

9

5 1 2

b s d i

M T U

D F

1 5

5 1 2

2 5 6

s o l a r i s

24.2.2

[Mogul 1993, 15.2.8

]

[Bellovin 1993]

4

8 1 9 2

T 1

1

544 000b/s

4 0 9 6

2 4 - 3

I P

I P

R 1

R 4

4
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8 1 9 2

24-3 44096

(4096+40

)

8 b/

=21.4 ms/

1 544 000 b/s

(

T C P

I P

4 0

)

1

4

8 5 . 6

2

4 2 . 8

2 4 - 4

1 6

5 1 2

24-4 416512

( 5 1 2

+ 4 0

) 8 b/

=2.9 ms/

1 544 000 b/s

1 8

2 . 9

=52.2 ms

2

5.8 ms

[Bellovin 1993]

24.3

2 0 . 7


c a p a c i t y
 (b) = b a n d w i d t h
 (b/s)


ro u n d
 - t r i p t i m e
 ( s )

T C P

2 4 - 5
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(b/s)

RTT(ms)

()

T1

T1

T3

gigabit

24-5

Long Fat Network

L F N

e l e f a n ( t ) s

L F N

T C P

2 0 - 11

2 0 - 1 2

RT T

1) T C P

16 bit

6 5 5 3 5

2 4 - 5

2 4 . 4

2)

L F N

2 1 . 7

RT T

RFC 1072 [Jacobson and Braden 1988]

S A C K

RFC 1323

T C P

3)

2 1 . 4

T C P

RT T

RT T

L F N

RT T

2 4 . 5

4) T C P

32 bit

I PT T L

I P

2 5 52 5 51 8 . 6

M S L

M S L

2

2 4 0

2 M S L

1 8 . 6

M S L3 0

L F N

T C P

4 294 967 296


N



N


M S L

M S L

6 0

T 3

45 Mb/s

1 2

F D D I

100 Mb/s

5

1000 Mb/s

3 4
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2 4 . 6

T C P

PAW S

(Protection Against Wrapped Sequence numbers)

4 . 4 B S D

[Partridge 1994]

[Kleinrock 1992]

1 0 0

30 ms

2 4 - 6

T 1

1 544 000 b/s

1 Gb/s


x


y

1 0 0

994 210

5 790

1 544 000 b/s

30 ms

8 ms

1Gb/s

1 000 000

24-6 30 ms100

2 4 - 6

30 ms

30 ms

1

T 1

5 790

994 210

3 750 000

2 5

1

8 ms

T 1

5 . 2 11

T 3

45 000 000 b/s

0 . 2 0 8

2 9

2 5

0 . 0 3 8

30 ms

8 ms

2000 Mb/s

0.304 ms

30 ms

4 m s

1 0







262

 TCP/IP1


24.4

T C P

16 bit

32 bit

T C P

T C P

1 6 b i t

1 6 b i t

( s c a l i n g

o p e r a t i o n )

T C P

32 bit

1 8 - 2 0

0

1 4

1 4

1 073 725 440

6 5 5 3 5

21 4

S Y N

S Y N

S Y N

S Y N

0

Host Requirements RFC

T C P

S Y N

T C P

1 8 - 2 0


S



R


16 bit


R


32 bit


S


T C P

16 bit

T C P

2 0 . 4

4 . 4 B S D

v a n g o g h . c s . b e r k e l e y . e d u

s o c k

T C P

1

128 000

2

220 000

2 4 - 7

t c p d u m p

2

8
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24-7

1

v a n g o g h

6 5 5 3 5

1

128 000

S Y N

1

v a n g o g h

131 070

6 5 5 3 52

1

12 8000

b s d i

S Y N

2

v a n g o g h

6 5 5 3 5

2

v a n g o g h

2

262 140

6 5 5 3 5

22

220 000

24.5

A C K

RT T

A C K

T C P

A C K

RT T

8

RT T

RFC 1323

3 . 1

RT T

RT T

RT T

8

1 / 81 0 0

1 / 1 0 0

RT T

1 8 - 2 0

1

32 bit

T C P

2 0

3 2
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RFC 1323

1

1

1

4.4BSD0500 ms1

2 4 - 71

11

8 9

500 ms

44.4

S Y N

S Y N

T C P

A C K

A C K

1) TCP

A C K


t s re c e n t


A C K


l a s t a c k


2)


l a s t a c k



t s re c e n t


3)


t s re c e n t



l a s t a c k


1)

A C K

1 ~ 1 0 2 4

1 0 2 5 ~ 2 0 4 8

ACK 2049

A C K

1 ~ 1 0 2 4

1

A C K

2)

3

1 0 2 4

1 ~ 1 0 2 4

1

2 0 4 9 ~ 4 0 7 2

3

1 0 2 5 ~ 2 0 4 8

2

A C K

1

ACK 1025

A C K

1

ACK 1025

A C K

2

ACK 3073

3

RT T

A C K

3

A C K

2

2

3

RT T

RT T
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24.6 PAWS

T C P

1

23 0

6 5 5 3 5

21 4

21 6

21 4

1

2 4 - 8

6

1 0

G

1 073 741 824

t c p d u m p


J : K



J



K
 - 1

24-8 616

32 bit

D

E

B

E

M S L

T T L

2 4 - 8

32 bit

E

2

5

6

PAW S

PAW S

1

24.7 T/TCPTCP

T C P

( t r a n s a c t i o n )

1)

2)

RT T

S P T

RTT (Round-Trip Ti m e )

SPT (Server Processing Ti m e )

3)

1 4

D N S
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T C P

U D P

T C P

U D P

U D P

T C P

T / T C P

RFC 1379 [Braden 1992b]

[ B r a d e n

1 9 9 2 c ]

T C P

7

1 8 - 1 3

1

S Y N

F I N

2

RT T

S P T

S Y N

F I N

T C P

T C P

T I M E _ WA I T

2 M S L

1 8 . 1 4

2 6 8

T C P

WA I T _ T I M E

T / T C P

1)

32 bit

CC (Connection Count)

C C

1

2)

T / T C P

T C P

C C

6

32 bit

C C

3)

C C

S Y N

4)

S Y N

C C

C C

C C

S Y N

C C

C C

T C P

5)

S Y N

S Y N

A C K

C C E C H O

C C

6)

S Y N

C C

C C

RT T

T I M E _ WA I T

T I M E _ WA I T

T I M E _ WA I T

8


RTO


2 1 . 3

1)

S Y N

F I N

C C

T C P

C C

C C

2)

S Y N

F I N

F I N
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A C K

C C

C C

C C E C H O

T C P

F I N

A C K

S Y N

F I N

T C P

3)

F I N

A C K

S Y N

F I N

RT T

S P T

T C P

•

S Y N

A C K

2

S Y N

A C K

•

S Y N

T / T C P

• A P I

F I N

F I N

•

M S S

1

M S S

5 3 6

M S S

C C

•

T / T C P

4 0 9 6

•

3

RT T

RT T

RT T

2 1 . 9

T / T C P

T C P

V M T P

Versatile Message Tr a n s a c t i o n

P r o t o c o l

RFC 1045 [Cheriton 1988]

T / T C P

V M T P

I P

V M T P

ACK

24.8 TCP

()

(

8 0

T C P

100 000~200 000

IP

[Stevens 1990]

1 7 . 5

TCP

CRC

800 000

(9.6ms)

10 Mb/s

24-9

T C P

[ Wa r n o c k
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1 9 9 1 ]

2 4 - 9

A C K

C R C

9 . 6 m s

10 Mb/s

1 2

A C K

21460 B

10 000 000 b/s


throughput
 =

=1 555 063 B/S

221538 B+84 B

8 b/B

T C P

6 5 5 3 5

4 4

1 4 6 0

A C K

221460 B

10 000 000 b/s


throughput
 =

=1 183 667 B/S

221538 B+84 B

8 b/B

A C K

A C K

[ Warnock 1991]

1 075 000

/

9 0

F D D I

100 Mb/s

[Schryver 1993]

F D D I

T C P

80 Mb/s~90 Mb/s

[Borman 1992]

Gray Y- M P

800 Mb/s

H I P P I

781 Mb/s

Gray Y- M P

907 Mb/s

[Borman 1991]

1)

2)

T C P

[Dalton et al. 1993]

[Partridge and Pink 1993]

U D P

U D P

3 0

3)

2 4 . 4

1 4

1.073

RT T

T C P

T C P

[Partridge and Pink 1993]

24.9

T C P

M T U

T C P
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M T U

M T U

T C P

5 3 6

T C P

6 5 5 3 5

1

PAW S

T C P

T C P

T / T C P

/

T I M E _ WA I T

S Y N

F I N

T C P

T C P

T C P

1

24.1

S Y N

0

24.2

2 4 - 7

b s d i

v a n g o g h

3

16 bit

2

1 3

24.3

24.4

M S L

2

?

24.5 PAW S

T C P

PAW S

2 M S L

(

T I M E _ WA I T

)

24.6

2 4 . 4

s o c k

I P

24.7

M S S

1 0 2 4

2 4 . 8

24.8

K a r n

2 1 . 3

24.9

T C P

S Y N

2 4 . 7

T C P

?

24.10

2 4 . 7

T / T C P

F I N

RT T

S P T

2 4 . 11

T / T C P


RTO


0 . 5

1 8 . 1 4

24.12

T / T C P


25

SNMP:

25.1

T C P / I P

m a n a g e r

X

T C P / I P

( a g e n t )

(

)

I C M P

IP TTL

6 4

T C P / I P

3

1)

M I B

Management Information Base

RFC 1213 [McCloghrie and Rose 1991]

M I B

M I B - I I

2)

M I B

S M I

S t r u c t u r e o f

Management Information

RFC 1155 [Rose and McCloghrie 1990]

S M I

0~4 294 967 295

0

3)

S N M P

Simple Network

Management Protocol

RFC 1157 [Case et al. 1990]

S N M P

S N M P

U D P

R F C

S N M P

SNMP v1

S N M P

1 9 9 3

S N M P

R F C

R F C

S N M P

S N M P

SNMP v2

2 5 . 1 2

I P

U D P

T C P

25.2

S N M P

5
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1) g e t - r e q u e s t

2) g e t - n e x t - r e q u e s t

n e x t

3) s e t - r e q u e s t

4) g e t - r e s p o n s e

3

5) t r a p

3

3

g e t

g e t - n e x t

s e t

2 5 - 1

5

SNMP

SNMP

UDP161

UDP161

UDP161

UDP162

25-1 SNMP

5

4

-

S N M P

U D P

3

U D P

1 6 1

Tr a p

U D P

1 6 2

2 5 . 1

2 5 - 2

U D P

5

S N M P

I P

U D P

S N M P

A S N . 1

B E R

A S N . 1

B E R

0

S N M P

1

0

SNMP v1

2 5 - 3

P D U

P D U

p u b l i c

g e t

g e t - n e x t

s e t

g e t -

r e s p o n s e

U D P

1 4 - 3D N S

1 6 - 2













272

 TCP/IP 1


IP

UDP

SNMP

SNMP

get/set

get/set

P D U

UDP

IP

(0)

( 0 - 5 )

( 0 - 3 )

20

8

t r a p

P D U

( 4 )

( 0 - 6 )

t r a p

25-2 SNMP

PDU

2 5 - 4

n o S u c h N a m e

r e a d O n l y

b a d V a l u e

25-3 SNMP

PDU

SNMP

set

25-4 SNMP

g e t

g e t - n e x t

s e t

g e t

g e t - n e x t

t r a p

P D U

4

S N M P

2 5 . 1 0

t r a p

25.3

S N M P

• I N T E G E R

I P

1

2

U D P

T C P

0

6 5 5 3 5

• O C T E R S T R I N G 0

8 bit

0 ~ 2 5 5
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B E R

N U L L

• D i s p l a y S t r i n g

0

8 bit

A S C I I

2 6 . 4

A S C I I

M I B - I I

2 5 5

0

• O B J E C T I D E N T I F I E R

• N U L L

g e t

g e t - n e x t

N U L L

• I p A d d r e s s

4

OCTER STRING

I P

I P

• P h y s A d d r e s s

OCTER STRING

6

• C o u n t e r

0

23 2 1

4 294 976 295

0

• G a u g e

0

4 294 976 295(

)

,

M I B

t c p C u r r E s t a b

E S TA B L I S H E D

C L O S E _ WA I T

T C P

• T i m e T i c k s

,

0 . 0 1

M I B

s y s U p T i m e

• S E Q U E N C E

C

s t r u c t u r e

S E Q U E N C E

0

A S N . 1

M I B

U d p E n t r y

U D P

1) I p A d d r e s s

u d p L o c a l A d d r e s s

I P

2) I N T E G E R

u d p L o c a l P o r t

0

6 5 5 3 5

• S E Q U E N D E OF

S N M P

S E Q U E N C E

u d p T a b l e

U D P

( l i s t e n e r )

S E Q U E N C E

U d p E n t r y

2 5 - 5

udpLocalAddress

IpAddress

0 ~ 6 5 5 3 5

25-5

u d p T a b l e
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S N M P

2 5 . 7

g e t - n e x t

2 5 . 6

g e t

s e t

25.4

.

D N S

1 4 - 1

U n i x

r o o t

U n i x

2 5 - 6

S N M P

M I B

1 . 3 . 6 . 1 . 2 . 1

1 . 3 . 6 . 1 . 2 . 1

i s o . o r g . d o d .

i n t e r n e t . m e m t . m i b

M I B

1 . 3 . 6 . 1 . 2 . 1

25-6

2 5 - 6

m i b

i s o . o r g . d o d . i n t e r n e t .

p r i v a t e . e n t e r p r i s e s

1 . 3 . 6 . 1 . 4 . 1

A s s i g n e d

Number RFC

4 0 0

25.5

M I B
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RFC 1213 [McColghrie Rose 1991]

M I B - I I

2 5 - 6

M I B

s y s t e m

i n t e r f a c e s

a t

i p

U D P

U D P

instance identification

(lexicographic ordering)

2 5 . 8

M I B

M I B

2 5 - 6

u d p

m i b

2 5 - 7

U D P

25-7 UDP

4

1

2 5 - 8

4

UDP

UDP

UDP(

)

UDP

25-8 UDP

2 5 - 8

M I B

R / W

R / W

U D P

I N T E G E T

U D P

2 5 - 9

u d p T a b l e

UDP=<udpLocalAddress>.<udpLocalPort>

25-9

u d p T a b l e

S N M P

M I B

1
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Case

2 5 - 8

3

C a s e

M I B

2 5 - 1 0

U D P

C a s e

IP

25-10 UDPCase

U D P

u d p I n D a t a g r a m s

I P

U D P

U D P

u d p I n E r r o r

u d p N o P o r t s

I P

U D P

u d p O u t D a t a g r a m s

U D P

u d p I n D a t a g r a m

u d p I n E r r o r

u d p N o P o r t s

M I B

C a s e

[Rose 1994]

M I B

C a s e

25.6

M I B

M I B

S N M P

2 5 - 7

2 5 - 8

2 5 - 9

m i b

u d p

u d p T a b l e

u d p E n t r y

25.6.1

. 0

2 5 - 8

u d p I n D a t a g r a m s

1 . 3 . 6 . 1 . 2 . 1 . 7 . 1

1 . 3 . 6 . 1 . 2 . 1 . 7 . 1 . 0

i s o . o r g . d o d . i n t e r n e t . m g m t . m i b . u d p . u d p I n D a t a g r a m s . 0

u d p I n D a t a g r a m s . 0

S N M P

2 5 - 2

1 . 3 . 6 . 1 . 2 . 1 . 7 . 1 . 0

25.6.2

2 5 - 8

UDP

M I B

U D P

M I B

u d p L o c a l A d d r e s s

I P

u d p L o c a l P o r t

2 5 - 9

1

U D P

3

1

I P

0 . 0 . 0 . 0

6 7

2

I P
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0 . 0 . 0 . 0

1 6 1

3

I P

0 . 0 . 0 . 0

5 2 0

2 5 - 11

6 7

B O O T P

1 6 1

S N M P

5 2 0

R I P

U D P

3

2 5 -

25-11 UDP

1 2

25.6.3

M I B

M I B

2 5 - 1 2

6

2 5 - 1 3

25-12 UDP

()

25-13 UDP

1)

u d p L o c a l A d d r e s s

u d p L o c a l P o r t

2)

2 5 -

25-14

1 3

6 7

1 6 11 6 1

5 2 0

UDP

2 5 - 1 4

U D P

g e t - n e x t

25.7

S N M P

I S O D E

s n m p i

[Rose 1994]
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25.7.1

U D P

- a

- c

S N M P

s n m p i

g a t e w a y

S n m p i

s n m p i >

g e t

S N M P

g e t - r e q u e s t

q u i t

q u i t

2 5 - 1 5

t c p d u m p

25-15 SNMP

t c p d u m p

U D P

U D P

S N M P

0

g e t - n e x t

25.7.2 get-next

g e t - n e x t

M I B

U D P

U D P

1

2

g e t - n e x t

g e t - n e x t
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M I B

25.7.3

U D P

u d p T a b l e

u d p T a b l e

g e t - n e x t

25-14

UDP

g e t - n e x t

s n m p I n P k t s

U D P

25.8

M I B

M I B

s y s t e m

i f

a t

i p

i c m p

t c p

25.8.1 s y s t e m

s y s t e m

7

2 5 - 1 6

s y s t e m

n e t b
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R / W

s y s D e s c r

D i s p l a y S t r i n g

s y s O b j e c t I D

O b j e c t I D

1 . 3 . 6 . 1 . 4 . 1

s y s U p Ti m e

Ti m e Ti c k s

s y s C o n t a c t

D i s p l a y S t r i n g

•

s y s N a m e

D i s p l a y S t r i n g

•

( F Q D N )

s y s L o c a t i o n

D i s p l a y S t r i n g

•

s y s S e r v i c e s

[ 01 2 7 ]

•

O S I

0 x 0 1 (

)

0 x 0 2

0 x 0 4

0 x 0 8

0 x 4 0

25-16 system

2 5 - 6

s y s t e m

i n t e r n e t . p r i v a t e . e n t e r p r i s e s

1 . 3 . 6 . 1 . 4 . 1

Assigned Numbers RFC

1 2

E p i l o g u e

s y s S e r v i c e s

4

8

R / W

25.8.2 interface

i f N u m b e r

I N T E G E R

25-17

i f

2 5 - 1 7

2 2

2 5 - 1 8

s u n

3 . 8

S L I P
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< I f I n d e x
 >

R / W

i f I n d e x

I N T E G E R

1

i f N u m b e r

i f D e s c r

D i s p l a y S t r i n g

i f Ty p e

I N T E G E R

6 =

7 = 802.3

9

= 802.5

23 = PPP28 = SLIP,

i f M t u

I N T E G E R

M T U

i f S p e e d

G a u g e

b / s

i f P h y s A d d r e s s

P h y s A d d r e s s

0

i f A d m i n S t a t u s

[ 1

3 ]

•

1=

2 =

3 =

i f O p e r S t a t u s

[ 1

3 ]

•

1=

2 =

3 =

i f L a s t C h a n g e

Ti m e Ti c k s

s y s U p T i m e

i f I n O c t e t s

C o u n t e r

i f I n U c a s t P k t s

C o u n t e r

i f I n N U c a s t P k t s

C o u n t e r

i f I n D i s c a r d s

C o u n t e r

i f I n E r r o r s

C o u n t e r

i f I n U n k n o w n P r o t o s

C o u n t e r

i f O u t O c t e t s

C o u n t e r

i f O u t U c a s t P k t s

C o u n t e r

i f O u t N U c a s t P k t s

C o u n t e r

i f O u t D i s c a r d s

C o u n t e r

i f O u t E r r o r s

C o u n t e r

i f O u t Q L e n

G a u g e

i f S p e c i f i c

O b j e c t I D

M I B

25-18

i f T a b l e

1

g e t

5

g e t - n e x t

2

5

3

g e t - n e x t

S L I P

S L I P

S L I P

g e t - n e x t

n e x t i f D e s c r . 1

25.8.3 a t

M I B - I I

M I B - I I
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I P

I P

i p N e t T o M e d i a T a b l e

3

2 5 - 1 9

s n m p i

( d u m p )

k i n e t i c s

T C P / I P

A p p l e Ta l k

A R P

< a t I f I n d e x
 > . 1 . < a t N e t A d d re s s
 >

R / W

a t I f I n d e x

I N T E G E R

•

i f I n d e x

a t P h y s A d d r e s s

P h y s A d d r e s s

•

0

a t N e t A d d r e s s

N e t w o r k A d d r e s s

•

I P

25-19

a t T a b l e

t c p d u m p

s n m p i

g e t - n e x t

a t

g e t - n e x t

25-20

2

A p p l e Ta l k

25-20

a t ARP

32 bit

48 bit

n e t b

I P1 4 0 . 2 5 2 . 1 . 1 8 3

n e t b

k i n e t i c s

1 4 0 . 2 5 2 . 1

k i n e t i c s

A R P

SNMP

25.8.4 i p

i p

3

2 5 - 2 1
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R / W

i p F o r w a r d i n g

[ 12 ]

•

1

I P

2

i p D e f a u l t T T L

I N T E G E R

•

T T L

T T L

i p I n R e c e i v e s

C o u n t e r

I P

i p I n H d r E r r o r s

C o u n t e r

T T L

i p I n A d d r E r r o r s

C o u n t e r

I P

i p F o r w D a t a g r a m s

C o u n t e r

I P

i p I n U n k n o w n P r o t o s

C o u n t e r

I P

i p I n D i s c a r d s

C o u n t e r

i p I n D e l i v e r s

C o u n t e r

I P

i p O u t R e q u e s t s

C o u n t e r

I P

I P

i p F o r w D a t a g r a m s

i p O u t D i s c a r d s

C o u n t e r

i p O u t N o R o u t e s

C o u n t e r

i p R e a s m Ti m e o u t

I N T E G E R

i p R e a s m R e q d s

C o u n t e r

I P

i p R e a s m O K s

C o u n t e r

I P

i p R e a s m F a i l s

C o u n t e r

I P

i p F r a g O K s

C o u n t e r

I P

i p F r a g F a i l s

C o u n t e r

I P

i p F r a g C r e a t e s

C o u n t e r

I P

i p R o u t i n g D i s c a r d s

C o u n t e r

25-21

i p

i p

I P

I P

5

2 5 - 2 2

I P

< i p A d E n t A d d r
 >

R / W

i p A d E n t A d d r

I p A d d r e s s

I P

i p A d E n t I f I n d e x

I N T E G E R

i f I n d e x

i p A d E n t N e t M a s k

I p A d d r e s s

I P

i p A d E n t B c a s t A d d r

[ 0

1 ]

I P

1

i p A d E n t R e a s m M a x S i z e

[ 0

6 5 5 3 5 ]

I P

25-22 IP

i p A d d r T a b l e

s u n

I P
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SLIP

2 5 - 1 8

I P

3 . 8

i f c o n f i g

i p

I P

9 . 2

2 5 - 2 3

I P

R / W

i p R o u t e D e s t

I p A d d r e s s

•

I P

0 . 0 . 0 . 0

i p R o u t e I f I n d e x

I N T E G E R

•

i f I n d e x

i p R o u t e M e t r i c 1

I N T E G E R

•

i p R o u t e P r o t o

1

i p R o u t e M e t r i c 2

I N T E G E R

•

i p R o u t e M e t r i c 3

I N T E G E R

•

i p R o u t e M e t r i c 4

I N T E G E R

•

i p R o u t e N e x t H o p

I p A d d r e s s

•

I P

i p R o u t e T y p e

I N T E G E R

•

1 =

2 =

3 =

4 =

i p R o u t e P r o t o

I N T E G E R

1 =

4 = ICMP

8 = RIP,

13 = OSPF, 14 = BGP,

i p R o u t e A g e

I N T E G E R

•

i p R o u t e M a s k

I p A d d r e s s

•

i p R o u t e D e s t

I P

i p R o u t e M e t r i c 5

I N T E G E R

•

i p R o u t e I n f o

O b j e c t I D

•

M I B

25-23 IP

i p R o u t e T a b l e

2 5 - 2 4

s n m p i

d u m p i p R o u t e T a b l e

s u n

5

5

1

i p R o u t e

(4)

(1)

(3)

(1)

(3)

(1)

(3)

(1)

(4)

(1)

25-24

s u n IP
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n e t s t a t

9 . 2

2 5 - 2 4

n e t s t a t

i p

2 5 - 2 5

a t

I P

I P

< i p N e t To M e d i a I f I n d e x
 > . < i p N e t To M e d i a N e t A d d re s s
 >

R / W

i p N e t To M e d i a I f I n d e x

I N T E G E R

•

i f I n d e x

i p N e t To M e d i a P h y s A d d r e s s

P h y s A d d r e s s

•

i p N e t To M e d i a N e t A d d r e s s

I p A d d r e s s

•

I P

i p N e t To M e d i a Ty p e

[ 1

4 ]

•

1 =

2 =

3 =

4 =

25-25 IP

i p N e t T o M e d i a T a b l e

s u n

A R P

s u n % a r p - a


s v r 4 ( 1 4 0 . 2 5 2 . 1 3 . 3 4 ) a t 0 : 0 : c 0 : c 2 : 9 b : 2 6

b s d i ( 1 4 0 . 2 5 2 . 1 3 . 3 5 ) a t 0 : 0 : c 0 : 6 f : 2 d : 4 0

S N M P

25.8.5 i c m p

i c m p

4

I C M P

I C M P

2 2

I C M P

11

11

2 5 - 2 6

I C M P

6 - 3

1 5

S N M P

25.8.6 t c p

2 5 - 2 7

t c p

1 8 - 1 2

T C P
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R / W

i c m p I n M s g s

C o u n t e r

I C M P

i c m p I n E r r o r s

C o u n t e r

I C M P

I C M P

i c m p I n D e s t U n r e a c h s

C o u n t e r

I C M P

i c m p I n T i m e E x c d s

C o u n t e r

I C M P

i c m p I n P a r m P r o b s

C o u n t e r

I C M P

i c m p I n S r c Q u e n c h s

C o u n t e r

I C M P

i c m p I n R e d i r e c t s

C o u n t e r

I C M P

i c m p I n E c h o s

C o u n t e r

I C M P

i c m p I n E c h o s R e p s

C o u n t e r

I C M P

i c m p I n T i m e S t a m p s

C o u n t e r

I C M P

i c m p I n T i m e S t a m p R e p s

C o u n t e r

I C M P

i c m p I n A d d r M a s k s

C o u n t e r

I C M P

i c m p I n A d d r M a s k R e p s

C o u n t e r

I C M P

i c m p O u t M s g s

C o u n t e r

I C M P

i c m p O u t E r r o r s

C o u n t e r

I C M P

I C M P

i c m p O u t D e s t U n r e a c h s

C o u n t e r

I C M P

i c m p O u t T i m e E x c d s

C o u n t e r

I C M P

i c m p O u t P a r m P r o b s

C o u n t e r

I C M P

i c m p O u t S r c Q u e n c h s

C o u n t e r

I C M P

i c m p O u t R e d i r e c t s

C o u n t e r

I C M P

i c m p O u t E c h o s

C o u n t e r

I C M P

i c m p O u t E c h o s R e p s

C o u n t e r

I C M P

i c m p O u t T i m e S t a m p s

C o u n t e r

I C M P

i c m p O u t T i m e S t a m p R e p s

C o u n t e r

I C M P

i c m p O u t A d d r M a s k s

C o u n t e r

I C M P

i c m p O u t A d d r M a s k R e p s

C o u n t e r

I C M P

25-26

i c m p

R / W

t c p R t o A l g o r i t h m

I N T E G E R

1 =

2 =

RTO, 3 = MIL S T D 1 7 7 8

B, 4 = Van Jacobson

t c p R t o M i n

I N T E G E R

t c p R t o M a x

I N T E G E R

t c p M a x C o n n

I N T E G E R

T C P

1

t c p A c t i v e O p e n s

C o u n t e r

C L O S E D

S Y N _ S E N T

t c p P a s s i v e O p e n s

C o u n t e r

L I S T E N

S Y N _ R C V D

t c p A t t e m p F a i l s

C o u n t e r

S Y N _ S E N T

S Y N _ R C V D

C L O S E D

,

S Y N _ R C V D

L I S T E N

t c p E s t a b R e s e t s

C o u n t e r

E S TA B L I S H E D

C L O S E _ WA I T

C L O S E D

t c p C u r r E s t a b

G a u g e

E S TA B L I S H E D

C L O S E _ WA I T

t c p I n S e g s

C o u n t e r

t c p O u t S e g s

C o u n t e r

t c p R e t r a n s S e g s

t c p I n E r r s

C o u n t e r

t c p O u t R s t s

C o u n t e r

R S T

25-27

t c p
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s u n

t c p

S u n O S 4 . 1 . 3

Van Jacobson

200 ms~12.8 s

T C P

12.8 s

2 1

64 s

t c p

T C P

2 5 - 2 8

T C P

5

I P

I P

< t c p C o n n L o c a l A d d re s s
 > . < t c p C o n n L o c a l P o rt
 > . < t c p C o n n R e m A d d re s s
 > . < t c p C o n n R e m P o rt
 > R / W

t c p C o n n S t a t e

[ 1

1 2 ]

•

1 = C L O S E D , 2 = L I S T E N , 3 =

SYN_SENT, 4 = SYN_RCVD, 5 = ESTABLISHED,

6 = FIN_WAIT, 7 = FIN_WAIT, 8 = CLOSE_WAIT,

9 = LAST_ACK, 10 = CLOSING, 11 =

T I M E _ WA I T, 12 =

T C B

1 2

t c p C o n n L o c a l A d d r e s s

I p A d d r e s s

I P

0 . 0 . 0 . 0

t c p C o n n L o c a l P o r t

[ 1

6 5 5 3 5 ]

t c p C o n n R e m A d d r e s s

I p A d d r e s s

I P

t c p C o n n R e m P o r t

[ 1

6 5 5 3 5 ]

25-28 TCP

t c p C o n n T a b l e

s u n

T C P

s u n % r l o g i n g e m i n i


g e m i n i

I P

1 4 0 . 2 5 2 . 1 . 1 1

s u n % r l o g i n l o c a l h o s t


I P

1 2 7 . 0 . 0 . 1

F T P

2 1
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r l o g i n

g e m i n i

g e m i n i

1 0 2 3

Te l n e t

1 4 1 5

2 3

F T P

I P

0 . 0 . 0 . 0

25.9

S N M P

25.9.1 MTU

11 . 6

n e t b

s u n

S L I P

M T U

S N M P

M T U

I P

S L I P

1 4 0 . 2 5 2 . 1 . 2 9

i p R o u t e I f I n d e x

S L I P

M T U

S L I P

S L I P

M T U

1 5 0 0

25.9.2

1 4 . 4

D N S

1

I P

I P

S N M P

I P

g e m i n i

Te l n e t
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t r a c e r o u t e

1 4 0 . 2 5 2 . 3

2 5 - 2 9

t r a c e r o u t e

g e m i n i

s w n r t

1 4 0 . 2 5 2 . 3

1 4 0 . 2 5 2 . 1

4 - 6

n e t b

A R P

s u n

1 4 0 . 2 5 2 . 1

s u n

n e t b

S L I P

2 5 - 2 9

Te l n e t

1 4 0 . 2 5 2 . 3 . 5 4

g e m i n i

n e t b

8 . 5

t r a c e r o u t e

s w n r t

t r a c e r o u t e

s w n r t

2

I C M P

t r a c e r o u t e

g e m i n i TTL 3, 45

n e t b

s w n r t

S N M P

n e t b

1 4 0 . 2 5 2 . 3

n e t b

s w n r t

g e m i n i

25-29

g e t
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s u n % s n m p i - a n e t b - c s e c r e t g e t i p R o u t e N e x t H o p . 1 4 0 . 2 5 2 . 3 . 0


i p R o u t e N e x t H o p . 1 4 0 . 2 5 2 . 3 . 0 = 1 4 0 . 2 5 2 . 1 . 6

n e t b

s w n r t

g e m i n i

n e t b

g e m i n i

1 4 0 . 2 5 2 . 1 . 2 9

1 4 0 . 2 5 2 . 1

g e m i n i

g e m i n i

1 4 0 . 2 5 3 . 3

s w n r t

25.10 Trap

t r a p

2 5 - 1

t r a p

1 6 2

2 5 - 2

trap PDU

t c p d u m p

6

t r a p

7

t r a p

2 5 - 3 0

t r a p

t r a p

t r a p

0

c o l d S t a r t

1

w a r m S t a r t

2

l i n k D o w n

2 5 - 1 8

3

l i n k U p

2 5 - 1 8

4

a u t h e n t i c a t i o n F a i l u r e

S N M P

5

e g p N e i g h b o r L o s s

E G P

I P

6

e n t e r p r i s e S p e c i f i c

t r a p

25-30 trap

t c p d u m p

t r a p

s u n

S N M P

c o l d S t a r t

t r a p

t r a p

b s d i

t r a p

t c p d u m p

2 5 - 1

t r a p

t r a p

s n m p i

a u t h e n t i c a t i o n F a i l u r et r a p

2 5 - 3 1

25-31

t c p d u m p SNMP

trap

U D P

S N M P

1 6 1

s n m p

1 6 2

s n m p - t r a p

C = t r a p s

t r a p

ISODE SNMP
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1

Tr a p

2 8

2

Tr a p

2 9

P D U

E : u n i x . 1 . 2 . 5

s y s O b j i e c t I D

2 5 - 6

1 . 3 . 6 . 1 . 4 . 1

i s o . o r g . d o d . i n t e r n e t . p r i v a t e .

e n t e r p a r s e s

1 . 3 . 6 . 1 . 4 . 1 . 4 . 1 . 2 . 5

u n i x . a g e n t s . f o u r B S D - i s o d e . 5

5

I S O D E

t r a p

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

1

t r a p

c o l d S t a r t

2

a u t h e n t i c a t i o n F a i l u r e

t r a p

04

2 5 - 3 0

t r a p

0

2 0

1 9 0 7

T i m e T i c k s

t r a p

t r a p

t r a p

200 ms

t c p d u m p

2

t r a p

1

t r a p

1 8 . 8 6 s

1 9 0 7

200 ms

2 5 - 2

t r a p

25.11 ASN.1BER

S N M P

A S N . 1

Abstract Syntax Notation 1

S N M P

B E R

Basic Encoding Rule

S N M P

A S N . 1

B E R

S N M P

[Rose 1990]

8

A S N . 1

B E R

A S N . 1

M I B

S N M P

A S N . 1

S M I

i p A d d r e s s

A S N . 1

I p A d d r e s s : : =

[ A P P L I C A T I O N 0 ] - - i n n e t w o r k - b y t e o r d e r

I M P L I C I T O C T E T S T R I N G ( S I Z E ( 4 ) )

M I B

S E Q U E N C E

SEQUENCE OF

A S N . 1

S N M P

B E R

6 4

B E R

3

1

A S N . 1

B E R

S N M P
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25.12 SNMPv2

1 9 9 3

S N M P

11

R F C

RFC 1441 [Case et al. 1993]

S N M P v 2

[Stallings 1993; Rose 1994]

S N M P v 2

S N M P v 2

B . 3

[Rose 1994]

1 9 9 4

S N M P v 1

S N M P v 2

1)

S N M P v 2

g e t - b u l k - r e q u e s t

2)

i n f o r m - r e q u e s t

3)

M I B

SNMPv2 MIB

SNMPv2-M2M MIB

M I B

4) SNMPv2

S N M P v 1

S N M P v 1

SNMP v2

S N M P v 2

S N M P

[Routhier 1993]

S N M P v 1

S N M P v 2

25.13

S N M P

S N M P

S N M P

-

M I B

S N M P

S N M P

S N M P

g e t - n e x t

S N M P

S N M P

s y s t e mi n t e r f a c e

address translation

I P

I C M P

T C P

U D P

M T U

S N M P

t r a p

A S N . 1

B E R

S N M P

S N M P

25.1

U D P

1 6 1

1 6 2

25.2

g e t - n e x t
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TelnetRlogin

26.1

Remote Login

I n t e r n e t

T C P / I P

1) Te l n e t

T C P / I P

Te l n e t

2) Rlogin

U n i x

U n i x

Te l n e t

R l o g i n

R l o g i n

R l o g i n

Te l n e t

I n t e r n e t

1 9 6 9

A R PA N E T

telecommunication network protocol

2 6 - 1

Te l n e t

R l o g i n

Telnet

Telnet

shell

TCP

26-1 -Telnet

1) Te l n e t

T C P / I P

T C P

2) Te l n e t

pseudo-terminal device

U n i x

( s h e l l )

Te l n e t
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3)

T C P

Te l n e t

R l o g i n

4)

2 6 - 1

T C P / I P

Te l n e t

5)

Te l n e t

R l o g i n

Te l n e t

R l o g i n

2 6 - 2

Te l n e t

R l o g i n

Telnet

Telnet

Rlogin

Rlogin

26-2 Telnet/ Rlogin/

/

Te l n e t

Te l n e t

Te l n e t

R l o g i n

[Paxson 1993]

1 : 2 0

26.2 Rlogin

R l o g i n

4 . 2 B S D

U n i x

R l o g i n

Te l n e t

R l o g i n

U n i x

RFC 1282 [Kantor 1991]

R l o g i n

R I P

R F C

R l o g i n

[Stevens 1990]

1 5

R l o g i n

[ C o m e r

Stevens 1993]

2 5

2 6

Te l n e t
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26.2.1

R l o g i n

T C P

T C P

1) 4

a

0

b

0

c

0

d

/

0

v i

2)

0

3)

password:

6 0

(home directory)

. r h o s t s

[Curry 1992]

R l o g i n

4 . 4 B S D

K e r b e r o s

K e r b e r o s

K e r b e r o s

[Curry 1992]

K e r b e r o s

4)

1 9 . 2

N a g l e

1 9 . 4

T C P

26.2.2

R l o g i n

S TO P

S TA RT

A S C I I

C o n t r o l S

C o n t r o l Q

C o n t r o l _ S
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2 6 - 3

Rlogin

Rlogin

Control_S

26-3 STOP/START

C o n t r o l _ S

C o n t r o l _ S

C o n t r o l _ Q

e m a c s

C o n t r o l _ S

C o n t r o l _ C

26.2.3

D E L E T E

C o n t r o l _ C

2 6 - 3

T C P

C o n t r o l _ S

T C P

u rgent mode

26.2.4

U n i x

R l o g i n

26.2.5

T C P

R l o g i n

4

T C P

T C P

2 0 . 8

2 6 - 4

4

T C P

(flush output)
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0 x 0 2

( p e n d i n g

o u t p u t )

0 x 1 0

0 x 2 0

0 x 8 0

26-4 Rlogin

2 0 - 1 4

0

3

26.2.6

0 x 8 0

2 6 - 4

T C P

0 x ff

A S C I I

s

4

16 bit

2 5

8 0

X

Y

1 6 b i t

0

R l o g i n

in-band signaling

0 x ff

0 x ff

R l o g i n

0 x ff

A S C I I

s

8

2 6 - 4

R l o g i n

A P I

out-of-band data

(out-of-band signaling)

2 0 . 8

T C P

0 x ff
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1 : 2 0

26.2.7

R l o g i n

R l o g i n

( t i l d e )

~

4

1)

2)

C o n t r o l _ D

3)

C o n t r o l _ Z

4)

C o n t r o l _ Y

U n i x

26.3 Rlogin

R l o g i n

1 9 - 2

R l o g i n

26.3.1

2 6 - 5

b s d i

s v r 4

R l o g i n

(

T C P

1 ~ 9

0

1

3

3

3

r s t e v e n s

r s t e v e n s

i b m p c 3 / 9 6 0 0

0

5

7

T C P

( S V R 4 )

1

1 2

2

0 x ff2

s

4

16 bit

4

10, 12, 14

1 6

( g r e e t i n g )

1 8

7

s v r 4

1 9 - 2

R l o g i n

~
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2 6 - 5

1 0 2 3

I A N A

1 . 9

R l o g i n1 0 2 4

U n i x

[ S t e v e n s

1 9 9 0 ]

10

10

0x80:

shell

26-5 Rlogin

26.3.2

T C P

T C P

s u n

b s d i

C o n t r o l _ S

D E L E T E
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s u n % r l o g i n b s d i


b s d i %


c a t / u s r / s h a r e / m i s c / t e r m c a p


C o n t r o l _ S

^ ?

b s d i %

1)

C o n t r o l _ S

2)

R l o g i n

3)

T C P

4)

T C P

T C P

0

5)

0

6)

R l o g i n

R l o g i n

c a t

7)

c a t

c a t

8)

c a t

T C P

T C P

9) c a t

R l o g i n

R l o g i n

R l o g i n

0 x 0 2

2 6 - 6

Rlogin

Rlogin

4096

4096

Rlogin

Rlogin

26-6 Rlogin

4 0 9 6

2 6 - 7

1 ~ 3

1 0 2 4

T C P

4

A C K

1 0 2 4

5

6

5

A C K

3 4 9

0

0

2 0 . 3
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6

A C K

5

3 4 9

7

A C K

0

8

9

0

c a t

T C P

1 0

0 x 0 2

3 0 1 4 6

1

1 0

3 4 1 9

2 6 7 2 7

3 0 1 4 5

1 0

2 6 7 2 7

2 2 . 2

1 0

T C P

11

0

T C P

26-7 Rlogin
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R l o g i n

T C P

1 3

14, 15, 17

1 8

1 8

3 0 1 4 6

1 4

1 5

1 7

1 8

1 9

^ ?

2 1

3 4 1 9

4 0 9 6

4 0 9 6

26.4 Telnet

Te l n e t

RFC 854

[Postel

Reynolds 1983a]

N V T

Network Virtual Te r m i n a lN V T

N V T

N V T

N V T

N V T

26.4.1 NVT ASCII

NVT ASCII

7

A S C I I

NVT ASCII

7

8

0

C R

L F

\ r \ n

C R

C R

N U L

0

\ r \ 0

F T P, SMTP, Finger

W h o i s

NVT ASCII

26.4.2 Telnet

Te l n e t

0 x f f

2 5 5

I A C

interpret as command

2 5 5

2 5 5

N V T

A S C I I

7 b i t

2 5 5

Te l n e t

Te l n e t

R F C 8 5 6 [ P o s t e l

Reynolds 1983b]

8 b i t

2 6 - 8

Te l n e t
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(

)

E O F

2 3 6

S U S P

2 3 7

A B O RT

2 3 8

E O R

2 3 9

S E

2 4 0

N O P

2 4 1

D M

2 4 2

B R K

2 4 3

I P

2 4 4

A O

2 4 5

AY T

2 4 6

E C

2 4 7

E L

2 4 8

G A

2 4 9

S B

2 5 0

W I L L

2 5 1

2 6 - 9

W O N T

2 5 2

D O

2 5 3

D O N T

2 5 4

I A C

2 5 5

2 5 5

26-8 IAC255Telnet

26.4.3

Te l n e t

N V T

Te l n e t

1 .

W I L L

4

D O

2 .

W I L L

1) WILL

D O N T

3 .

D O

( e n a b l e )

W I L L

2) DO

4 .

D O

W O N T

5 .

W O N T

3 ) W O N T

D O N T

6 .

D O N T

4) DON’T

W O N T

Te l n e t

26-9 Telnet

6

1

2

3

4

4

6

2 6 - 9

3

I A C

WILL, DO, WONT

D O N T
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I D

(

)

R F C

4 0

A s s i g n e d

1

8 5 7

Number RFC

3

8 5 8

R F C

2 6 -

5

8 5 9

1 0

6

8 6 0

Te l n e t

Te l n e t

2 4

1 0 9 1

3 1

1 0 7 3

3 2

1 0 7 9

3 3

1 3 7 2

3 4

11 8 4

3 6

1 4 0 8

Te l n e t

26-10 Telnet

26.4.4

A S C I I

R F C 1 0 9 1 [ VanBokkelen 1989]

3

<IAC, WILL, 24>

2 4

I D

<IAC, DO, 24>

<IAC, SB, 24, 1, IAC, SE>

S B

2 4

S B

1

I A C

S B

i b m p c

IAC, SB, 24, 0‘I’, ‘B’, ‘M’, ‘P’, ‘C’, IAC, SE

4

0

Assigned Numbers RFC

U n i x

t e r m c a p

t e r m i n f o

Te l n e t

26.4.5

Te l n e t

4

1.
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Te l n e t

N V T

GO AHEAD

G A

N V T

N V T

RFC 857 [Postel

Reynolds 1983c]

E C H O

RFC 858 [Postel

Reynolds 1983d]

SUPPRESS GO AHEAD

2.

R l o g i n

Te l n e t

SUPPRESS GO AHEAD

DO SUPPRESS GO AHEAD

WILL SUPPRESS GO AHEAD

WILL ECHO

3.

kludge line mode

RFC 858

R F C

E C H O

SUPPRESS GO AHEAD

Te l n e t

4.

RFC 1184[Borman 1990]

Te l n e t

2 6 - 11

Te l n e t

c h a r

k l u d g e

l i n e m o d e

RFC 11 8 4

26-11

Telnet

B S D / 3 8 6

4 . 4 B S D
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26.4.6

Te l n e t

Data Mark

2 6 - 8

D M

T C P

D M

Te l n e t

Te l n e t

D M

T C P

T C P

T C P

Te l n e t

Te l n e t

26.4.7

R l o g i n

Te l n e t

C o n t r o l _ ]

c o n t r o l

^ ]

t e l n e t >

U n i x

h e l p

26.5 Telnet

Te l n e t

26.5.1

R l o g i n

B S D / 3 8 6

S V R 4

t c p d u m p

2 6 - 1 2

S E N T

R C V D

1)

SUPPRESS GO AHEAD

GO AHEAD

D O

G A

1 0

2)

RFC 1091[VanBokkelen 1989]

U n i x

W I L L
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26-12 Telnet

3) NAW S

RFC 1073 [Wa i t z m a n ]

11

2 6 - 4

R l o g i n

0 x 8 0

4) TSPEED

RFC 1079

[Hedrick 1988b]

1 2

5) LFLOW

RFC1371 [Hedrick

Borman 1992]

1 3

C o n t r o l _ S

C o n t r o l _ Q

2 6 - 4

R l o g i n

0 x 1 0

0 x 2 0

R l o g i n

6) LINEMODE

2 6 . 4

Te l n e t

1 4

7) ENVIRON

RFC 1408 [Borman
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1 9 9 3 a ]

1 5

U n i x

BSD/386 Te l n e t

D I S P L AY

P R I N T E R

Te l n e t

8) STAT U S

RFC 859 [Postel

Reynolds 1983e]

Te l n e t

D O

1 6

9)

U n i x

1 7

10)

GO AHEAD

11)

12)

13)

14)

15)

16)

17)

18)

I B M P C 3

6

19)

20)

21)

U n i x

Te l n e t

4 . 2 B S D

B S D

WILL ECHO

4 . 2 B S D

T C P

T C P

22)

WONT ECHO

4 . 2 B S D

23)

WONT ECHO

DONT ECHO

2 6 - 1 3

1

2 6 - 1 2

1 ~ 8

2 4

3

Te l n e t

T C P

3

2 6 - 1 2

9

DO TERMINAL TYPE

5

8

2 6 - 1 2

1 0 ~ 1 7

2 7

1 0 ~ 1 6

3

1 7

6

6

1 2

1 8

8

5 3

Te l n e t

4 7

Te l n e t

6

WILL ECHO

DO ECHO

1 9

2 1

4 7
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\ r \ n \ r \ n U N I X ( r ) S y s t e m V R e l e a s e 4 . 0 ( s v r 4 ) \ r \ n \ r \ 0 \ r \ n \ r \ 0

4

\ r \ n

Te l n e t

\ r \ 0

Te l n e t

I A C

26-13 Telnet

9

2 0

2 2

2 3

1 0

1 2

l o g i n :

1 4

1 5

1 9 . 2

R l o g i n

2 6 - 1 2

Te l n e t

d a y t i m e

( e c h o )

T C P
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1 8 - 1

U n i x

Te l n e t2 3

Te l n e t

N V T

Te l n e t

( d i s c a r d )

FTP

SMTP

26.5.2

Te l n e t

b s d i

v a n g o g h . v s . b e r k e l e y . e d u

4 . 4 B S D

B S D / 3 8 6

4 . 4 B S D

1)

B S D / 3 8 6

4 . 4 B S D

2) 4 . 4 B S D

B S D / 3 8 6

3)

WILL LINEMODE

DO LINEMODE

1 6

Te l n e t

C o n t r o l _ C

C o n t r o l _ C

C o n t r o l _ C

Te l n e t

I P

<IAC, IP>

4)

R l o g i n

Te l n e t

(a)

WILL ECHO

(b)

DO ECHO

(c)

P a s s w o r d:

(d)

R E T U R N

(e)

R E T U R N

C R

L F

(f)

WONT ECHO

(g)

DONT ECHO
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2 6 - 1 4

V a n g o g h %


d a t e


26-14 Telnet

R l o g i n

1 9 - 2

Te l n e t

2

A C K

I P

T C P

8 6

R l o g i n

1 5

5

5

5

A C K

6 11

v i

1)

Te l n e t

WILL ECHO

2)

DO ECHO

3)

N a g l e

4)

Te l n e t

WONT ECHO

5)

DONT ECHO

2 6 - 1 5

R l o g i n

Te l n e t
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R l o g i n

•

Te l n e t

•

Te l n e t

•

Te l n e t

•

Te l n e t

•

v i

26-15 RloginTelnet

26.5.3

2 6 - 11

(Kludge line mode)

Te l n e t

B S D / 3 8 6

1)

DO TIMING

M A R K

RFC 860 [Postel

Reynolds 1983f]

Te l n e t

2)

WILL TIMING MARK

3)

WONT SUPPRESS GO AHEAD

WONT ECHO

SUPPRESS GO AHEAD

E C H O

4)

DONT SUPPRESS GO AHEAD

DONT ECHO

5)

l o g i n :

6)

P a s s w o r d :

WILL ECHO

DO ECHO

7)

8)

WONT ECHO

DONT ECHO

2 6 - 11

c h a r

sun

svr 4

Control

Telnet

(

)
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WONT

Te l n e t

SUPPRESS GO AHEAD

E C H O

v i

1)

WILL SUPPRESS GO AHEAD

WILL ECHO

2)

DO SUPPRESS GO AHEAD

WILL ECHO

3)

4)

W O N T S U P P R E S S G O

A H E A D

WONT ECHO

5)

DONT SUPPRESS GO AHEAD

DONT ECHO

2 6 - 1 6

SUPPRESS GO AHEADE C H O

SUPPRESS GO AHEAD

E C H O

v i

26-16 Telnet

26.5.4

Te l n e t

b s d i

c a n g o g h . c s . b e r k e l e y . e d u

Te l n e t

2 6 - 1 7

1

C o n t r o l _ C

D E L E T E

Te l n e t

I P

<IAC, IP>

3

<IAC, DO, TM>

Te l n e tDO TIMING MARK

W I L LW O N T

Te l n e t

1

T C P

Host Requirements RFC

I P

Te l n e t

<IAC, IP>

<IAC, DM>

D M

Unix Telnet

I P
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26-17

2

DO TIMING MARK

3

4

Te l n e t

<IAC, DM>

3

4

D M

1

I P

T C P

2

3

4

2 6 - 7

R l o g i n

3

4

2 0 . 8

T C P

R F C

2

2 6 - 6

Te l n e t

1

1

D M

I A C

D M

6

26.6

R l o g i n

Te l n e t

R l o g i n

U n i x

1

Te l n e t

Te l n e t

Te l n e t

Te l n e t

3

2 6 - 1 8

R l o g i n

Te l n e t
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R l o g i n

Te l n e t

T C P

T C P

K e r b e r o s

26-18 RloginTelnet

R l o g i n

Te l n e t

T C P

T C P

2 3

T C P

26.1

2 6 - 5

A C K

26.2

2 6 - 7

1 2

26.3

R l o g i n

1 . 9

R l o g i n

5 1 2 ~ 1 0 2 3

26.4

RFC 1097

Te l n e t

( s u b l i m i n a l - m e s s a g e )


27

FTP

27.1

F T P

I n t e r n e t

file transfer

(file access)

F T P

N F S

S u n

2 9

F T P

F T P

F T P

Te l n e t

F T P

Te l n e t

7A S C I I

N V TF T P

F T P

A S C I I

959 [Postel

Reynolds 1985]

F T P

27.2 FTP

F T P

T C P

1)

F T P

2 1

T C P

2 1

I P

2)

I P

2 7 - 1

F T P

27.2.1

F T P
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( F T P

)

( F T P

)

27-1

1.

(a) ASCII

NVT ASCII

NVT ASCII

NVT ASCII

NVT ASCII

C R

L F

1 5 . 2

T F I P

A S C I I

(b) EBCDIC

E B C D I C

(c)

(d)

8 bit

8 bit

2.

A S C I I

E B C D I C

(a)

(b)

(c) Fortran

F o r t r a n

3.

a

b

A S C I I

E B C D I C

c

TO P S - 2 0

R F C

4.

a

b

c
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0

F T P

7 2

U n i x

FTP

•

A S C I I

•

•

•

A S C I I

R F C

R F C

U n i x

U n i x

F T P

R F C

F T P

F T P

27.2.2 FTP

NVT ASCII

C R

L F

Te l n e t

I A C

< I A C , I P >

Te l n e t

< I A C , D M >

Te l n e t

Te l n e t

W I L L

W O N T

D O

D O N T

DONT

W O N T

3

4

A S C I I

F T P

3 0

2 7 - 2

A B O R

F T P

LIST f i l e l i s t


PASS p a s s w o rd


P O RT n
 1 , n
 2 , n
 3 , n
 4 , n
 5 , n
 6

I P


n
 1 . n
 2 . n
 3 . n
 4


n
 5

2 5 6 + n
 6

Q U I T

RETR f i l e n a m e


S TOR f i l e n a m e


S Y S T

TYPE t y p e


A

A S C I I

I

USER u s e r n a m e


27-2 FTP

F T P

F T P
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27.2.3 FTP

A S C I I

3

3

2 8

S M T P

2 7 - 3

1

2

1 y z

2 y z

3 y z

4 y z

5 y z

x 0 z

x 1 z

x 2 z

x 3 z

x 4 z

x 5 z

27-3 312

3

• 125

• 200

• 214

• 331

• 425

• 452

• 500

• 501

• 502

M O D E (

)

F T P

Q U I T

2 2 1 G o o d b y e .

13

3HELP
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27.2.4

1)

2)

3)

F T P

U n i x

1)

2)

3)

P O RT

4)

2 0

2 7 - 4

3

11 7 3

11 7 4

P O RT

6

A S C I I

4

I P

1 4 0 . 2 5 2 . 1 3 . 3 4

16 bit

16 bit

4

256+150 = 11 7 4

2 7 - 5

2 0

FTP

FTP

1173

21

1174

IP

27-4 FTPPORT

FTP

FTP

1173

21

SYN140.252.13.34,

20

1174

1174

IP140.252.13.34

27-5 FTP
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P O RT

2 0

2 1

27.3 FTP

F T P

NVT ASCII

F T P

Te l n e t

F T P

27.3.1

F T P

F T P

d

d e b u g

s v r 4

- - - >

3

f t p >

s v r 4 %


f t p - d b s d i


-d

C o n n e c t e d t o b s d i .

2 2 0 b s d i F T P s e r v e r ( V e r s i o n 5 . 6 0 ) r e a d y

N a m e ( b s d i : r s t e v e n s ) :

- - - > U S E R r s t e v e n s

R E T U R N

3 3 1 P a s s w o r d r e q u i r e d f o r r s t e v e n s .

P a s s w o r d :

- - - > P A S S X X X X X X X X

2 3 0 U s e r r s t e v e n s l o g g e d i n .

ftp> d i r h e l l o . c


- - - > P O R T 1 4 0 , 2 5 2 , 1 3 , 3 4 , 4 , 1 5 0

2 7 - 4

2 0 0 P O R T C o m m a n d s u c c e s s f u l .

- - - > L I S T h e l l o . c

1 5 0 O p e n i n g A S C I I m o d e d a t a c o n n e c t i o n f o r / b i n / l s .

- r w - r - - r - - 1 r s t e v e n s s t a f f 3 8 J u l 1 7 1 2 : 4 7 h e l l o . c

2 2 6 T r a n s f e r c o m p l e t e .

r e m o t e : h e l l o . c

5 6 b y t e s r e c e i v e d i n 0 . 0 3 s e c o n d s ( 1 . 8 K b y t e s / s )

ftp> q u i t


- - - > Q U I T

2 2 1 G o o d b y e

F T P

R E T U R N

2 7 - 4

2 7 - 5

T C P

P O RT

11 7 4

d i r

F T P

P O RT

L I S T
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2 7 - 6

2 7 - 7

2 7 - 6

( TO S )

3 - 2

F T P

2 0

f t p - d a t a

P O RT

11 7 4

27-6 FTP
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27-7 FTP

27.3.2

P O RT

Unix FTP

Host Requirements RFC

F T P

PORT

2 7 - 6

1

11 7 5

s v r 4

11 7 5

b s d i

2 0

2 7 - 7

1 8 . 6

2 0

2 M S L

1 8 . 6

S O _ R E U S E A D D R

2 0

2 M S L

11 7 4

11 7 5

P O RT

s e n d p o r t

F T P

Unix FTP

P O RT

2 7 - 8

L I S T

s v r 4

11 7 6

P O RT

1)

11 7 6

2 1
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(1LIST)

(bsdi.ftp-data

svr4.1176

TCP

)

(2LIST

)

27-8 LIST

2)

11 7 6

S O _ R E U S E A D D R

3)

2 0

11 7 6

1

11 7 6

2

< s v r 4 , 1 1 7 6 , b s d i , 2 1 >

< s v r 4 , 1 1 7 6 , b s d i , 2 0 >

b s d i

T C P

I P

I P

4

4)

5

2 M S L

< s v r 4 , 1 1 7 6 , b s d i , 2 0 >

5)

L I S T

11 7 6

S O _ R E U S E A D D R

11 7 6
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6)

2 0

11 7 6

S O _ R E U S E A D D R

2 0

2 M S L

1 8 . 6

(socket pair)

4

2 M S L

T C P

S Y N

2 M S L

B S D

5

1 8

9 0

9

1

1 8

S V R 4

3 0

M S L

M S L

1

S Y N

T C P

S Y N

Host Requirements RFC

P O RT

2 M S L

27.3.3 NVT ASCII

NVT ASCII

- d

sun % f t p b s d i


C o n n e c t e d t o b s d i .

2 2 0 b s d i F T P s e r v e r ( V e r s i o n 5 . 6 0 ) r e a d y .

N a m e ( b s d i : r e t e v e n s ) ;

R E T U R N

3 3 1 P a s s w o r d r e q u i r e d f o r r s t e v e n s .

P a s s o r d :

2 3 0 U s e r r s t e v e n s l o g g e d i n .

ftp> g e t h e l l o . c


2 0 0 P O R T c o m m a n d s u c c e s s f u l .

1 5 0 O p e n i n g A S C I I m o d e d a t a c o n n e c t i o n f o r h e l l o . c ( 3 8 b y t e s ) .

2 2 6 T r a n s f e r c o m p l e t e .

3 8

l o c a l : h e l l o . c r e m o t e : h e l l o . c

4 2 b y t e s r e c e i v e d i n 0 . 0 0 3 7 s e c o n d s ( 1 1 K b y t e s / s ) 4 2

f t p > q u i t


2 2 1 G o o d b y e .

Sun % l s - l h e l l o . c


- r w - r w - r - - 1 r s t e v e n s

3 8 J u l 1 8 0 8 : 4 8 h e l l o . c

3 8

sun % w c - l h e l l o . c


4 h e l l o . c

4

4 2

U n i x

\ n

NVT ASCII

2

\ r \ n

A S C I I

1)

2 )

2

NVT ASCII

B S D / 3 8 6

d e b u g
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F T P

b s d i &


f t p - d s l i p


- d

C o n n e c t e d t o s l i p .

2 2 0 s l i p F T P s e r v e r ( V e r s i o n 5 . 6 0 ) r e a d y .

N a m e ( s l i p : r s t e v e n s ) :

R E T U R N

- - - > U S E R r s t e v n s

3 3 1 P a s s w o r d r e q u i r e d f o r r s t e v e n s .

P a s s w o r d :

- - - > P A S S X X X X

2 3 0 U s e r r s t e v n s l o g g e d i n .

- - - > S Y S T

2 1 5 U N I X T y p e : L 8 V e r s i o n : B S D - 1 9 9 1 0 3

R e m o t e s y s t e m t y p e i s U N I X .

U s i n g b i n a r y m o d e t o t r a n s f e r f i l e s .

ftp> g e t h e l l o . c


- - - > T Y P E I

2 0 0 T y p e s e t t o I .

- - - > P O R T 1 4 0 , 2 5 2 , 1 3 , 6 6 , 4 , 8 4

= 4

2 5 6 + 8 4 = 1 1 0 8

2 0 0 P O R T c o m m a n d s u c c e s s f u l .

- - - > R E T R h e l l o . c

1 5 0 O p e n i n g B I N A R Y m o d e d a t a c o n n e c t i o n f o r h e l l o . c ( 3 8 b y t e s ) .

2 2 6 T r a n s e f e r c o m p l e t e .

3 8 b y t e s r e c e i v e d i n 0 . 0 3 5 s e c o n d s ( 1 . 1 K b y t e s / s )

3 8

ftp> q u i t


- - - > Q U I T

2 2 1 G o o d b y e .

F T P

S Y S T

215 UNIX Type : L8

8 bit

U n i x

h e l l o . c

TYPE I

3 8

Host Requirements RFCFTPSYST

RFC 959

2

B S D / 3 8 6

AIX 3.2.2

SunOS 4.1.3Solaris 2.x 500SVR4

500

27.3.4 Telnet

F T P

A B O R

Te l n e t
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ftp> g e t a . o u t


- - - > T Y P E I

8 bit

U n i x

2 0 0 T y p e s e t t o I .

- - - > P O R T 1 4 0 , 2 5 2 , 1 3 , 6 6 , 4 , 9 9

2 0 0 P O R T c o m m a n d s u c c e s s f u l .

- - - > R E T R a . o u t

1 5 0 O p e n i n g B I N A R Y m o d e d a t a c o n n e c t i o n f o r a . o u t ( 2 8 6 7 2 b y t e s ) .

^ ?

r e c e i v e a b o r t e d

w a i t i n g f o r r e m o t e t o f i n i s h a b o r t

4 2 6 T r a n s f e r a b o r t e d . D a t a c o n n e c t i o n c l o s e d .

2 2 6 A b o r t s u c c e s s f u l

1 5 3 6 b y t e s r e c e i v e d i n 1 . 7 s e c o n d s ( 0 . 8 9 K b y t e s / s )

4 2 6

2 2 6

Unix

A B O R

2 7 - 9

2 7 - 1 0

1

27-9

2 7 - 9

1 2

1
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27-10

2 7 - 1 0

1 3

6

1 4

1 0

< I A C , I P , I A C , D M , A , B , O , R , \ r , \ n >

2 0 . 8

1 4

1 5

T C P

2 6 - 1 7

Te l n e t

Host Requirements RFC

D M

5 4

F T P

3

3

7

BSD FTP

F T P

A B O R

S TAT

Te l n e t

1 8

1 4

1 5 3 7 ~ 5 1 2 0
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1 5 3 6

1 4

1 5

Te l n e t

2 6 - 1 7

U n i x

F T P

F T P

Te l n e t

F T P

Te l n e t

F T P

27.3.5 FTP

F T P

F T P

F T P

3 0 . 4

F T P

f t p . u u . n e t

F T P

F T P

a n o n y m o u s

sun % f t p f t p . u u . n e t


C o n n e c t e d t o f t p . u u . n e t

220 ftp.UU.NET FTP server (Version 2.0WU(13) Fri Apr 9 20:44:32 EDT 1993) ready

N a m e ( f t p . u u . n e t : r s t e v e n s ) :


a n o n y m o u s


3 3 1 G u e s t l o g i n o k , s e n d y o u r c o m p l e t e e - m a i l a d d r a e s s a s p a s s w o r d .

P a s s w o r d :

r s t e v e n s @ n o a o . e d u

2 3 0 -

2 3 0 - W e l c o m e t o t h e U U N E T a r c h i v e .

2 3 0 - A s e r v i c e o f U U N E T T e c h n o l o g i e s I n c , F a l l s C h u r c h , V i r g i n i a 2 3 0 - F o r i n f o r m a t i o n a b o u t U U N E T , c a l l + 1 7 0 3 2 0 4 8 0 0 0 , o r s e e t h e f i l e s 2 3 0 - i n / u u n e t - i n f o

2 3 0 G u e s t l o g i n o k , a c c e s s r e s t r i c t i o n s a p p l y .

ftp> c d p u b l i s h e d / b o o k s


2 5 0 C W D c o m m a n d s u c c e s s f u l .

ftp> b i n a r y


2 0 0 T y p e s e t t o I .

ftp> g e t s t e v e n s . t c p i p i v l . e r r a t a . Z


2 0 0 P O R T c o m m a n d s u c c e s s f u l .

150 Opening BINARY mode data connection for stevens.tcpipivl.errata.Z (150 bytes).

2 2 6 T r a n s f e r c o m p l e t e .

(

)

l o c a l : s t e v e n s . t c p i p i v l . e r r a t a . Z r e m o t e : s t e v e n s . t c p i p i v l . e r r a t a . Z

1 0 5 b y t e s r e c e i v e d i n 4 . 1 s e c o n d s ( 0 . 8 3 K b y t e s / s )

ftp> q u i t


2 2 1 G o o d b y e .

sun % u n c o m p r e s s s t e v e n s . t c p i p i v l . e r r a t a . Z


sun % m o r e s t e v e n s . t c p i p i v l . e r r a t a
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F T P

U n i x c o m p r e s s

( 1 )

. Z

A S C I I

27.3.6 IPFTP

F T P

D N S

1 4 . 5

D N S

I P

t r a c e r o u t e

I P

F T P

I P

I P

D N S

1)

s l i p

2

I P

1 4 0 . 2 5 2 . 1 3 . 6 7

I P

n o a o . e d u

2)

b s d i

S L I P

I P

1 4 0 . 2 5 2 . 1 3 . 6 7

3)

1 4 0 . 2 5 2 . 1 3 . 6 7

s u n

b s d i

9 . 2

I n t e r n e t

s l i p

1 0 . 4

g a t e w a y

n e t b

1 4 0 . 2 5 2 . 1 3

s u n

s u n

3

I n t e r n e t

I P

1 4 0 . 2 5 2 . 1 3 . 6 7

F T P
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27.4

F T P

I n t e r n e t

T C P

T C P

F T P

T C P

T C P

P O RT

2 M S L

F T P

NVT ASCII

NVT ASCII

U n i x

8

b i t

U n i x

F T P

I n t e r n e t

27.1

2 7 - 8

2

27.2

F T P

l o c a l : h e l l o . c r e m o t e : h e l l o . c

4 2 b y t e s r e c e i v e d i n 0 . 0 0 3 7 s e c o n d s ( 1 1 K b y t e s / s )





28

SMTP:

28.1

e - m a i l

[Caceres et al.1991]

T C P

SMTP (Simple Mail Transfer Protocol)

F T P

[Paxson 1993]

1 5 0 0

2 8 - 1

T C P / I P

TCP

TCP25

28-1 Internet

user agent

U n i x

M H

Berkeley Mail, Elm

M u s h

T C P

M TA

Message Transfer Agent

U n i x

M TA

S e n d m a i l

M TA

M TA

M TA

T C P

RFC 821 [Postel 1982]

S M T P

T C P

M TA

RFC 822 [Crocker 1982]

M TA

RFC 821

28.2 SMTP

M TA

NVT ASCII

F T P

1 2

F T P

4 0

28.2.1

S M T P

-v
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S e n d m a i l

M TA

S M T P

> > >

S M T P

3

S M T P

MTA(Sendmail)

5

S M T P

H E L O

M A I L

R C T P

D ATA

Q U I T

m a i l

s u b j e c t

M TA

M TA

T C P

2 5

2 2 0

n o a o . e d u

S e n d m a i l

H E L O

s u n . t u c .

n o a o . e d u

M A I L

R C P T

R C P T

D ATA

Q U I T

2 8 - 2

S M T P

S M T P

S M T P

1

2

3

1 2

3 9 3

1 2

3 9 3
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R e c e i v e d : M e s s a g e - I d:

M TA

28-2 SMTP

28.2.2 SMTP

S M T P

8

5

H E L O

M A I L

R C P T

D ATA

Q U I T

R S E T
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V R F Y

N O O P

O K

2 0 0

E X P N

V R F Y

S e n d m a i l

4.4BSD

S e n d m a i l

8

V R F Y

.forward

T U R N

T C P

S e n d m a i l

S E N D

S O M L

S A M L

M A I L

28.2.3

1)

e n v e l o p e

M TA

S M T P

M A I L F r o m : < r s t e v e n s @ s u n . t u c . n o a o . e d u >

R C P T T o : < e s t e v e n s @ n o a o . e d u >

RFC 821

T C P

2)

9

R e c e i v e d

M e s s a g e - I d

F r o m

D a t a

R e p l y - T o

X - P h o n e

X - M a i l e r

T o

S u b j e c t

RFC 822

X

RFC 822

R e c e i v e d

3)

b o d y

RFC 822

NVT ASCII

D ATA

D ATA

1 0 0 0

M TA

M TA

M TA

c o n t e n t

D ATA

28.2.4

M TA

1

Connecting to mailhost via ether

M TA

M TA

S e n d m a i l

M TA

. t u c . n o a o . e d u

m a i l h o s t

h o s t

D N S
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s u n % h o s t m a i l h o s t


m a i l h o s t . t u c . n o a o . e d u C N A M E n o a o . e d u

n o a o . e d u A 1 4 0 . 2 5 2 . 1 . 5 4

I P

D N S

2 8 - 3

I n t e r n e t

2 8 - 2

MTA

MTA

MTA

MTA

Internet

MTA

MTA

MTA

MTA

28-3 Internet

4

M TA

M TA

M TA

M TA

m a i l h o s t

S M T P

M TA

I n t e r n e t

M TA

M TA

M TA

M TA

S M T P
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28.2.5 NVT ASCII

S M T P

NVT ASCII

2 6 . 4

7 bit

8 bit

0

2 8 . 4

I n t e r n e t

S M T P

M I M E

M I M E

NVT ASCII

28.2.6

M TA

M TA

Host Requirements RFC

3 0

4 ~ 5

1

28.3 SMTP

M X

V R F Y

E X P N

28.3.1 MXInternet

1 4 . 6

D N S

M X

M X

I n t e r n e t

R F C 9 7 4

[Partridge 1986 ]

M TA

M X

m l f a r m . c o m

I n t e r n e t

M X

I n t e r n e t

M X

M TA


v
 MTA

()


MX


SMTP
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M TA

M X

M X

s u n

s u n

n o a o . e d u

S L I P

t c p d u m p

S L I P

D N S

2 8 - 4

t c p d u m p

28-4 MX

1

M TA

m l f a r m . c o m

M X

2

+

2

2

*

R R

M X

0

R R

R R

I P

3 ~ 5

m e r c u r y . h s i . c o m

S M T P

T C P

2 2 0

6

m e r c u r y . h s i . c o m

m l f a r m . c o m

I n t e r n e t

M X

U U C P

M TA

M X

M TA

D N S

RFC 974

M TA

M X

D N S

I P

M TA

D N S

C N A M

B S D / 3 8 6

r s t e v e n s @ m a i l h o s t .

t u c . n o a o . e d u

M TA

S e n d m a i l

1) Sendmail

D N S

m a i l h o s t . t u c . n o a o . e d u

C N A M E

C N A M E

s u n % h o s t - t c n a m e m a i l h o s t . t u c . n o a o . e d u


m a i l h o s t . t u c . n o a o . e d u C N A M E n o a o . e d u

2)

n o a o . e d u

C N A M E

D N S

3) Sendmail

D N S

n o a o . e d u

M X

s u n % h o s t - t m x n o a o . e d u


n o a o . e d u

M X

n o a o . e d u

4) Sendmail

D N S

n o a o . e d u

A

I P

1 4 0 . 2 5 2 . 1 . 5 4

A

n o a o . e d u

3

M X

R R

5)

1 4 0 . 2 5 2 . 1 . 5 4

S M T P

C N A M E

M X

n o a o . e d u

M X
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A

DNS

SunOS 4.1.3

Sendmail

MX

MX

28.3.2 MX

M X

s u n

D N S

M X

M X

n o a o . e d u

S M T P

v a n g o g h . c s . b e r k e l e y . e d u

s u n . t u c . n o a o . e d u

2 5

T C P

RST


SMTP


M TA

s u n . t u c . n o a o . e d u

n o a o . e d u

2 8 - 5

T C P

R S T

S Y N

t c p d u m p

28-5 SMTP

1

v a n g o g h

s u n

1

I P

140.252.1.29

25

S Y N

2

v a n g o g h

S M T P

s u n

2

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

3

R S T

4

S M T P

1

2

I P

1

host unreachable(

)

2

S M T P

I P

1 4 0 . 2 5 2 . 1 . 2 9

S Y N

7 5

1 8 - 6

I P

1 4 0 . 2 5 2 . 1 3 . 3 3

7 5

3

S Y N

1 5 0

M X
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28.3.3 VRFYEXPN

V R F Y

O K

E X P N

S M T P

S e n d m a i l

S e n d m a i l

S e n d m a i l

Te l n e t

H E L O

b s d i

s u n

S M T P

I P

D N S

1 4 . 5

I P

I P

V R F Y

5 5 0

E X P N

E X P N

V R F Y

E X P N

S M T P

28.4 SMTP

I n t e r n e t

I n t e r n e t

S M T P

A S C I I

M I M E
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28.4.1 SMTP

RFC 1425 [Klensin

1993a]

S M T P

S M T P

E S M T P

E H L O

H E L O

2 5 0

S M T P

R F C

I A N A

4

S M T P

3

S M T P

Te l n e t

Te l n e t

2 2 0

E H L O

2 5 0

E X P N

S I Z E

H E L P

RFC 821

E S M T P

RFC 821

S I Z E

RFC 1427 [Klensin, Freed

Moore 1993]

MAIL FROM

A S C I I

I n t e r n e t

E S M T P

2 5 0

S I Z E

4 6 1

8 B I T M I M E

RFC 1426 [Klensin

1 9 9 3 a ]

B O D Y

MAIL FROM

NVT ASCII

8 bit

E H L O

8 B I T M I M E

NVT ASCII

M I M E

M I M E

8 bit

X A D R

X

S M T P













342

 TCP/IP 1


E S M T P

H E L P

S I Z E

X

E H L O

E H L O

E S M T P

E H L O

5 0 0

2 5 0

R S E T

H E L O

28.4.2 ASCII

RFC 1522 [Moore 1993]

RFC 822

A S C I I

(coded word)

= ? c h a r s e t
 ? e n c o d i n g
 ? e n c o d e d - t e x t
 ? =

c h a r s e t

u s - a s c i i

i s o - 8 8 5 9 - x

x

i s o - 8 8 5 9 - 1

1

e n c o d i n g

1) Q

q u o t e d - p r i n t a b l e

NVT ASCII

0

8

1

3

1

=

8

b i t

0 x e 9

= E 9

= 2 0

A S C I I

2) B

6 4

3

2 4 b i t

4

6 bit

6 b i t

6 4

NVT ASCII

2 8 - 6

3

=

RFC 1522
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6 bit

A S C I I

6 bit

A S C I I

6 bit

A S C I I

6 bit

A S C I I

28-6 6 bit64

6 4

4

S W Y g

2 8 - 6

4

6 bit

S = 0 x 1 2 , W = 0 x 1 6 , Y = 0 x 1 8

g = 0 x 2 0

0 1 0 0 1 0 0 1 0 1 1 0 0 1 1 0 0 0 1 0 0 0 0 0

24 bit

3

8 bit

0 1 0 0 1 0 0 1 0 1 1 0 0 1 1 0 0 0 1 0 0 0 0 0

= 0 x 4 9 = 0 x 6 6 = 0 x 2 0

I

f

A S C I I

28.4.3 Internet

RFC 822

NVT ASCII

RFC 1521 [Borenstein

Freed 1993]

M I M E

I n t e r n e t

M I M E

S M T P

A S C I I

M I M E

RFC 822

NVT ASCII

M I M E

SMTP SIZE

M I M E

A S C I I

M I M E

M I M E

M I M E

M TA

M I M E

5

M i m e - V e r s i o n :

C o n t e n t - T y p e :

C o n t e n t - T r a n s f e r - E n c o d i n g :
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C o n t e n t - I D :

C o n t e n t - D e s c r i p t i o n :

I n t e r n e t

M i m e - V e r s i o n : 1 . 0

C o n t e n t - T y p e : T E X T / P L A I N ; c h a r s e t = U S - A S C I I

M I M E

1 . 0

A S C I I

I n t e r n e t

P L A I N

T E X T

c h a r s e t = U S - A S C I I

Te x t

M I M E

7

2 8 - 7

RFC 1521

1 6

t e x t

p l a i n

r i c h t e x t

e n r i c h e d

r i c h t e x t

m u l t i p a r t

m i x e d

p a r a l l e l

d i g e s t

a l t e n a t i v e

m e s s a g e

r f c 8 2 2

RFC 822

p a r t i a l

e x t e r n a l - b o d y

a p p l i c a t i o n

o c t e t - s t r e a m

p o s t s c r i p t

P o s t S c r i p t

i m a g e

j p e g

ISO 10918

g i f

C o m p u S e r v e

a u d i o

b a s i c

8 bit ISDN

v i d e o

m p e g

ISO 11 1 7 2

28-7 MIME

C o n t e n t - Ty p e

C o n t e n t - Tr a n s f e r- E n c o d i n g

RFC 1521

5

1) 7bit

NVT ASCII

2) quoted-printable

A S C I I

8 bit

1

3) base64

2 8 - 6

4) 8bit

A S C I I

8 b i t

1

5) binary

8 bit

RFC 821 MTA

5

3

3

N V T

A S C I I

8 B I T M I M E

S M T P

8 b i t

R F C 1 5 2 1

A S C I I

t e x t

q u o t e d - p r i n t a b l e

i m a g e

a u d i o

v i d e o

octet-stream application

b a s e 6 4

RFC 821

M TA

m u l t i p a r t

m e s s a g e

7 b i t
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m u l t i p a r t

2 8 - 8

R F C

m i x e d

N e x t P a r t

1

1

2

u s - a s c i i

t e x t / p l a i n

R F C

2

m u l t i p a r t

O t h e r A c c e s s

a l t e r n a t i v e

1

O t h e r A c c e s s

R F C

2

F T P

M I M E

F T P

R F C

1

RFC

2

28-8 MIME multipart
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M I M E

M I M E

RFC 1521

[ R o s e

1 9 9 3 ]

28.5

S M T P

I n t e r n e t

NVT ASCII

A S C I I

S M T P

M I M E

M I M E

7bit SMTP MTA

28.1

RFC 822

domain literal

28.2

28.3 T C P

S M T P

T C P

H E L O

M A I L

R C P T

D ATA

Q U I T

28.4

S M T P

28.5

M X


29

29.1

N F S

N F S

Sun RPC

R P C

N F S

N F S

N F S

R P C

N F S

I n t e r n e t

U D P

29.2 Sun

T C P

T C P

T C P

T C P

k e e p a l i v e

1 . 1 5

A P I

( s o c k e t )

T L I

A P I

T C P / I P

C

T C P

U n i x

C O B O L

A P I

T C P

P i n g

Tr a c e r o u t e

D N S

T F T P

B O O T P

S N M P

Te l n e t

F T P

S M T P

RPC (Remote Procedure Call)

1)

R P C

s t u b

2)

3)

4)

T L I

A P I

R P C
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A P I

R P C

R P C

1)

2)

U D P

R P C

3) RPC

R P C

R P C

[Stevens 1990]

1 8

R P C

Sun RPC

O S F

D C E

R P C

R P C

Sun RPC

Sun RPC

2

RFC 1057 [Sun Microsystems 1988a]

Sun RPC

Sun RPC

IP

20

A P I

T C P

U D P

T I - R P C

UDP

TLI API

(XID)

(0)

T C P

U D P

RPC(2)

2 9 - 1

U D P

Sun RPC

R P C

I P

U D P

3 - 1

400

11 - 2

U D P

R P C

400

X I D

X I D

X I D

29-1 RPCUDP

R P C

X I D

R P C

X I D

( c a l l )

0

1

R P C

2
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( c r e d e n t i a l )

IP

20

UDP

( v e r i f i e r )

(XID)

D E S

R P C

(1)

Sun RPC

(0=

)

400

(procedure parameter)

(0=)

U D PU D P

U D P

T C P

T C P

29-2 RPCUDP

T C P

X I D

4

R P C

R P C

T C P

D N S

1 4 - 4

2 9 - 2

R P C

X I D

X I D

1

0

R P C

2

R P C

0

U D P

T C P

R P C

T C P

X I D

4

29.3 XDR:

XDR (eXternal Data Representation)

R P C

R P C

X I D

X D R

RFC 1014

[Sun Microsystems 1987]

X D R

R P C

X D R

R P C

X D R

2 9 - 1

2 9 - 2

X I D

4

X D R

4

X D R

29.4

R P C
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R P C

Sun RPC

(port mapper)

I n t e r n e t

T C PU D P

T I -

R P C

T C P

U D P

T I - R P C

S V R 4Solaris 2.2

r p c b i n d

U D P

111

T C P

111

R P C

1 0 0 0 0 0

2

T C P

111

U D P

111

R P C

R P C

1) PMAPPROC_SET

R P C

2) PMAPPROC_UNSET

R P C

3) PMAPPROC_GETPORT

R P C

4) PMAPPROC_DUMP

R P C

R P C

1)

T C P

T C P

111

U D P

U D P

111

U D P

2)

R P C

T C P

U D P

R P C

T C P

U D P

R P C

P M A P P R O C _ S E T

3)

R P C

P M A P P R O C _ G E T P O RT

4)

R P C

3

U D P

R P C

2 9 - 1

U D P

U D P

R P C

2 9 - 2

U D P

T C P

T C P

T C P

R P C

R P C

r p c i n f o ( 8 )

P M A P P R O C _ D U M P

NFS
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NFS

NFS

mount daemon

T C P

7 0 2

U D P

6 9 9

lock manager

29.5 NFS

N F S

F T P

2 7

F T P

N F S

N F S

N F S

N F S

Sun RPC

N F S

N F S

R P C

N F S

N F S

N F S

N F S

N F S

N F S

R F C 1 0 9 4

2

NFS [Sun Microsystems 1988b]

[ X / O p e n

1991]

Sun RPC

X D R

N F S

[Stern 1991]

N F S

3

N F S

1 9 9 3

2 9 . 7

2 9 - 3

N F S

N F S

1)

N F S

N F S

N F S

2) NFS

T C P / I P

N F S

R P C

N F S

U D P

T C P

3) NFS

2 0 4 9

U D P

N F S

U D P

2 0 4 9

4)

N F S

5) NFS

N F S

N F S
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U n i x

n f s d

NFS

NFS

UDP

2049

TCP/UDP

TCP/UDP

IP

IP

29-3 NFSNFS

6)

N F S

N F S

R P C

N F S

N F S

U n i x

N F S

b i o d

U n i x

N F S

N F S

P C

M S - D O S

N F S

I B M

N F S

N F S

N F S

2 9 - 4

N F S

R P C

1 0 0 0 0 0

2

4

N F S

1 0 0 0 0 3

2

1 5

1 0 0 0 0 5

1

5

1 0 0 0 2 1

1, 2, 3

1 9

1 0 0 0 2 4

1

6

29-4 NFSRPC

SunOS 4.1.3

Solaris 2.2

3

4

2SVR43

N F S

N F S
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N F S

N F S

N F S

[X/Open 1991]

9, 10

11

N F S

29.5.1

N F S

(file handle)

( o p a q u e )

N F S

N F S

N F S

N F S

N F S

N F S

2

N F S

3 2

3

6 4

U n i x

i - n o d e

i - n o d e

i-node

29.5.2

2 9 - 5

U n i x

m o u n t( 8 )

N F S

(1)

mountd

mount

(6) mount

(2) RPC

(3) RPC

(4)

R P C

(5) RPC

29-5

Unix mount

1)

2)

m o u n t d

T C P







354

 TCP/IP1


U D P

3)

m o u n t

R P C

T C P

U D P

U D P

sun

4)

5) m o u n t

R P C

T C P

U D P

bsdi

U D P

I P

NFS

6)

7)

m o u n t

m o u n t

5

N F S

29-6

b s d i : / u s r

s u n

/ n f s / b s d i / u s r

m o u n t

m o u n t

s u n

N F S

s u n #


m o u n t - t n f s b s d i : / u s r / n f s / b s d i / u s r


b s d i

N F S

/ u s r

/ n f s / b s d i /

u s r

2 9 - 6

s u n

/ n f s / b s d i / u s r / r s t e v e n s / h e l l o . c

b s d i

/ u s r / r s t e v e n s / h e l l o . c

29.5.3 NFS

N F S

1 5

N F S

N F S

U n i x

U n i x

[Stevens 1992]

4

U n i x

N F S

1) GETAT T R

2) SETAT T R
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3) STAT F S

U n i x

d f

4) LOOKUP

N F S

N F S

5) READ

8 1 9 2

6) WRITE

7) CREAT E

8) REMOVE

9) RENAME

10) LINK

U n i x

11) SYMLINK

12) READLINK

13) MKDIR

14) RMDIR

15) READDIR

U n i x

l s

N F S P R O C _

29.5.4 UDPTCP

N F S

U D P

T C P

T C P

N F S

L A N

WA N

round-trip time

WA N

T C P

U D P

N F S

T C P

29.5.5 TCPNFS

Net/2 NFS

U D P

T C P

[Macklem 1991]

T C P

1)

N F S

T C P

2 0 4 9

N F S

NFS UDP

U D P

2 0 4 9

U D P

2)

T C P

T C P

2 0 4 9

T C P

T C P
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3)

T C P

k e e p a l i v e

4)

T C P

2 9 - 6

b s d i

/ u s r

s m i t h

/ n f s / b s d i / u s r / r s t e v e n s

/ n f s / b s d i / u s r / s m i t h

T C P

5)

T C P

T C P

6)

T C P

k e e p a l i v e

k e e p a l i v e

T C P

T C P

N F S

29.6 NFS

t c p d u m p

N F S

t c p d u m p

R P C

2 9 - 1

0

2 0 4 9

U D P

N F S

U D P

R P C

2 9 - 2

1

2 0 4 9

t c p d u m p

N F S

29.6.1

c a t ( 1 )

N F S

s u n %


c a t / n f s / b s d i / u s r / r s t e v e n s / h e l l o . c


m a i n ( )

{

p r i n t f ("h e l l o , w o r l d \

" n

) ;

}

2 9 - 6

s u n

N F S

/nfs/bsdi/usr

b s d i

N F S

/usr

c a t

s u n

N F S

2 9 - 7

t c p d u m p

t c p d u m p

N F S

X I D

1

2

X I D

0 x 7 a a 6

/nfs/bsdi/usr/rstevens/hello.c

/ n f s / b s d i / u s r

N F S

1

G E TAT T R

/ u s r

R P C

I P

U D P

1 0 4

2

O K

I P

U D P

9 6

N F S

1 0 0
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29-7 NFS

3

L O O K U P

r s t e v e n s

4

O K

L O O K U P

r s t e v e n s

5

4

h e l l o . cL O O K U P

6

7

9

/ n f s / b s d i / u s r / r s t e v e n s / h e l l o . c

L O O K U P

7

G E TAT T R

9

R E A D

0

1 0 2 4

R P C

R E A D

1 0

3 8

h e l l o . c

R P C

o p e n

3

R P C

3

1 ~ 6

r e a d

7 ~ 1 0

N F S

29.6.2

N F S

s u n %


c d / n f s / b s d i / u s r / r s t e v e n s


s u n %


m k d i r M a i l


2 9 - 8

t c p d u m p

29-8 NFScdNFSmkdir
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G E TAT T R

1 ~ 4

G E TAT T R

5 ~ 6

L O O K U P

7 ~ 8

M K D I R

9 - 1 0

8

O K

t c p d u m p

N F S

O K

29.6.3

N F S

N F S

N F S

N F S

( s t a t e l e s s )

N F S

o p e n

c l o s e

L O O K U P

o p e n

L O O K U P

29.6.4

N F S

s u n

N F S

s v r 4

/ u s r / s h a r e / l i b / t e r m c a p

c a t

NFS read

1 0 2 4

2 9 - 9

t c p d u m p

1 ~ 1 0

2 9 - 7

11

R E A D

1 2

1 0 2 4

1 2 9

1 0 2 4

O K

1 3 0

1 3 1

1 3 2

1 3 3

6 5 5 3 6

7 3 7 2 8

U n i x

N F S

I / O

R P C

6 5 5 3 6

8 1 9 2

1 0 2 4

7 3 7 2 8

8 1 9 2

1 3 0 ~ 1 6 8

1 6 9

1 6 8

N F S

A R P

1 6 8

1 7 1

R E A D

1 2 9

1 7 1

5

1

6 5 5 3 6

0.68, 0.87, 1.74, 3.48, 6.96, 13.92, 20.0, 20.0, 20.0

2

7 3 7 2 8

N F S

0 . 8 7 5

2 0
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0.875, 1.75, 3.5, 7.0

1 4 . 0

29-9 NFS

5
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29.6.5

R P C

Idempotent Procedure

N F S

2 9 - 9

R E A D

R P C

U D P

R E A D

R E A D

N F S


N



N


R E A D

N F S

R E A D

W R I T E

N F S

R E M O V E

N F S

O K

N F S

N F S

N F S

G E TAT T R

S TAT E S

L O O K U P

R E A D

W R I T E

R E A D L I N K

R E A D D I R

C R E AT E

R E M O V E

R E N A M E

L I N K

S Y M L I N K

M K D I R

R M D I R

S E TAT T R

U D P

N F S

N F S

[Juszczak 1989]

U D P

N F S

D N S

D N S

29.7 3

NFS

1 9 9 3

3

N F S

[Sun Microsystem 1994]

1 9 9 4

2

3

V 2

V 3

1) V2

3 2

V 3

6 4

X D R

4

U n i x

1 2

U n i x

2) V2

R E A D

WRITE RPC

8 1 9 2

V 3
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U D P

I P

6 5 5 3 5

3)

R E A D

W R I T E

3 2

6 4

4)

G E TAT T R

5) WRITE

V 2

W R I T E

W R I T E

6) V3

S TAT F S

A C C E S S

M K N O D

U n i x

R E A D D I R P L U S

F S I N F O

F S S TAT

PAT H C O N F

P O S I X . 1

C O M M I T

29.8

R P C

-

R P C

R P C

R P C

X D R

R P C

R P C

S u n

N F S

N F S

U D P

T C P

2

N F S

1 5

N F S

N F S

29.1

2 9 - 7

t c p d u m p

N F S

X I D

t c p d u m p

R P C

29.2

U n i x

R P C

29.3

R P C

1

5

1

4

29.4

2 9 - 9

N F S



362

 TCP/IP1


29.5

2 9 - 9

6 5 5 3 6

1 6 8

1 7 1

6 6 5 6 0

1 7 2

1 7 3

7 3 7 2 8

1 6 7

29.6

N F S

R E M O V E

T C P

U D P

29.7

N F S

2 0 4 9

N F S

29.8

1 0 2 3

1 . 9

N F S

N F S

T C P


N



N






30TCP/IP

30.1

T C P / I P

F i n g e r

W h o i s

X

T C P / I P

I n t e r n e t

I n t e r n e t

30.2 Finger

F i n g e r

RFC1288 [Zimmerman 1991]

F i n g e r

F i n g e r

1 9 8 8

I n t e r n e t

R F C 11 3 5

[Reynolds 1989]

[Curry 1992]

F i n g e r

R F C 1 2 8 8

3

F i n g e r

7 9

NVT ASCII

F T P

S M T P

U n i x

finger ( 1 )

F i n g e r

Te l n e t

F i n g e r

NVT ASCII

C R

L F

Telnet

Finger

Telnet

o ff i c e

o ffice phone

( p a s s w o r d )
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Te l n e t

F i n g e r

7 9

R S T

7 9

Finger

I n t e r n e t

I P

[Cheswick and Bellovin 1994]

I n t e r n e t

7 9

T C P

F i n g e r

U n i x

F i n g e r

R F C 1 2 8 8

f i n g e r ( 1 )

R F C 1 2 8 8

F i n g e r

T C P / I P

30.3 Whois

W h o i s

W h o i s

I n t e r N I C

r s . i n t e r n i c . n e t

D N S

I n t e r n e t

n i c . d d n . m i l

M I L N E T

RFC954 [Harrenstein, Stahl,
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and Feinler 1985]

W h o i s

W h o i s

T C P

4 3

NVT ASCII

W h o i s

F i n g e r

U n i x

whois(1)

Te l e n t

N I C

1 9 9 3

I n t e r N I C

W h o i s

n i c . d d n . m i l

r s . i n t e r n i c . n e t

n i c . d d n . m i l

w h o i s

-h rs.internic.net

Telnet

rs.internic.net

whois

W h o i s

Te l n e t

s t e v e n s

25stevens

W R S 2 8

N I

N I C

I n t e r n e t

net 140.252

B

1 4 0 . 2 5 2

S M T P

V R F Y

F i n g e r

W h o i s

I n t e r n e t

[Schwartz and Tsirigotis 1991]

I n t e r n e t

N e t f i n d

Te l e n t

n e t f i n d

b r u n o . c s . c o l o r a d o

d s . i n t e r n i c . n e t

RFC1309 [We i d e r, Reynolds, and Heker 1992]

O S I

X . 5 0 0

I n t e r n e t

F i n g e r

W h o i s
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30.4 ArchieWAIS

GopherVeronica

WWW

F i n g e r

W h o i s

I n t e r n e t

[Obraczka, Danzig, and Li1993]

I n t e r n e t

30.4.1 Archie

F T P

F T P

A r c h i e

I n t e r n e t

F T P

A r c h i e

F T P

F T P

A r c h i e

Te l n e t

a r c h i e

d s . i n t e r n i c . n e t

s e r v e r s

A r c h i e

30.4.2 WAIS

A r c h i e

WAIS (Wide Area Information Servers

)

WA I S

WA I S

Te l n e t

w a i s

q u a k e . t h i n k . c o m

30.4.3 Gopher

G o p h e r

I n t e r n e t

A r c h i e

WA I S

F T P

G o p h e r

G o p h e r

Te l n e t

g o p h e r

i s . i n t e r n i c . n e t

30.4.4 Veronica

A r c h i e

F T P

Ve r o n i c a ( Very Easy Rodent-Oriented

Netwide Index to Computerized Archives)

G o p h e r

Ve r o n i c a

G o p h e r

G o p h e r

Ve r o n i c a

G o p h e r

B e y o n d

InterNIC: Virtual Treasures of the Internet

Ve r o n i c a
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30.4.5 WWW

/

W W W

Te l n e t

i n f o . c e r n . c h

30.5 X

X

(X Window System)

X

T C P

D E C N E T

X

X

T C P

X

U D P

8 bit

[Nye 1992]

T C P

1 5 0

U n i x

X

X

U n i x

T C P

T C P

U n i x

2 - 4

T C P

I P

( l o o p b a c k )

T C P

I P

3 0 - 1

U n i x

T C P

(window manager)

Te l n e t

F T P

X

X

Te l n e t

F T P

X

X

T C P

6000 +


n



n


0

U n i x

/ t m p / . X 11 - u n i x / X n


U n i x


n


T C P

6 0 0 0 + n


T C P
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A

TCP

B

C

30-1 X

3 0 - 2

3 0 - 1

X

X

X

A

X

B

C

30-2

1 8 . 11

T C P

T C P

F T P

Te l n e t

X

X

T C P

X

c l o c kX

c l o c k

1

1

X

T C P

X

Xt e r m

3 2

X

I PT C P

7 2

X

[Droms and Dyksen 1990]

X

T C P

30.5.1 Xscope

Xs c o p e

X

X
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3 0 - 3

A

B

X

TCP

C

30-3

x s c o p e X

x s c o p e

x s c o p e

6 0 0 0

6 0 0 1

T C P

1

0

x s c o p e

x s c o p e

6 0 0 0

T C P

s u n

x s c o p e

s v r 4

x c l o c k

s v r 4 % D I S P L A Y = s u n : 1 x c l o c k - d i g i t a l - u p d a t e 5

s u n

5

T h u S e p 9 1 0 : 3 2 : 5 5 1 9 9 3

x s c o p e

- q

1

0 . 0 0

0 . 0 2
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0 . 0 3

1

2

R E S O U R C E _ M A N A G E R

0 . 2 0

0 . 3 0

0 . 3 8

0 . 4 3

X

1 6 6 8

1 2

11 2 0

1 0

3 . 1 7

5

4 4

30.5.2 LBXX

X

X

S L I P

P P P

2 . 4

2 . 6

X

L B X

6

X

1 9 9 4

30.6

F i n g e r

W h o i s

F i n g e r

W h o i s

I n t e r N I C

I n t e r n e t

A r c h i e

WA I S

G o p h e r

Ve r o n i c a

W W W,

I n t e r n e t

T C P / I P

X

X

T C P

X s c o p e

30.1

W h o i s

8 8

A

30.2

W h o i s

w h i t e h o u s e . g o v

D N S

D N S

30.3

3 0 - 3

x s c o p e

X


A tcpdump

t c p d u m p

Van Jacobson

Craig Leres

Steven McCanne

2 . 2 . 1

1 9 9 2

6

t c p d u m p

promiscuous mode

2 . 2

t c p d u m p

t c p d u m p

4 . 4 B S D

B S D / 3 8 6

S u n O S

U l t r i x

H P - U X

t c p d u m p

R E A D M E

t c p d u m p

1 0 - 8

Solaris 2.2

s n o o p

AIX 3.2.2

i p t r a c e

A.1 BSD

B S D

U n i x

BSD

B P F ( B S D P a c k e t F i l t e r )

t c p d u m p

B P F

S L I P

2 . 4

B P F

2 . 7

B P F

1 9 8 0

Mike AccettaRick Rashid

E n e t

J e ffrey Mogul

B S D1 9 8 3

D E CU l t r i x

SunOS 4.1

STREAMS NIT

B P F

Steven McCanne

1 9 9 0

B P F

Van Jacobson

[McCanne and Jacobson 1993]

SunNIT

A - 1

B P F

B P F

A - 1

t c p d u m p

R A R P

5 . 4

t c p d u m p

t c p d u m p

r a r p d

R A R P

B P F

C P U
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B P F

t c p d u m p

1

B P F

R A R P

r a r p d

0

BPF

A-1 BSD

B P F

B P F

R A R P

t c p d u m p

t c p d u m p

B P F

t c p d u m p

% t c p d u m p t c p p o r t 2 5

% t c p d u m p

i c m p [ 0 ] ! = 8 a n d i c m p [ 0 ] ! = 0

2 5

T C P

I C M P

p i n g

I C M P

6 - 2

t y p e

8

0

6 - 3

U n i x

t c p d u m p (1)

bpf(4)

B P F

[McCanne and Jacobson 1993]

A.2 SunOS

SunOS 4.1.x

S T R E A M S

(pseudo-device driver)

(Network Interface Ta p )

N I T

[Rago 1993]
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N I T

B S D

A - 2

N I T

A - 1

B P F

N I T

t c p d u m p

N I T

B P F

SunOS 4.1.x

/ d e v / n i t

n i t _ i f

N I T

n i t _ i f

t c p d u m p

n i t _ b u f

S T R E A M

B P F

R A R P

A-2 SunOS

n i t _ p f

A - 2

R A R P

t c p d u m p

S u n O S

t c p d u m p

n i t _ p f

B P F

B P F

t c p d u m p

B P F

N I T

A.3 SVR4

S V R 4

DLPI (Data Link Provider Interface)

O S I

S V R 4

D L P I

S V R 4 . 2

1

S u n

Solaris 2.x

t c p d u m p

D L P I

S o l a r i s

2 . x

p f m o d

b u f m o d
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Solaris 2.x

t c p d u m p

S u n

s n o o p

t c p d u m p

s n o o p

SunOS 4.x

e t h e r f i n d

t c p d u m p

vanilla SVR4

A.4 tcpdump

t c p d u m p

t c p d u m p

0 9 : 11 : 2 2 . 6 4 2 0 0 8

1 0 m s

0 9 : 11 : 2 2 . 6 4

B

H H : M M : S S

6

10 ms

2

4

2

t c p d u m p

s u n

0 . 9 . 4

B S D / 3 8 6

b s d i

10 ms

5 -

1

b s d i

1 . 0

B S D / 3 8 6

t c p d u m p

t c p d u m p

6 - 11

t c p d u m p

t c p d u m p

4 - 4

t c p d u m p

A - 3

8 0

t c p d u m p

t c p d u m p

0

4

A-3 4-4

t c p d u m p
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A.5

T e l n e t

F T P

U n i x

/ e t c / p a s s w d

/ e t c / s h a d o w

t c p d u m p

t c p d u m p

t c p d u m p

S u n O S

N I T

B S D

/ d e v / b p f X X

I D

t c p d u m p

A.6

T C P

T C P

S u nOS4.4BSDSVR4

t r p t ( 8 )

t r p t

t r p t

s o c k

C

- D

t c p d u m p

2 1 . 4

T C P

t c p d u m p





B

U n i x

U n i x

[ L e ffler et al. 1989]

3 . 4

3 . 5

Sun SPA R C

Intel 80386

10 ms

RFC1305 [Mills 1992]

7

10 ms

0 . 0 1

8 . 6 4

1

2

3

R F C 1 3 0 5

U n i x

10 m s

1

1 0 m s

10 ms

U n i x

10 ms

S PA R C

N I T

t c p d u m p

A

S PA R C

4 914

g e t t i m e o f d a y( 2 )

4 831

10 000

g e t t i m e o f d a y

B-1 SPARC ELC

g e t t i m e o f d a y

10 000

9 9 9 9

S PARC ELC

B - 1

0 . 3 8

g e t t i m e o f d a y

3 7

E L C

2 1 M I P S

M I P S

1 0 0

3 7

8 0 0

8

M I P S

g e t t i m e o f d a y





B
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S V R 4 / 3 8 6

3 8 6 U n i x

0

9 871

S V R 4

10 ms

10 000

128

B - 2

2 5 M H z 8 0 3 8 6

B-2 SVR4/386gettimeofday

S V R 4

9 9 9 9

10000

1 0

m s

0

p r i n t f

9 9 9 9

S PA R C

B - 1

p r i n t f

10 000

S V R 4

3 . 1 5

3 1 5

S PA R C

8 . 5

BSD/386 1.0

S PA R C

8 2 5 3

g e t t i m e o f d a y

BSD

t c p d u m p

S PA R C

B S D / 3 8 6

( s u b m i l l i s e c o n d )

S V R 4 / 3 8 6

t c p d u m p

10 ms

p i n g

7

t r a c e r o u t e

8

S PA R C

B S D / 3 8 6

S V R 4 / 3 8 6

1 0

L A N

p i n g

7

3 ms

S PA R C

B S D / 3 8 6

p i n g

BSD/386 0.9.4

S V R 4

10 ms

t c p d u m p





C sock

s o c k

T C P

U D P

C

s o c k

J u e rgen Nickelsen

s o c k e t

Dave Yo s t

s o c k i o

s o c k

Mike MuussTerry Slattery

t t c p

s o c k

TCP

1)

C-1

s o c k

C - 1

s u n

b s d i

e c h o

1 . 1 2

s u n %


s o c k b s d i e c h o



a t e s t l i n e



a t e s t l i n e


e c h o

^ D

2)

s

s u n %


s o c k - s 5 5 5 5


5 5 5 5

s u n %


s o c k - s 1 4 0 . 2 5 2 . 1 3 . 3 3 5 5 5 5


3)

i

1 0 2 4

1 0 2 4

n

w

s u n %


s o c k - i - n 1 2 - w 4 0 9 6 b s d i d i s c a r d


1 2

4 0 9 6

b s d i

d i s c a r d

4)

i

s

T C P

u

U D P

s o c k


C sock
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b


n



n


c

NVT ASCII

2 6 . 4

f


a . b . c . d . p


U D P

I P


a . b . c . d



p


h

T C P

1 8 . 5

T C P

i

-s

- n

- w

-r

n


n


-i


n



n


1 0 2 4

p


n


i

- i s

P

1

q


n


T C P

T C P

1 8 - 2 3

5

r


n


- i s


n


1 0 2 4

s

u

U D P

T C P

v

w


n


- i


n


1 0 2 4

A

S O _ R E U S E A D D R

T C P

2 M S L

U D P

B

S O _ B R O A D C A S T

I P

U D P

D

S O _ D E B U G

T C P

A . 6

t r p t ( 8 )

E

I P _ R E C V D S TA D D R
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U D P

U D P

I P

F

T C P

f o r k

K

T C P

S O _ K E E PA L I V E

2 3

L


n


T C P

(linger time)

S O _ L I N G E R


n


0

1 8 . 7

N

T C P _ N O D E L AY

N a g l e

1 9 . 4

O


n


T C P

P


n


i s

i

p

Q


n


T C P

R


n


S O _ R C V B U F


n


T C P

U D P

U D P

S


n


S O _ S N D B U F


n


U D P

U D P

U


n



n


T C P

2 0 . 8





D

1

1.1

27 2

1 2 6

21 4 2

16 382

22 1 2

2 097 150

= 2 113 658

2

0

1

I D

1.2

D - 1

1 9 9 3

8

D-1 NSFNET

2 0 0 0

1.3

3

3.1

I D

1 2 7

A

1 2 7 . 0 . 0 . 1

3.2 k p n o

5

3

2

R 1 0

4

g a t e w a y

3

2

1

n e t b

1

2

3.3

C

2 5 5 . 2 5 5 . 2 5 5 . 0

3.5

1 6

R F C

3.6

1 0 2 4

5 1 2

M T U

Solaris 2.2

M T U

8 2 3 2

8 1 9 2

4 0

8 1 9 2

2 0

I P

2 0

T C P

3.7

U D P

T C P




382

 TCP/IP 1


4

4.1

r s h

T C P

I P

A R P

r s h

A R P

r s h

a r p

A R P

4.2

A R P

f o o

f o o

A R P

f o o

t c p d u m p

f o o

t e m p

a r p

A R P

f o o

f o o

A R P

4.3

Host Requirement

R F C

2 . 3 . 2 . 2

11 . 9

4.4

A R P

2 0

A R P

A R P

A R P

A R P

2 0

5

5.1

4 - 3

o p

A R P

A R P

R A R P

R A R P

R A R P

A R P

5.2

R A R P

R A R P

R A R P

6

6.1

I C M P

1

2

6.2

s h o u l d

6.3

3 - 2

I C M P

TO S

0

I C M P

TO S

TO S

6.4 n e t s t a ts

4 8 0 0I PS u n O S

4 . 1 . 1

g e m i n i

I C M P









D
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2 1

1 0

SunOS 4.1.1

S N M P

2 5 - 2 6

Solaris 2.2

S N M P

n e t s t a t-s

7

7.2 8 6

9 6 0

/

2

179.2 ms

p i n g

180 ms

7.3

8 6

4 8

9 6 0

/

2

279.2 ms

4 8

5 6

4 8

0 x c 0

SLIP END

7.4 C S L I P

T C P

T C P

I P

p i n g

I C M P

7.5

S PA R C

E L C

p i n g

1.310 ms

RT T

p i n g

1.460 ms

RT T

p i n g

8

8.1

T T L

0

T T L

2 5 5

T T L

0

8.2

t r a c e r o u t e

U D P

1 2

6 9

I C M P

I P

8

8

U D P

I C M P

t r a c e r o u t e

t r a c e r o u t e

I C M P

RT T

7

p i n g

I C M P

p i n g

RT T

8.3

1

R 1

T T L

2

R 1

1

R 2

T T L

1

0

R 3

R 3

T T L

0

T T L

2R 3

R 2

R 3
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8.4

T T L

1

R 1

T T L

2

R 2

T T L

3

R 3

T T L

4

U D P

T T L

1

I C M P

T T L

1

T T L

I C M P

R 3

T T L

1

I C M P

I C M P

T T L

5

T T L

2

T T L

R 2

T T L

6

R 1

T T L

7

T T L

1

t r a c e r o u t e

T T L

0

1

I C M P

RT T

T T L

1

2

3

R 1

R 2

R 3

T T L

7

8.5

I C M P

T T L

2 5 5

n e t b

2 5 5T T L

b u t c h

2 5 3T T L

b u t c h

n e t b

T T L

2 5 4

2 5 2

2 4 9

e n s s 1 4 2 . U T . w e s t n e t . n e t

U D P

I C M P

T T L

1

T T L

I C M P

U D P

t r a c e r o u t e

8.7 p i n g

I C M P

7 - 1

I D

I C M P

t r a c e r o u t e

U D P

I D

3 2 7 6 8

I C M P

I P

8

6 - 9

8

U D P

I C M P

8.8 p i n g

I C M P

I C M P

t r a c e r o u t e

I C M P

U D P6 - 9

U D P

t r a c e r o u t e

p i n g

t r a c e r o u t e

p i n g

t r a c e r o u t e

8.9

Solaris 2.2

3 2 7 6 8

U D P
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9

9.1

I C M P

RFC 792 [Postel 1981b]

N


N


9.2

s l i p

I P

s u n

b s d i

s u n

I C M P

s v r 4

s v r 4

9.3

4 . 2 B S D

1 4 0 . 1 . 2 5 5 . 2 5 5

1 4 0 . 1

A R P

1 4 0 . 1 . 2 5 5 . 2 5 5

A R P

4 . 2 B S D

A R P

9.4

A R P

4 . 2 B S D


k


4 . 2 B S D

A R P

1 4 0 . 1 . 2 5 5 . 2 5 5

I P

A R P

( E t h e r n e t

m e l t d o w n )

[Manber 1990]

10

10.1

1 3

k p n o

1 4 0 . 2 5 2 . 1 0 1 . 0

1 4 0 . 2 5 2 . 1 0 4 . 0

g a t e w a y

10.2

2 5

6 0

3

R I P

10.3 R I P

U D P

U D P

U D P

11 . 3

O S P F

I P

I P

I P

O S P F

10.4

10.5

split horizon

10.6

1 2 - 1

1 0 0

I P

U D P

U D P

U D P

5 2 0

11

11.1

IEEE 802

8

1 4 6 5

11.3

I P

8 2 0 0

8 1 9 2

8

U D P
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t c p d u m p

1

1 4 8 0 @ 0 +

1 4 8 0

0

1

2

1 4 8 0 @ 1 4 8 0 +

3

1 4 8 0 @ 2 9 6 0 +

4

1 4 8 0 @ 4 4 4 0 +

5

1 4 8 0 @ 5 9 2 0 +

6

8 0 0 @ 7 4 0 0

1 4 8 0

5 + 800 = 8200

11.4

1 4 8 0

5 2 8

4 2 4

5 3 2

5 5 2

2 0

8

5 2 8

8 0 0

5 2 8

2 7 2

8 1 9 2

S L I P

1 7

11.5

I P

11.6 IP

4 7 9 4 2

11.7

11 - 4

g e m i n i

U D P

U D P

SunOS 4.1.1

U D P

U D P

WA N

WA N

11.8

11.9

11 . 1 2

I P

I P

U D P

12

12.1

I C M P

12.2

12.3

n e t s t a t - r

i f c o n f i g

3 . 8

12.4

1 4 7 2

I P

1 5 0 0

M T U

12.5

1 0 0

13

13.1

I P

N T P

13.2
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14

14.1

14.2

4 4

3 1

2

1 0

T T L

1 9

s v r 4 . t u c . n o a o . e d u .

3 4 . 1 3 . 2 5 2 . 1 4 0 . i n - a d d r . a r p a .

14.3

D N S

D N S

D N S

14.4 RFC 1035

4 . 2 . 2

D N S

14.5

N S

14.6 InterNIC

14.7

14.8

A

B I N D

A

15

15.1

T F T P

Host Requirements RFC

A P I

U D P

11 . 1 2

T F T P

15.2

R F C

33 553 920

6 5 5 3 55 1 2

16 776 7043 2 7 6 75 1 2

1 6

15.3

T F T P

15.4

T F T P

5 1 2

T F T P

5 1 2

3 ms

170 000/

16

16.1

R A R P
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R A R P

B O O T P

I P

R A R P

16.2

17

17.1

U D P

I P

I P

I P

17.2

I P

17.3

I n t e r n e t

NVT ASCII

2 6 . 4

D N S

1 4 . 4

Sun RPC

2 9 . 2

17.4

6 . 5

I C M P

I P

I P

8

T C P

I C M P

T C P

8

17.5 TCP

U D P

18

18.1 I S N

32 bit

9 . 5

4 294 912 000

8 7 0 4

9 . 5

17 408

9 . 5

26 11 2

I S N

1

4

8

2

6

0

I S N

18.2

s o c k

U n i x

A S C I I

0 1 2

Te l n e t

U n i x

A S C I I

0 1 5

0 1 2

18.3

F I N

F I N

18.4

2 M S L

18.5

T C P

s o c k

connection closed by peer.

T I M E _ WA I T

1 8 . 6

T I M E _ WA I T

18.6

F I N

F I N

18.7
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18.8

A R P

TCP SYN

A R P

18.9

s o l a r i s

b s d i

S Y N

A C K

3

T C P

F I N

4

5

F I N

7

1 8 - 1 3

9

18.10

F I N

1 9 . 3

F I N

E O F

T C P

F I N

1 8 . 5

1 8 . 11

R S T

A C K

R S T

A C K

6

1

A C K

2

2 6 3 6 8 0 0 1

I S N

18.12

[Crowcroft et al. 1992]

18.13

5

3

1

1

1

1

4

11

5 5

U D P

1 0

1 0

1 9 . 3

18.14

2 6 8

T C P

6 5 5 3 6 1024 = 64512

T I M E _ WA I T

2 M S L

18.15

F I N

2 M S L

18.16

T I M E _ WA I T

R S T

T I M E _ WA I T

( a s s a s s i n a t i o n )

RFC1337 [Braden 1992a]

R F C

T I M E _ WA I T

R S T

18.17

F I N

18.18

I P

I P

1 8 . 11

T C P

I P

19

19.1

N a g l e

8

1 2

200 ms

RT T

19.2

5

C S L I P

I P

T C P

S L I P

RT T

14.5 ms

RT T

5~10 ms

s u n

b s d i
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19.3

1 9 - 6

6

9

5 3 3 m s

1 9 - 8

8

1 2

2 7 2 m s

F 2

F 1

F 1

20

20.1

0

S Y N

8 1 9 3

F I N

S Y N

F I N

20.2

P U S H

B S D / 3 8 6

T C P

P U S H

P U S H

20.3

1 9 2 0

2 0 6 2

T C P

2 0 4 8

1 6 0 0 0

20.4

T C P

2 1 . 11

20.5

1 5

T C P

9

1 6

20.6

(ACK compression)

(ACK smashing) [Mogul 1993, 15.8.13

]

I n t e r n e t

A C K

21

21.1

4 8

0

4

1 2

4

21.2

S V R 4


RTO


2 D


4 D


21.3 T F T P

5 1 2

3 2 7 6 8 / 5 1 2

1 . 5

9 6

21.4

4

1

2

3

4

1

3

2

4

ACK 1

ACK 1

3

2

ACK 3

2

3

ACK 4

1

3

4

2

21.5

21.6

E - 1

21.7

2 1 - 2

2 5 6

s l i p

b s d i

9600 b/s

C S L I P

250 ms

b s d i

v a n g o g h

250 ms

v a n g o g h

200 ms
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22

22.1

b s d i

0 . 1 7 0

0 . 3 7 0

b s d i

200 ms

s u n

18 ms

22.2 F I N

S Y N

1

T C P

F I N

1

23

23.1

k e e p a l i v e

k e e p a l i v e

k e e p a l i v e

23.2 k e e p a l i v e

2

24

24.1

T C P

S Y N

0

0

24.2 64 000128 000155 000220 0002

24.3

24.4 23 2

8 / 1 2 0

286 Mb/s

2 . 8 6

F D D I

24.5

T C P

R F C

1 3 2 3

B . 2

24.6

S Y N

24.7

1 118 881

/

6 2

3 1

1 158 675

24.8

K a r n

24.9

T C P

T C P

E S TA B L I S H

24.10

5

1)

S Y N

F I N

2)

S Y N

S Y N

3)

S Y N

F I N

1

4)

F I N
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F I N

S P T

T C P

RT T

S P T

5)

F I N

2 4 . 11

16 128

64 512

4

24.12

T / T C P

U D P

T / T C P

U D P

T / T C P

25

25.1

U D P

1 6 2

t r a p

U D P

1 6 1

t r a p

S N M P

25.2

2 5 . 7

Table Access

26

26.1

2

4

9

2

4

190.7 ms

2

9

400.7 ms

6

11

1 3

1 5

1 7

1 9

6

5

4 0 0 . 0

6 0 0 . 0

8 0 0 . 0

1 0 0 0 . 0

2.600 ms

26.2

T C P

26.3

5 1 2

5 1 2 ~ 1 0 2 3

5 1 2

R l o g i n

5 1 2

T C P

4

R l o g i n

5 1 3

R l o g i n

R l o g i n

5 1 2

R l o g i n

27

27.1

2 M S L

1 8 . 6

T I M E _ WA I T

S Y N

27.2

3

28

28.1

( d o m a i n l i t e r a l )

I P

m a i l
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r s t e v e n s @ [ 1 4 0 . 2 5 2 . 1 . 5 4 ]

28.2 6

H E L O

M A I L

R C P T

D ATA

Q U I T

28.3

(pipelining) [Rose 1993

4 . 4 . 4

]

b r a i n - d a m a g e d

S M T P

28.4

2 8 . 2

5

5

6

6

28.5

B I N D

M X

29

29.1

t c p d u m p

U D P

R P C

2 0 4 9

U D P

N F S

R P C

29.2

1 . 9

1 0 2 4

Te l n e t

F T P

R P C

29.3

X I D

U D P

X I D

s t u b

0

1

4

1

5

1

5

2

9

2

1 0

1

2

11

2

0

1

5

1

5

1

4

1 0

1

1 0

2

5

11

2

11

2

9

1 2

2

U D P

X I D

29.4

4 . 7

S V R 4

A R P

s u n

N F S

s u n

s u n

A R P

s u n

s v r 4

A R P

A R P

29.5

I / O

7 3 7 2 8

0 . 7 4

1 3 1 ~ 1 4 5

1

0 . 7 4

1 6 7

1 6 8

I / O

1 6 8

0 . 7 4
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I / O

29.6

T C P

T C P

T C P

T C P

T C P

T C P

N F S

U D P

N F S

N F S

29.7 N F S

N F S

R P C

R P C

29.8

N F S

T C P

I P

I P

4

I P

30

30.1

w h o i s

n e t 8 8

A

6 4 ~ 9 5

30.2

w h o i s w h i t e h o u s e - d o m

h o s t

n s l o o k u p

D N S

30.3

x s c o p e

x s c o p e

T C P

6 0 0 0


E

T C P / I P

U D P

11 . 3

I P

1 8 . 4

1 2 . 3

T C P / I P

T C P / I P

i f c o n f i g

I P

T C P / I P

E.1 BSD/386 1.0

4 . 2 B S D

B S D

c o n f i g( 8 )

C

IPFORWARDING

i p f o r w a r d i n g

0

I P

1

GATEWAY

I P F O RWA R D I N G

1

A R P

SUBNETSARELOCAL

s u b n e t s a r e l o c a l

1

I P

0
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I P

E - 1

s u b n e t s a r e l o c a l

E-1 subnetarelocal

T C P

M S S

T C P

M T UM S S

T C P

t c p _ m s s d f l t

M S S

IPSENDREDIRECTS

i p s e n d r e d i r e c t s

1

I P

I C M P

0

I C M P

DIRECTED_BROADCAST

1

0

/ u s r / s r c / s y s / n e t i n e t

t c p r e x m t t h r e s h

A C K

3

t c p _ t t l

T C P

T T L

6 0

t c p _ m s s d f l t

TCP MSS

5 1 2

t c p _ k e e p i d l e

k e e p a l i v e

500 ms

1 4

4 0 0

2

t c p _ k e e p i n t v l

k e e p a l i v e

500 ms

1 5 0

7 5

t c p _ s e n d s p a c e

T C P

4 0 9 6

t c p _ r e c v s p a c e

T C P

4 0 9 6

u d p c k s u m

0

U D P

U D P

0

U D P

0

U D P

U D P

1
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u d p _ t t l

U D P

T T L

3 0

u d p _ s e n d s p a c e

U D P

U D P

9 1 2 6

u d p _ r e c v s p a c e

U D P

41 600

4 0

1 0 2 4

E.2 SunOS 4.1.3

SunOS 4.1.3

B S D / 3 8 6

C

C

c o n f i g( 8 )

IPFORWARDING

i p _ f o r w a r d i n g

1

I P

0

I P

1

1

I P

SUBNETSARELOCAL

i p _ s u b n e t s a r e l o c a l

1

I P

0

I P

E - 1

T C P

M T U

M S S

T C P

t c p _ d e f a u l t _ m s s

M S S

IPSENDREDIRECTS

i p _ s e n d r e d i r e c t s

1

I P

I C M P

0

I C M P

DIRECTED_BROADCAST

i p _ d i r b r o a d c a s t

1

0

/ u s r / k v m / s y s / n e t i n e t / i n _ p r o t o . c

t c p _ d e f a u l t _ m s s

TCP MSS

5 1 2

t c p _ s e n d s p a c e

T C P

4 0 9 6
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t c p _ r e c v s p a c e

T C P

4 0 9 6

t c p _ k e e p l e n

4 . 2 B S D

k e e p a l i v e

1

1

t c p _ t t l

T C P

T T L

6 0

t c p _ n o d e l a c k

0

A C K

0

t c p _ k e e p i d l e

k e e p a l i v e

500 ms

14 400

2

t c p _ k e e p i n t v l

k e e p a l i v e

500 ms

1 5 0

7 5

u d p _ c k s u m

0

U D P

U D P

0

U D P

0

U D P

U D P

0

u d p _ t t l

U D P

T T L

6 0

u d p _ s e n d s p a c e

U D P

U D P

9 0 0 0

u d p _ r e c v s p a c e

U D P

18 000

9 0 0 0

E.3 SRV4

S V R 4

T C P / I P

/ e t c / c o n f / p a c k . d / i p /

s p a c e . c 5

IPFORWARDING

i p f o r w a r d i n g

0

I P

1

I P

IPSENDREDIRECTS

i p s e n d r e d i r e c t s

1

I P

I C M P

0

I C M P

t c p _ k e e p i d l e

14 400






E
 
399



E.4 Solaris 2.2

Solaris 2.2

U n i x

T C P / I P

n d d( 1 )

U D P

5

/ d e v / i p

/ d e v / i c m p

/ d e v / a r p

/ d e v / u d p

/ d e v / t c p

n d d

s o l a r i s %


n d d / d e v / t c p t c p _ m s s _ d e f


5 3 6

s o l a r i s #


n d d - s e t / d e v / i p i p _ f o r w a r d i n g 0


1)

i p _ f o r w a r d i n g

2)

A R P

i f c o n f i g

n e t s t a t

a r p

3)

2

3

500 ms

/dev/ip

i p _ c k s u m _ c h o i c e

I P

i p _ d e b u g

0

0

i p _ d e f _ t t l

I P

T T L

2 5 5

i p _ f o r w a r d _ d i r e c t e d _ b r o a d c a s t s

1

0

i p _ f o r w a r d _ s r c _ r o u t e d

1

0
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i p _ f o r w a r d i n g

I P

0

1

2

i p _ i c m p _ r e t u r n _ d a t a _ b y t e s

I C M P

I P

6 4

i p _ i g n o r e _ d e l e t e _ t i m e

I P

I R E

3 0

i p _ i l l _ s t a t u s

I P

i p _ i p i f _ s t a t u s

I P

I P

i p _ i r e _ c l e a n u p _ i n t e r v a l

I P

30 000 ms

3 0

i p _ i r e _ f l u s h _ i n t e r v a l

I P

A R P

1200 000 ms

2 0

i p _ i r e _ p a t h m t u _ i n t e r v a l

M T U

M T U

30 000 ms

3 0

i p _ i r e _ r e d i r e c t _ i n t e r v a l

I C M P

I P

60 000 ms

6 0

i p _ i r e _ s t a t u s

I P

i p _ l o c a l _ c k s u m

0

I P

I P

T C P

U D P

I C M P

I G M P

1

i p _ m r t d e b u g

1

0

i p _ p a t h _ m t u _ d i s c o v e r y

1

I P

M T U

0

I P

i p _ r e s p o n d _ t o _ a d d r e s s _ m a s k

0

I C M P

1

i p _ r e s p o n d _ t o _ e c h o _ b r o a d c a s t

1

I C M P

0

i p _ r e s p o n d _ t o _ t i m e s t a m p

0

I C M P

1

i p _ r e s p o n d _ t o _ t i m e s t a m p _ b r o a d c a s t

0

I C M P

1


E
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i p _ r p u t _ p u l l u p s

I P

0

0

i p _ s e n d _ r e d i r e c t s

1

I C M P

0

i p _ s e n d _ s o u r c e _ q u e n c h

1

I C M P

0

i p _ w r o f f _ e x t r a

I P

3 2

/dev/icmp

i c m p _ b s d _ c o m p a t

1

I P

I P

I P

I C M P

0

i c m p _ d e f _ t t l

I C M P

T T L

2 5 5

i c m p _ w r o f f _ e x t r a

I P

3 2

/dev/arp

a r p _ c a c h e _ r e p o r t

A R P

a r p _ c l e a n u p _ i n t e r v a l

A R P

A R P

300 000 ms

5

I P

A R P

i p _ i r e _ f l u s h _ i n t e r v a l

a r p _ d e b u g

1

A R P

0

/dev/udp

u d p _ d e f _ t t l

U D P

T T L

2 5 5

u d p _ d o _ c h e c k s u m

1

U D P

U D P

0

U D P

U D P

0

u d p _ l a r g e s t _ a n o n _ p o r t

U D P

6 5 5 3 5
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第25 章SNMP: 简单网络管理协议
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第28 章SMTP: 简单邮件传送协议
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1 766

0 0

1 2955
8 99551

Interface
le0
100
sl0
sl0
le0
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sun % ping 140.252.13.63 1472

PING 140.252.13.63: 1472 data bytes

1480 bytes from sun (140.252.13.33): icmp_seqg=0. time=6. ms
1480 bytes from svr4 (140.252.13.34): icmp_seq=0. time=84. ms
1480 bytes from bsdi (140.252.13.35): icmp seqg=0. time=128. ms
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0.0

0.299777 (0:2998)

0.330011 (0.0302)
0.384374 (0.0544)

0.599973 (0.2156)
0.784322 (0.1843)

bsdi.1067

PSH 41:51(10) ack 8
vangogh %

ack 51

vangogh.telnet
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.57.0
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sun % snmpi —-a sun

snmpi> next ifTable
ifIndex.1l=1

snmpi> get ifDescr.l ifType.l ifMtu.l ifSpeed.l ifPhysAddress.l
ifDescr.1l="le0"

ifType.l=ethernet-csmacd (6)

ifMtu.1=1500

ifSpeed.1=10000000

ifPhysAddress.1=0x08:00:20:03:£6:42

snmpi> next ifDescr.l ifType.l ifMtu.l ifSpeed.l ifPhysAddress.l
ifDescr.2="sl0"

ifType.2=propPointToPointSerial (22)

ifMtu.2=552

ifSpeed.2=0

ifPhysAddress.2=0x00:00:00:00:00:00

snmpi> next ifDescr.2 ifType.2 ifMtu.2 ifSpeed.2 ifPhysAddress.2
ifDescr.3="1o0"

ifType.3=softwareLoopback (24)

ifMtu.3=1536

ifSpeed.3=0

ifPhysAddress.3=0x00:00:00:00:00:00
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sun % snmpi —-a netb -c secret

snmpi> get sysDescr.0 sysObjectID.0 sysUpTime.0 sysServices.0
sysDescr.0="Epilogue Technology SNMP agent for Telebit NetBlazer"
sysObjectID.0=1.3.6.1.4.1.12.42.3.1

sysUpTime.0=22 days, 11 hours, 23 minutes, 2 seconds (194178200 timeticks)
sysServices.0=0xc<internet, transport>
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udpInDatagrams
udpNoPorts

udpInErrors

udpOutDatagrams |Counter
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0.0 sun.tuc.noao.edu.domain > NS.NIC.DDN.MIL.domain:
2 A? ftp.uu.net. (28)

0.559285 ( 0.5593) NS NIC.DDN.MIL.domain > sun.tuc.noao.edu. domaln
- 0/5/5 (229)

0.564449 ( 0.0052) sun.tuc.nocao.edu.domain > ns.UU.NET.domain:
3+ A? ftp.uu.net. (28)

1.009476 ( 0.4450) ns.UU.NET.domain > sun.tuc.noao.edu.domain:
3* 1/0/0 A ftp.UU.NET (44)
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0.0 sun.1812 > noao.edu.domain: 1+ PTR?
29.1.252.140.in-addr.arpa. (43)

0.339091 (0.3391) noao.edu.domain > sun.1812: 1* 1/0/0 PTR
sun.tuc.noao.edu. (73)

0.344348 (0.0053) sun.1813 > noao.edu.domain: 2+ A?
sun.tuc.noao.edu. (33)
0.669022 (0.3247) noao.edu.domain > sun.1813: 2* 2/0/0 A

140.252.1.29 (69)
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B N

0.0
0.00 (0.00)

0.99 (0.99)
0.99 (0.00)

svr4 > gemini: icmp: echo request
sun > svr4: icmp: host gemini unreachable

svrd > gemini: icmp: echo request
sun > svr4: icmp: host gemini unreachable
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svrd. 1174 bsdi.ftp-data

SYN 52435457:52435457(0) 1e

13.653721 <mss 1024> [tos 0x8]
13.659015 (0.0053) 2 SYN 1929360385:1929360385(0)
ack 52435458, <mss 1024>
ack 1 [tos 0x8] 3

13.660614 (0.0016)

PSH 1:57(56) ack 1 [tos 0x8] 4
13.716103 (0.0555) ~Iw-r--r-- 1 rstevens ...

FIN 57:57(0) ack 1 [tos 0x8] 5¢
13.718103 (0.0020) -
13.723786 (0.0057) 6
13.796211 (0.0724) 7 FIN 1:1(0) ack 58

ack 2 [tos 0x8]

13.797590 (0.0014)
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sun % sock -v bsdi daytime

connected on 140.252.13.33.1163 to 140.252.13.35.13
Wed Jul 7 07:54:51 1993

connection closed by peer

sun % sock -v -bl163 bsdi daytime reuse same local port number
connected on 140.252.13.33.1163 to 140.252.13.35.13

Wed Jul 7 07:55:01 1993

connection closed by peer
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0.0

0.049758 (0.0498)

0.064051 (0.0143)

0.145114 (0.0811)

0.153730 (0.0086)

0.232536 (0.0788)
0.234623 (0.0021)

0.328907 (0.0943)
0.405995 (0.0771)
0.513139 (0.1071)

0.682908 (0.1698)
0.713129 (0.0302)

bsdi.1121

PSH 6:14(8) ack 40
TYPE I\r\n

PSH 40:60(20) ack 14
200 Type set to I.\r\n

PSH 14:39(25) ack 60
PORT 140,252,13,66, 4, 99\r\n

PSH 60:90(30) ack 39
200 PORT command successful.\r\n

PSH 39:51(12) ack 90
RETR a.out\r\n

PSH 90:156(66) ack 51
150 Opening BINARY mode ...\r\n

1:257(256) ac1_<_1

slip.ftp
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sun % telnet whitehouse.gov 25
220 whitehouse.gov SMTP/smap Ready.

helo sun.tuc.noao.edu
250 (sun.tuc.noao.edu) pleased to meet you.

vrfy clinton
500 Command unrecognized

expn clinton
500 Command unrecognized
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svr4 % traceroute slip

traceroute to slip (140.252.13.65), 30 hops max, 40 byte packets
1 bsdi (140.252.13.35) 20 ms 10 ms 10 ms

2 s8lip (140.252.13.65) 120 ms 120 ms 120 ms
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1 0.0 sun.snmp > bsdi.snmp-trap: C=traps Trap (28)
E:unix.1.2.5 [140.252.13.33] coldStart 20

2 18.86 (18.86) sun.snmp > bsdi.snmp-trap: C=traps Trap(29)
E:unix.1.2.5 [140.252.13.33] authenticationFailure 1907
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140.252.3

140.252.1
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0.0

0.716330 (0.7163)
0.716967 (0.0006)
0.717640 (0.0007)

1.466086 (0.7484)
1.466778 (0.0007)
1.467425 (0.0006)

1.946065 (0.4786)
1.946709 (0.0006)
1.947350 (0.0006)

2.576084 (0.6287)
2.576294 (0.0002)
2.576841 (0.0005)

2.906014 (0.3292)
3.085978 (0.1800)
3.326275 (0.2403)
3.356106 (0.0298)
3.356543 (0.0004)

. sun.1118 vangogh.discard

1:513(512) ack 1, win 4096

ack 513, win 8192 2
4 513:1025(512) ack 1, win 4096
4 1025:1537(512) ack 1, win 4096

ack 1025, win 8192 - 5

cond=1 1

cwnd =2

cwnd =3
6 1537:2049(512) ack 1, win 4096
2049:2561(512) ack 1, win 4096

7
ack 1537, win 8192 8
9 2561:3073(512) ack 1, win 4096
10 3073:3585(512) ack 1, win 4096

ack 2049, win 8192 - 1

cwnd =4

cwnd =5 ack 2561, win 8192 12
cwnd =6

3 FIN,PSH 3585:4097(512) ack 1, win 4096

ack 3073, win 8192 — 14

ack 3585, win 8192 15

ack 4098, win 7680 16

1:1(0) ack 4098, win 8192 17

18 ack 2, win 4096
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NI W~

10
11
12
13

MNNOOOOO

W W wwww

.0

.002163
.004218
.280621
.281738
.477561
.478735

.217023
.219165
.221688
.460626
.489414
.640356

(0.
(0.
(0.
(0.
(2.
(0.

(0

(0

0022)
0021)
2764)
0011)
1958)
0012)

.7383)
(0.
(0.
.2389)
(0.
(0.

0021)
0025)

0288)
1509)

slip.1023 > vangogh.login:
slip.1023 > vangogh.login:
slip.1023 > vangogh.login:
vangogh.login > slip.1023:
slip.1023 > vangogh.login:
vangogh.login > slip.1023:
slip.1023 > vangogh.login:

type F2 key

slip.1023 > vangogh.login:
slip.1023 > vangogh.login:
slip.1023 > vangogh.login:
vangogh.login > slip.1023:
vangogh.login > slip.1023:
slip.1023 > vangogh.login:

L LI B

g .

1:2(1)
2:3(1)
3:4(1)
5:6(1)
ack 2
2:6(4)

. ack 6

Lo R B L
0 oo Ul

:5(1)
:6(1)
:7(1)
:8(2)

. ack 10

ack
ack
ack
ack

ack

ack
ack
ack
ack

BN NN

'S

Ul oy N

:10(2) ack 7
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sun % snmpi —a sun dump ipAddrTable

ipAdEntAddr.127.0.0.1=127.0.0.1
ipAdEntAddr.140.252.1.29=140.252.1.29
ipAdEntAddr.140.252.13.33=140.252.13.33

ipAdEntIfIndex.127.0.0.1=3
ipAdEntIfIndex.140.252.1.29=2
ipAdEntIfIndex.140.252.13.33=1

ipAdEntNetMask.127.0.0.1=255.0.0.0
ipAdEntNetMask.140.252.1.29=255.255.255.0
ipAdEntNetMask.140.252.13.33=255.255.255.224

ipAdEntBcastAddr.127.0.0.1=1
ipAdEntBcastAddr.140.252.1.29=1
ipAdEntBcastAddr.140.252.13.33=1

ipAdEntReasmMaxSize.127.0.0.1=65535
ipAdEntReasmMaxSize.140.252.1.29=65535
ipAdEntReasmMaxSize.140.252.13.33=65535
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0.0 slip.1024 > vangogh.discard: S 35648001:35648001(0)
win 4096 <mss 256>

5.802377 (5.8024) slip.1024 > vangogh.discard: S 35648001:35648001(0)
win 4096 <mss 256>

6.269395 (0.4670) vangogh.discard > slip.1024: S 1365512705:1365512705 (0)
ack 35648002
win 8192 <mss 512>

6.270796 (0.0014) slip.1024 > vangogh.discard: . ack 1 win 4096
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0.0.0.0 to 127.255.255.255
128.0.0.0 to 191.255.255.255

192.0.0.0 to 223.255.255.255
224.0.0.0 to 239.255.255.255
240.0.0.0 to 247.255.255.255
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S OWONANTTHR WN R
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e
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e
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e
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NN
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NN
W N

NN
(S

NN
N

NN
0

w W
L =}

0.0

0.191961
0.196950
0.200340
0.207506
0.212676
0.216113
0.219997
0.227882
0.233012
0.237014
0.240961
0.402143

5.351561
5.355571

10.351714
10.355670

16.351881
16.355849

28.352213
28.356178

52.352874
52.356839

100.354224
100.358207

160.355914
160.359835

220.357575
220.361668

280.359254
280.363315

P s T S Sy

(
(

0.1920)
0.0050)
0.0034)
0.0072)
0.0052)
0.0034)
0.0039)
0.0079)
0.0051)
0.0040)
0.0039)
0.1612)

4.9494)
0.0040)

4.9961)
0.0040)

5.9962)
0.0040)

(11.9964)

(

0.0040)

(23.9967)

(

0.0040)

(47.9974)

(

0.0040)

(59.9977)

(

0.0039)

(59.9977)

(

0.0041)

(59.9976)

(

0.0041)

bsdi.1027
svrd .5555
bsdi.1027
bsdi.1027
svr4.5555
bsdi.1027
bsdi.1027
bsdi.1l027
svrd.5555
bsdi.1027
bsdi.1027
bsdi.1027
svr4.5555

bsdi.1l027
svr4d .5555

bsdi.1027
svr4.5555

bsdi.1027
svr4.5555

bsdi.1l027
svrd.5555

bsdi.1027
svr4.5555

bsdi.1027
svr4.5555

bsdi.1027
svrd.5555

bsdi.1027
svr4.5555

bsdi.1027
svr4.5555

VVVVVVVVVVYVVY

vV Vv

v

svr4.5555:
bsdi.1l027:
svr4.5555:
svrd .5555:
bsdi.1027:
svr4 .5555:
svr4.5555:
svr4 .5555:
bsdi.1027:
svr4.5555:
svr4 .5555:
svr4 .5555:
bsdi.1l027:

svr4d.5555:
bsdi.1l027:

svr4 .5555:
bsdi.1027:

svr4 .5555;
bsdi.1027:

svrd4 .5555:
bsdi.1027:

svr4.5555:
bsdi.1027:

svr4 .5555:
bsdi.1027:

svrd .5555:
bsdi.1027:

svrd.5555:
bsdi.1027:

svrd.5555:
bsdi.l1l027:

P 1:1025(1024) ack 1 win 4096

. ack 1025 win 4096

. 1025:2049(1024) ack 1 win 4096
. 2049:3073(1024) ack 1 wi

. ack 3073 win 4096

. 3073:4097(1024) ack 1

P
P

. ack 5121 win 4096
6145:7169(1024) ack
7169:8193(1024) ack

P
P
P

4097:5121(1024) ack

=

5121:6145(1024) ack 1

o

8193:9217(1024) ack 1

. ack 9217 win

. 9217:9218(1) ack 1 win 4096
. ack 9217 win

. 9217:9218(1)

.

ack 9217 win

. 9217:9218(1)
. ack 9217 win

.

9217:9218(1)

. ack 9217 win

9217:9218(1)

. ack 9217 win

. 9217:9218(1)
. ack 9217 win

. 9217:9218(1)
. ack 9217 win

9217:9218(1)

. ack 9217 win

9217:9218(1)

. ack 9217 win

0

0

ack
0

ack
0

ack
0

ack
0

ack
0

ack
0

ack
0

ack

win

win

win

win

win

win

win

win

wln

win
win
win

win
win
win

4096

4096
4096
4096

4096
4096
4096

4096

4096

4096

4096

4096

4096

4096

4096
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sun % snmpl -a gateway -C secrec

snmpi> get udpInDatagrams.0 udpNoPorts.0
udpInDatagrams.0=616168
udpNoPorts.0=33

snmpi> quit
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4.2BSD (1983)

'

4.3BSD (1986)
TCP performance improvements

'

4.3BSD Tahoe (1988)
slow start,
congestion avoidance,
fast retransmit
BSD Networking Software l
Release 1.0 (1989): Net/1
4.3BSD Reno (1990)
fast recovery,
TCP header prediction,
/ SLIP header compression,
routing table changes
BSD Networking Software l
Release 2.0 (1991): Net/2
4.4BSD (1993)
multicasting,
/ long fat pipe modifications

4.4BSD-Lite (1994)
also referred to as Net/3
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sun % traceroute —-g 192.31.39.21 nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte packets
1 netb.tuc.nocao.edu (140.252.1.183) 259 ms 256 ms 235 ms

2 butch.telcom.arizona.edu (140.252.104.2) 234 ms 228 ms 234 ms
Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 257 ms 233 ms

enssl42.UT.westnet.net (192.31.39.21) 294 ms 288 ms 295 ms

t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 294 ms 286 ms 293 ms
t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 293 ms 288 ms 294 ms
t3-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 294 ms 318 ms 294 ms

* t3-1.Chicago-cnss24.t3.ans.net (140.222.24.2) 318 ms 295 ms
t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 319 ms 318 ms 324 ms

10 t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 324 ms 318 ms 324 ms

11 t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 353 ms 348 ms 325 ms
12 t3-0.Washington-DC-cnss58.t3.ans.net (140.222.58.1) 348 ms 347 ms 325 ms
13 t3-0.enssl45.t3.ans.net (140.222.145.1) 353 ms 348 ms 325 ms

14 nsn-FIX-pe.sura.net (192.80.214.253) 353 ms 348 ms 325 ms
15 GSI.NSN.NASA.GOV (128.161.252.2) 353 ms 348 ms 354 ms
16 NIC.DDN.MIL (192.112.36.5) 354 ms 347 ms 354 ms

WOl » W
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gemini % ping vangogh.cs.berkeley.edu
56 data bytes

PING vangogh.cs.berkeley.edu:
(128.
(128.
(128.
(128.
(128.
(128.
(128.
(128.

64
64
64
64
64
64
64

64
~?

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from

32

32
32

32

32

.130
32.

130

.130
.130
32.130.
.130
32.

.130

130

2) s
2) 8
.2)
.2):
2):
“2) 3
.2):
.2)

icmp_seq=0.
icmp_seq=5.
icmp_seg=7.
icmp_seq=8.

icmp seq=9.

time=660.

time=1780.

time=380.
time=420.
time=390.

ms
ms
ms
ms
ms

icmp_seq=14. time=110. ms
icmp_seq=15. time=170. ms
icmp_seq=16. time=100. ms

type interrupt key to stop
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slip.1023 vangogh.login

0.0
0.002163 (0.0022)
0.004218 (0.0021)

0.280621 20.2764;
0.281738 (0.0011

2.477561 2.1958;
2.478735 (0.0012

3.217023 (0.7383)
3.219165 (0.0021)
3.221688 (0.0025)

3.460626 (0.2389)

3.489414 (0.0288)
3.640356 (0.1509)

- -
i1 fescjon | 1 o) — . - -
segh 6 5 4 3 2 1
~— Ll e o]
2 3 4 5 6 7 8 9
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bsdi.1049 svrd.telnet

PSH 1:25

0.0 1 (24) ack 1, win 4096 [tos 0x10]

0.017790 (0.0178) ack 25, win 4096 2
0.327576 (0.3098) _PSH 1:4(3) ack 25, win 4096 g
0.446925 (0.1193) 4 ack 4, win 4096 [tos 0x10]

0.451361 (0.0044) PSH 4:31(27) ack 25, win 409 5
0.597461 (0.1461) 6 PSH 25:37(12) ack 31, win 4096 [tos Ox10]

0.637692 (0.0402) ack 37, win 40% .
0.763506 (0.1258) PSH 31:84(53) ack 37, win 4096 s
0.799814 (0.0363) 9 PSH 37:43(6) ack 84, win 4096 [tos 0x10]

0.807708 (0.0079) PSH 84:87(3) ack 43, win 4096 10
0.846969 (0.0393) 1 ack 87, win 4093 [tos 0x10]

0.851704 (0.0047) PSH 87:94(7) ack 43, win 4096 -
1.046951 (0.1952) 13 ack 94, win 4096 [tos Ox10]

A 14 PSH_43:44(1) ack 94, win 4096 [tos 0x10]

2.571687 (0.0115) PSH 94:95(1) ack 44, win 4096 15
2.647017 (0.0753) 16 ack 95, win 4096 [tos 0x10]
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Internet

—————— .1.183 ,’ 3rd = 140.252.1.183

SLIP
12nd = 140.252.1.29

129 !

4th = 140.252.1.92
- — DT

1.92

6th = 140.252.1.183
|

\

8th = 140.252.13.66 7th = 140.252.13.33
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sun.1023 bsdi.login

0.0 ; i

1
0.016015 (0.0160) 23655:24679(1024) ack 7, win 4096 2
0.032272 (0.0163) 24679:25703(1024) ack 7, win 4096 3
0.198020 (0.1657) 4 ack 25703, win 1024
0.202015 (0.0040) PSH 25703:26378(675) ack 7, win 4096 5
0.397930 (0.1959) 6 ack 26378, win 349
5.103974 (4.7060) 26378:26727(349) ack 7, win 4096 7
5.197768 (0.0938) 8 ack 26727, win 0

PSH 7:8(1) ack 26727, win 0

7.066859 (1.8691)  interrupt key — 9

7.080527 (0.0137) 26727:26728(1) ack 8, win 4096 urg 30147 10
7.081445 (0.0009) 1 ack 26727, win 0

7.082759 (0.0013) ack 8, win 4096 urg 0147 12
7.085015 (0.0023) 13 ack 26727, win 4096

7.089772 (0.0048) 26727:27751(1024) ack 8, win 4096 urg 30147 14
7.093828 (0.0041) 27751:28775(1024) ack 8, win 4096 g 30147 15
7.095692 (0.0019) 16 ack 28775, win 4096

7100877 (0.0047) 28775:29799(1024) ack 8, win 4096 g 30147 17
7102663 (0.0023) PSH 29799:30147(348) ack 8, win 4096 urg 30147 18
7106754 (0.0061) . PSH 30147:30149(2) ack 8, win 4096 19
7.197779 (0.0890) 20 ack 30149, win 4096

7159515 (010015) PSH 30149:30157(8) ack 8, win 4096 7
7.397798 (0.1985) 22 ack 30157, win 4096
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sun % snmpi —a gateway -c secret

snmpi> next udp
udpInDatagrams.0=616318

snmpi> next udpInDatagrams.0
udpNoPorts.0=33

snmpi> next udpNoPorts.0
udpInErrors.0=0
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214- The following commands are recognized (* =>'s unimplemented) .

USER PORT STOR MSAM* RNTO NLST MKD CDhup
PASS PASV APPE MRSQ* ABOR SITE XMKD XCup
ACCT* TYPE MLEFL* MRCP* DELE SYST RMD STOU
SMNT* STRU MAIL* ALLO CWD STAT XRMD SIZE
REIN* MODE MSND* REST XCWD HELP PWD MDTM

QUIT RETR MSOM* RNFR LIST NOOP XPWD
214 Direct comments to ftp-bugs@bsdi.tuc.noac.edu.
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sun % tcpdump -e
tcpdump: listening on le0
09:11:22.642008 0:0:c0:6f:2A4:40 ff:ff:f f:ff:ff:ff arp 60: arp who-has svr4 tell
bsdi
09:11:22 .644182 0:0:c0:c2:9b:26 0:0:c0:6f:2d:40 arp 60: arp reply svrd is-at 0:0
:c0:c2:9b:26
09:11:22.644839 0:0:c0:6£:2d4:40 0:0:c0:c2:9b:26 ip 60: bsdi.1030 > svrd.discard:
S 596459521:596459521(0) win 4096 <mss 1024> [tos 0x10]
09:11:22. 649842 0:0:c0:¢c2:9b:26 0:0:c0:6£:2d:40 ip 60: svr4.discard > bsdi.1030:
S 3562228225:3562228225(0) ack 596459522 win 4096 <mss 1024>
09:1 1:22.651623 0:0:c0:6£:2d:40 0:0:c0:c2:9b:26 ip 60: bsdi.1030 > svréd.discard:
. ack 1 win 4096 [tos 0x10]
4 other packets that we don’t show
~? type our interrupt key to terminate
9 packets received by filter
0 packets dropped by kernel





OEBPS/Image00641.jpg
16 bits 8 bits 8 bits





OEBPS/Image00400.jpg
sun % netstat -nia

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
le0 1500 140.252.13. 140.252.13.33 4370 0 4924 0 0
224.0.0.1

08:00:20:03:£6:42
01:00:5e:00:00:01

sl0 552 140.252.1 140.252.1.29 13587 0 15615 0 0
224.0.0.1
lo0 1536 127 127.0.0.1 1351 0 1351 0 0

224.0.0.1
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0.0

0.197694 (0.1977)
0.232457 (0.0348)

0.437593 (0.2051)
0.464257 (0.0267)
0.677658 (0.2134)
0.707709 (0.0301)

0.917762 {0.2101)
0.945862 (0.0281)

1.157640 (0.2118)
1.187501 (0.0299)

1.427852 (0.2404)
1.428025 (0.0002)
1.457191 (0.0292)
1.478429 (0.0212)

1.727608 (0.2492)
1.762913 (0.0353)

1.997900 (0.2350)

slip.1023

PSH 5:6(1) ack 47, win 4096
PSH 47:48(1) ack 6, win 8192
PSH 6:7(1) ack 48, win 4096
PSH 48:49(1) ack 7, win 8192

PSH 7:9(2) ack 49, win 4095

PSH 49:51(2) ack 9, win 8192
PSH. 9:10(1) ack 51, win 4094
PSH 51:52(1) ack 10, win 8192
PSH 10:12(2) ack 52, win 4095

PSH 52:54(2) ack 12, win 8192 10

I

1 PSH 12:14(2) ack 54, win 4094

ack 14, win 8190
PSH 54:56(2) ack 14, win 8192

12
13

PSH 14:17(3) ack 54, win 4096
PSH 17:18(1) ack 56, win 4096

14

15
PSH 56:59(3) ack 18, win 8191 16

17 PSH 18:21(3) ack 59, win 4093

PSH 59:60(1) ack 21, win 8189 18

vangogh.login
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0.0

0.002159 (0.0022)
0.007097 (0.0049)

0.017558 (0.0105)
0.022519 (0.0050)
0.027456 (0.0049)

0.027595 (0.0001)
0.035231 (0.0076)
0.040258 (0.0050)

0,040402 (0.0001)
0.046791 (0.0064)

0.046930 (0.0001)
0.055466 (3.0085)
0.060522 (0.0051)

0.060662 (0.0001)
0.066479 (0.0058)

0.067878 (0.0014)
0.068994 (0.0011)
0.087556 (0.0186)

svr4.1057 bsdi.8888

SYN 1332182529:1332182529(0)
win 4096, <mss 1024>
ack 1332182530, win 4096, <mss 1024>
ack 1, win 4096

PSH 1:1025(1024) ack 1, win 4096
PSH 1025:2049(1024) ack 1, win 4096
PSH 2049:3073(1024) ack 1, win 4096

ack 2049, win 4096

PSH 3073:4097(1024) ack 1, win 4096
PSH 4097:5121(1024) ack 1, win 4096

11 PSH 5121:6145(1024) ack 1, win 4096

ack 5121, wi 12

PSH _6145:7169(1024) ack 1, win 4096
PSH 7169:8193(1024) ack 1, win 4096

13
14

ack 7169, win 40% 15

16 FIN 8193:8193(0) ack 1, win 4096

ack 8194, win 4096
FIN 1:1(0) ack 8194, win 4096

17
18

ack 2, win 4096

i)

19
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slip % ping 140.252.13.63
PING 140.

64
64
64

64
64
64

~?

bytes
bytes
bytes

bytes
bytes
bytes

252.13.63 (140.252

from
from
from

from
from
from

140
140
140

140.

140
140

.252.
.252.
.252.

252.
.252.
.252,

13.
13.
13.

13.
13.

13

35:
33:
34:

35:
33:
.34:

.13.63): 56 data bytes

icmp_seq=0
icmp_seg=0
icmp_seq=0

icmp_seg=l
icmp_seqg=1
icmp seqg=l

ttl1=255
ttl=254
ttl=254

ttl1=255
ttl=254
ttl1=254

time=190
time=280
time=360

time=180
time=270
time=360

ms
ms
ms

ms
ms
ms

(DUP!)
(DUP!)

(DUP!)
(DUP!)
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bsdi % tftp

tftp> connect svr4 8888 specify the hostname and port number
tftp> get temp.foo try to fetch a file
Transfer timed out. about 25 seconds later

tftp> quit
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Wo NGO Gk WN

24
25

0.
.277669
.424423

0
0

7200.
.243046

7201

14400.
14400.

14475.
14475.

15075.
15075.

0

818081

688106
689261

684360
685504

759603
760761

(
(

0
0

(7200.

(

0

(7199.

(

(
(

0

74.
0.

.2777)
.1468)

3937)

.4250)

4451)

.0012)

9951)
0011)

.1008)
.0012)

slip.1056 > vangogh.echo: P 1:9(8) ack 1
vangogh.echo > slip.1056: P 1:9(8) ack 9
slip.1056 > vangogh.echo: . ack 9

slip.1056 > vangogh.echo: . ack 9
vangogh.echo > slip.1056: . ack 9

slip.1056 > vangogh.echo: . ack 9
sun > slip: icmp: net vangogh unreachable

slip.1056 > vangogh.echo: . ack 9
sun > slip: icmp: net vangogh unreachable

slip.1056 > vangogh.echo: R 9:9(0) ack 9
sun > slip: icmp: net vangogh unreachable
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time 0 time 0
timel\—— time 1
\--\_— time 2
\——\ﬁme3
time 14 \time4
timels\——
time16\-—\——
time 17 \__\ﬁmew
time 18 \timeIS
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10
11

12
13

14

0.0

0.270278
0.284784

0.540338
0.550062

0.810310
0.818030

1.080337
1.092564

1.350322
1.357382

1.590586
1.598926

1.860341

1.875230

6.876579

7.110518

(0.2703)
(0.0145)

(0.2556)
(0.0097)

(0.2602)
(0.0077)

(0.2623)
(0.0122)

(0.2578)
(0.0071)

(0.2332)
(0.0083)

(0.2614)

(0.0149)

(5.0013)

(0.2339)

sun.33593 > netb.33435: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate} EOL)
netb > sun: icmp: time exceeded in-transit

sun.33593 > netb.33436: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate)} EOL)
netb > sun: icmp: time exceeded in-transit

sun.33593 > netb.33437: udp 12 [ttl 1]
(optlen=16 SSRR{#gateway gabby westgate} EOL)
netb > sun: icmp: time exceeded in-transit

sun.33593 > netb.33438: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL)
gateway > sun: icmp: time exceeded in-transit

sun.33593 > netb.33439: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL)
gateway > sun: icmp: time exceeded in-transit

sun.33593 > netb.33440: udp 12 (ttl 2,
optlen=16 SSRR{#gateway gabby westgate} EOL) )
gateway > sun: icmp: time exceeded in-transit

sun.33593 > netb.33441: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)
gateway > sun:

icmp: gateway unreachable - source route failed

sun.33593 > netb.33442: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)

sun.33593 > netb.33443: udp 12 (ttl 3,
optlen=16 SSRR{#gateway gabby westgate} EOL)
gateway > sun:

icmp: gateway unreachable - source route failed
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Telnet, FTP, e-mail, etc.
TCP, UDP

IP, ICMP, IGMP
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11
12

.002050

.002723
.006399

.000776
.004304

.000887
.004416

.001014
.004574

.001177
.004759

(0.

(0.
(0.

(4.
(0.

(4.
(0.

(4.
(0.

(4.
(0.

0020)

0007)
0037)

9944)
0035)

9966)
0035)

9966)
0036)

9966)
0036)

arp who-has svr4 tell bsdi
arp reply svr4 is-at 0:0:¢c0:¢2:9b:26

bsdi.
svr4

bsdi.
svré

bsdi.
svr4

bsdi.
svr4

bsdi.
svr4

2924 >

> bsdi:

2924 >

> bsdi:

2924 >

> bsdi:

2924 >

> bsdi:

2924 >

> bsdi:

svr4.8888: udp 20
icmp: svr4 udp port 8888

svr4.8888: udp 20
icmp: svr4 udp port 8888

svr4.8888: udp 20
icmp: svr4 udp port 8888

svr4.8888: udp 20
icmp: svr4 udp port 8888

svr4.8888: udp 20
icmp: svr4 udp port 8888

unreachable

unreachable

unreachable

unreachable

unreachable





OEBPS/Image00650.jpg
Gl W N

S W oNS

OO0 O0o

WWwwwnN

.0

.250520
.251709
.490344
.588694

.836830
.132388
.133573
.370346
.388692

(0

(2

(0

.2505)
(0.
(0.
(0.

0012)
2386)
0984)

.2481)
(0.
(0.
.2368)
(0.

2956)
0012)

0183)

type F1 key

slip.1023 > vangogh.login:
vangogh.login > slip.1023:
slip.1023 > vangogh.login:
vangogh.login > slip.1023:
s1ip.1023 > vangogh.login:

type F2 key

slip.1023 > vangogh.login:
vangogh.login > s8lip.1023:
slip.1023 > vangogh.login:
vangogh.login > s8lip.1023:
slip.1023 > vangogh.login:

v - B B v

1:2(1) ack 2
2:4(2) ack 2
2:4(2) ack 4
4:6(2) ack 4

. ack 6

gwo oW

4:5(1) ack 6
6:8(2) ack 5
5:7(2) ack 8
8:10(2) ack 7

. ack 10
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1.3.6.1.2.1.7.5.1.1.0.0.0.0.67

1.3.6.1.2.1.7.5.1.1.0.0.0.0.161

1.3.6.1.2.1.7.5.1.1.0.0.0.0.520

1.3.6.1.2.1.7.5.1.2.0.0.0.0.67
1.3.6.1.2.1.7.5.1.2.0.0.0.0.161
1.3.6.1.2.1.7.5.1.2.0.0.0.0.520

udplLocalAddress.
udpLocalAddress.
udpLocalAddress.

udpLocalPort.0.
udpLocalPort.0.
udpLocalPort.0.
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sun.1181 bsdi.discard

0.0 1 SYN 690560000:690560000(0)
win 4096, <mss 1460>

0.002238 (0.0022) SYN 2566050 2B660BED 2

ack 690660001, win 4096, <mss 1024>
0.003020 (0.0008) 3
0.006806 (0.0038) 4 PSH 1:1025(1024) ack 1, win 4096
0.008838 (0.0020) 5
0.010490 (0.0017) 6
0012087 (0.0016) | PSH 307340971028)ack l, windods "]
0.038562 (0.0265) 8
0.055994 (00174 T 2y S
0.057815 (0.0018) 10
0.059777 (0.0020) 11
0.061439 (0.0017) 12
0.062992 (0.0016) 13
0.071915 (0.0089) 14
oarsts oca T e ks
o7t oot DERTET Y Y M
0.076439 (0.0007) 17
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--—- 140.252.13.63 ping statistics -—-
3 packets transmitted, 2 packets received, +4 duplicates, 33% packet loss

round-trip min/avg/max = 180/273/360 ms
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sun % snmpli -a sun dump ipNetToMediaTable

ipNetToMediaIfIndex.1.140.252.13.34=1
ipNetToMediaIfIndex.1.140.252.13.35=1
ipNetToMediaPhysAddress.1.140.252.13.34=0x00:00:c0:c2:9b:26
ipNetToMediaPhysAddress.1.140.252.13.35=0x00:00:c0:6£:2d4:40
ipNetToMediaNetAddress.1.140.252.13.34=140.252.13.34
ipNetToMediaNetAddress.1.140.252.13.35=140.252.13.35
ipNetToMediaType.1.140.252.13.34=dynamic(3)
ipNetToMediaType.1.140.252.13.35=dynamic(3)
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time8: 2
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ack 3
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ack3

b
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0.0

0.002282 (0.0023)
0.003067 (0.0008)

0.022170 (0.0191)
0.024136 (0.0020)
0.026084 (0.0019)
0.027711 (0.0016)
'0.029334 (0.0016)
0.030910 (0.0016)

0.044570 (0.0137)
0.046510 (0.0019)
0.048234 (0.0017)

0.050074 (0.0018)
0.054250 (0.0042)
0.056215 (0.0020)
0.058233 (0.0020)
0.059518 (0.0013)
0.060167 (0.0006)

sun.1126

1 SYN 1227520000:1227520000(0)
win 4096, <mss 1460>

SYN 2363371521:2363371521(0) 2
ack 1227520001, win 6144, <mss 1024>

3 ack 1, win 4096

1:1025(1024) ack 1, win 4096
1025:2049(1024) ack 1, win 4096
2049:3073(1024) ack 1, win 4096

PSH _3073:4097(1024) ack 1, win 4096
4097:5121(1024) ack 1, win 4096
5121:6145(1024) ack 1, win 4096

O 0 N O Ul

Bl

ack 6145, wi 10

n
12

6145:7169(1024) ack 1, win 4096
FIN,PSH 7169:8193(1024) ack 1, win 4096

ack 6145, win 4096
ack 8194, win 2048
ack 8194, win 4096
ack 8194, win 6144
FIN 1:1(0) ack 8194, win 6144

13
14
15
16
17

18 ack 2, win 4096

bsdi.5555
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bsdi.

svrd

bsdi.
bsdi.
.1032

bsdi

bsdi

bsdi.

svrd

1032 > svrd.discard:
.discard > bsdi.1032:

1032
1032

.1032
bsdi.

1032

1032 > svrd.discard:
.discard > bsdi.1032:

v

svrd.discard:
svrd.discard:
svrd.discard:

svrd.discard:
svrd.discard:

P 1:13(12) ack 1

. ack 13

v B

Lol ]

13
13
13

13
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13:

:27(14)
127(14)
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sun % traceroute -G netb -G gateway —G gabby westgate

traceroute to westgate (192.80.43.2), 30 hops max, 40 byte packets
1 netb (140.252.1.183) 272 ms 257 ms 261 ms

2 gateway (140.252.1.4) 263 ms 259 ms 234 ms

3 gateway (140.252.1.4) 263 ms !S * 235 ms !S
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16 bits + 8 bits + 8 bits
I11111111 11111111|11111111|00000000=255.255.255.0
| | |

t———————————————— Pl ————————— |
! | |
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sun % xscope —q
0.00: Client --> 12 bytes
0.02: 152 bytes <-- X11 Server
0.03: Client ——> 48 bytes
............ REQUEST: CreateGC
............ REQUEST: GetProperty
0.20: 396 bytes <-- X11 Server
.............. REPLY: GetProperty
0.30: Client ——> 8 bytes
0.38: Client --> 20 bytes
............ REQUEST: InternAtom
0.43: 32 bytes <-- X11 Server
.............. REPLY: InternAtom
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sun % sock -v bsdi echo

connected on 140.252.13.33.1162 to 140.252.13.35.7
hello there

hello there

“D

sun % sock -bll62 bsdi echo

can’t bind local address: Address already in use
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BSD/386 1.0 BSD/3861.0 Sun0S4.1.3 SVR4
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bsdi % telnet svr4 discard
Trying 140.252.13.34...
Connected to svré4.

Escape character is ’'"]’.
hi there

another line
Connection closed by foreign host.
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solaris % netstat -rn
Routing Table:

Use

Interface

Destination Gateway
127.0.0.1 127.0.0.1
140.252.13.35 140.252.1.183
140.252.1.0 140.252.1.32
224.0.0.0 140.252.1.32
default 140.252.1.4
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solaris % ping -sv bsdi

PING bsdi: 56 data bytes

ICMP Host redirect from gateway gateway (140.252.1.4)

to netb (140.252.1.183) for bsdi (140.252.13.35)

64 bytes from bsdi (140.252.13.35): icmp_seq=0. time=383. ms
64 bytes from bsdi (140.252.13.35): icmp_seqg=l. time=364. ms
64 bytes from bsdi (140.252.13.35): icmp_seq=2. time=353. ms
°? type interrupt key to stop
—-—--bsdi PING Statistics——-

4 packets transmitted, 3 packets received, 25% packet loss
round-trip (ms) min/avg/max = 353/366/383
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0037)
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1868)
0009)

4612)
0019)

0017)

0018)
0008)
0044)
0021)
0012)
0007)

sun.1305 > bsdi.
sun.1305 > bsdi.
sun.1305 > bsdi.

bsdi.5555 > sun.
sun.1305 > bsdi.
sun.1305 > bsdi
sun.1305 > bsdi.
sun.1305 > bsdi.
sun.1305 > bsdi.
sun.1305 > bsdi.

bsdi.5555 > sun.
sun.1305 > bsdi.

bsdi.5555 > sun.
sun.1305 > bsdi.

sun.1305 > bsdi.
bsdi.5555 > sun.

sun.1305 > bsdi

bsdi.5555 > sun.
bsdi.5555 > sun.
bsdi.5555 > sun.
sun.1305 > bsdi.

5555:
5555:
5555:
1305:
5555:

.5555:
5555:
5555:
5555:
5555:

1305:
5555:

1305:
5555:

5555:

1305:
55553
1305:
1305:
1305:
5555:

P 1:1025(1024) ack 1 win 4096

P 1025:2049(1024) ack 1 win 4096
P 2049:3073(1024) ack 1 win 4096
. ack 3073 win 1024

P 3073:4097(1024) ack 1 win 4096

win 4096 urg 4098
win 4096 urg 4098
. ack 1 win 4096 urg 4098
. ack win 4096 urg 4098
. ack 1 win 4096 urg 4098

. ack 4097 win O
. ack 1 win 4096 urg 4098

. ack 4097 win 2048

. 4097:5121(1024) ack 1 win 4096
urg 4098

. 5121:6145(1024) ack 1 win 4096

. ack 4097 win 4096

FP 6145:6146(1) ack 1 win 4096
. ack 6147 win 2048

. ack 6147 win 4096

F 1:1(0) ack 6147 win 4096

. ack 2 win 4096

. ack
. ack

N
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1 0.0 sun.1024 > gateway.l1l61: GetRequest (42)
1.3.6.1.2.1.7.1.0 1.3.6.1.2.1.7.2.0

2 0.348875 (0.3489) gateway.161 > sun.1024: GetResponse(46)
1.3.6.1.2.1.7.1.0=616168
1.3.6.1.2.1.7.2.0=33
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To: rfc-dist@nic.ddn.mil

Subject: RFC1479 on IDPR Protocol

Mime-Version: 1.0

Content-Type: Multipart/Mixed; Boundary="NextPart"
Date: Fri, 23 Jul 93 12:17:43 PDT

From: "Joyce K. Reynolds" <jkrey@isi.edu>

—-NextPart

A new Request for Comments is now available in online RFC libraries.

Below is the data which will enable a MIME compliant Mail Reader
implementation to automatically retrieve the ASCII version
of the RFCs.

—--NextPart
Content-Type: Multipart/Alternative; Boundary="OtherAccess”

—--OtherAccess

Content-Type: Message/External-body;
access-type="mail-server";
server="mail-server@nisc.sri.com"

Content-Type: text/plain
SEND rfcl479.txt

--0OtherAccess

Content-Type: Message/External-body:
name="rfcl479.txt";
site="ds.internic.net";
access-type="anon-ftp";
directory="rfc"

Content-Type: text/plain

~—OtherAccess—-
—-NextPart——
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sun % telnet relayl.uu.net 25
220 relayl.UU.NET Sendmail 5.61/UUNET-internet-primary ready at Mon, 2 Aug
93 18:50:27 -0400

ehlo sun.tuc.noao.edu
500 Command unrecognized

rset
250 Reset state
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sun % telnet dbc.mtview.ca.us 25
220 dbc.mtview.ca.us Sendmail 5.65/3.1.090690, it’s Mon, 2 Aug 93 15:48:50
-0700

ehlo sun.tuc.nocao.edu

250-Hello sun.tuc.noao.edu, pleased to meet you
250~-HELP

250-SIZE

250-XONE

250-XVRB

250 XQUE
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sun % host -v ftp.uu.net

Query about ftp.uu.net for record types A

Trying ftp.uu.net ...
Query done, 1 answer, st

atus:

no error

The following answer is not authoritative:

ftp.uu.net
Authoritative nameserver
UU.NET

UU.NET

UU.NET

UU.NET

UU.NET

Additional information:
NS.UU.NET

UUNET.UU.NET
UYUCP-GW-1.PA.DEC.COM
UUCP-GW-2.PA.DEC.COM
NS.EU.NET

19109
s:
170308
170308
170308
170308
170308

170347
170347
170347
170347
170347

IN

IN
IN
IN
IN
IN

IN
IN
IN
IN
IN

A

NS
NS

192.48.96.9

NS.UU.NET
UUNET.UU.NET
UUCP-GW-1.PA.DEC.COM
UUCP-GW-2.PA.DEC.COM
NS.EU.NET

137.39.1.3
192.48.96.2
16.1.0.18
16.1.0.19
192.16.202.11
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solaris % netstat -rn
Routing Table:

Use

Interface

Destination Gateway
127.0.0.1 127.0.0.1
140.252.1.0 140.252.1.32
224.0.0.0 140.252.1.32

default 140.252.1.4
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bsdi % date ; telnet svrd discard ; date
Thu Sep 24 16:24:11 MST 1992
Trying 140.252.13.34...

telnet: Unable to connect to remote host: Connection timed out
Thu Sep 24 16:25:27 MST 1992
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sun % mail -v rstevens@noac.edu
To: rstevens@noao.edu
Subject: testing

1, 2, 3.

Sending letter ... rstevens@noao.edu...

Connecting to mailhost via ether...
Trying 140.252.1.54... connected.
220 noao.edu Sendmail 4.1/SAG-Noao.G89 ready at Mon, 19 Jul 93 12:47:34 MST

>>> HELO sun.tuc.noao.edu.
250 noao.edu Hello sun.tuc.nocao.edu., pleased to meet you

>>> MAIL From:<rstevens@sun.tuc.noao.edu>
250 <rstevens@sun.tuc.noao.edu>... Sender ok





OEBPS/Image00258.jpg
N

R i W

o e O

.0

.004975

.006656

.833073
.026224

.527634

(0.0050)

(0.0017)

(4.8264)
(0.1932)

(4.5014)

bsdi.

svr4.

bsdi.

bsdi.
svré4.

bsdi.

1099

8888

1099

1099
8888

1099

v V.V Vv

svr4.

bsdi.

svré4.

svr4.
bsdi.

svr4.

8888:

1099:

8888:

8888:
1099:

8888:

S 671112193:671112193(0)
<mss 1024>

S 3224959489:3224959489(0)
ack 671112194 <mss 1024>

. ack 1

P 1:14(13) ack 1
. ack 14

R 14:14(0) ack 1
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routing redirect: 2789
echo: 1757

#10: 21

time exceeded: 56
time stamp: 1





OEBPS/Image00257.jpg
1 0.0 bsdi.1024 > svrd.discard: § 291008001:291008001(0)
win 4096 <mss 1024>

[tos 0x10]

2 5.814797 ( 5.8148) bedi.1024 > svrd.discard: S 291008001:291008001(0)
win 4096 <mss 1024>

[tos 0x10]

3 29.815436 (24.0006) bsdi.l024 > svré4.discard: S 291008001:291008001(0)
win 4096 <mss 1024>

[tos 0x10]
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bsdi % ping svr4

PING svr4 (140.252.13.
.252.
.252
.252.
.252.
.252.
.252.
.252.
.252.

64
64
64
64
64
64
64

64
~?

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

——— svr4

from
from
from
from
from
from
from
from

ping

140
140
140
140
140
140
140
140

statistics
8 packets transmitted,
round-trip min/avg/max

34): 56 data bytes

13.34:

.13.34:

13.34:
13.34:
13.34:
13.34:
13.34:
13.34:

8 packets received,

icmp_seqg=0 ttl=255 time=0
icmp_seq=1 ttl=255 time=0
icmp seq=2 ttl=255 time=0
icmp_seq=3 ttl=255 time=0
icmp_seqg=4 ttl=255 time=0
icmp seq=5 ttl=255 time=0
icmp_seq=6 ttl=255 time=0
icmp_seq=7 ttl=255 time=0

type interrupt key to stop

= 0/0/0 ms

ms
ms
ms
ms
ms
ms
ns
ms

0% packet loss
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slip % sock aix echo
test line
test line

another line
another line
line number 3
line number 3
the last line

read error: No route to host
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140.252.1
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sun % sock -v —-s 6666
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user data

|
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Appl
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TCP —
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Ethernet IP TCP application data Ethernet
header header header Pplica a trailer ernet
14 20 20 4

"\ Ethernet frame \.'
F* 46 to 1500 bytes *"
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1 0.0 svr4 > slip: icmp: echo request (ttl 32, id 35835,
optlen=40 RR{3%9}= RR{#0.0.0.0/0.0.0.0/0.0.0.0/
0.0.0.0/ 0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0} EOL)

2 0.267746 (0.2677) slip > svrd4: icmp: echo reply (ttl 254, id 1976,
optlen=40 RR{39}= RR{140.252.13.66/140.252.13.65/
140.252.13.35/40.0.0.0/0.0.0.0/0.0.0.0/0.0.0.0/
0.0.0.0/0.0.0.0} EOL)
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svr4 % netstat -rn
Routing tables

Destination Gateway Flags Refcnt Use Interface
140.252.13.65 140.252.13.35 UGH 0 0 emd0
127.0.0.1 127.0.0.1 UH 1 0 100
default 140.252.13.33 UG 0 0 emd0
140.252.13.32 140.252.13.34 U 4 25043 emd0
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sun % finger clintonéwhitehouse.gov
[whitehouse.gov]

Finger service for arbitrary addresses on whitehouse.gov is not
supported. If you wish to send electronic mail, valid addresses are
"PRESIDENT@WHITEHOUSE.GOV", and " VICE-PRESIDENT@WHITEHOUSE.GOV".
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1 0.0 140.252.1.29.1447 > 140.252.1.54.53: 1+ A?
gemini.tuc.noao.edu. (37)

2 0.290820 (0.2908) 140.252.1.54.53 > 140.252.1.29.1447: 1* 2/0/0 A
140.252.1.11 (69)
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bsdi.2924 svr4.8888

0.0

0.002050 50.002(7);
0.002723 (0.000

0.006399 (0.0037)

5.000776 (4.9944)

5.004304 (0.0035)

10.000887 (4.9966)
ICMP: svrd udp 8888

10.004416 (0.0035)

15.001014 (4.9966) D
1CMP: svrd udp 8888

15.004574 (0.0036)

20.001177 (4.9966) D

8888

JCMP: svr4 udp
20.004759 (0.0036)
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connection on 140.252.13.33.6666 from 140.252.13.35.1098

4

sun % sock -b6666 bsdi 1098
can’t bind local address: Address already in use

sun % sock —A -b6666 bsdi 1098
active open error: Address already in use
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sun % telnet bsdi daytime
Trying 140.252.13.35

Connected to bsdi.
Escape character is *"]’. first three lines output are from the Telnet client

Wed Feb 3 16:38:33 1993 here’s the daytime service output
Connection closed by foreign host. this is also from the Telnet client
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0 78 15 16 31

type (3) code (0-15) checksum
Unused (must be 0)

IP header (including options) + first 8 bytes of original IP datagram data

~—§—





OEBPS/Image00273.jpg
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ESC ESC END

END,
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0602)

0100)
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solaris.38196 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

solaris.38196 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47942:106@552)

solaris.38196 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47944:106@552)

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47945:106@552)

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47946:106@552)

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47947:106@552)

solaris.38196 > slip.discard: udp 650 (frag
solaris > slip: (frag 47948:106@552)

solaris.38196 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

= 0 (DF)

= 0 (DF)
47942:552R0+)

= 0 (DF)
47944:552@0+)

47945:552@0+)

47946:552Q0+)

47947:552@0+)

47948:552@0+)

= 0 (DF)
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sun % icmptime clock.llnl.gov
orig = 83662791, recv = 83662919, xmit

difference = 128 ms

83662919, rtt 359 ms

sun % icmptime clock.llnl.gov
orig = 83670425, recv = 83670559, xmit

difference = 134 ms

83670559, rtt = 345 ms
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sun % ping 192.82.148.1 B
PING 192.82.148.1: 56 data bytes

ICMP Host Unreachable from gateway enss142.UT.westnet.net (192.31.39.21)
for icmp from sun (140.252.1.29) to 192.82.148.1
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0.0

0.294903 (0.2949)
0.324730 (0.0298)
0.325137 (0.0004)

0.443874 (0.1187)

0.654953 (0.2111)

0.843881 (0.1889)

bsdi.1086

PSH 44:45(1) ack 11 urg 45
<IAC>
PSH 45:46(1) ack 11
<DM>

ack 46

PSH 46:60(14) ack 11
\r\0\r\nvangogh %

ack 60

vangogh.telnet
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sun % icmptime gateway

orig = 83620811, recv = <4871036>, xmit 220 ms

<4871036>, rtt

1]
1

sun % icmptime gateway

orig = 83641007, recv = <4891232>, xmit <4891232>, rtt = 213 ms
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sun % icmptime gemini

orig = 83601883, recv = 83598140, xmit = 83598140, rtt = 247 ms
difference = -3743 ms

sun % icmptime aix

orig = 83606768, recv = 83532183, xmit = 83532183, rtt = 253 ms

difference = -74585 ms
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telnet to an address this time, not a hostname
bsdi % date ; telnet 140.252.13.36 ; date
Sat Jan 30 06:46:33 MST 1993
Trying 140.252.13.36...
telnet: Unable to connect to remote host: Connection timed out
Sat Jan 30 06:47:49 MST 1993 76 seconds after previous date output

bsdi % arp -a check the ARP cache
? (140.252.13.36) at (incomplete)
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N BRW N

0.0
0.303755

17.392480
17.614371

32.092454
32.314378

( 0.3038)

(17.0887)
( 0.2219)

(14.4781)
( 0.2219)

sun.1900 > gemini.echo: udp 9 (UDP cksum=6e90)
gemini.echo > sun.1900: udp © (UDP cksum=0)

sun.1904 > aix.echo: udp 9 (UDP cksum=6e3b)
aix.echo > sun.1904: udp 9 (UDP cksum=6e3b)

sun.1907 > solaris.echo: udp 9 (UDP cksum=6e74)
solaris.echo > sun.1907: udp 9 (UDP cksum=6e74)
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svrd % ping -R slip

PING slip (140.252.13.
.252.
.252.
.252.
252.
.252.
.252.
.252.

64 bytes from 140
RR: bsdi (140
slip (140

bsdi (140.

svr4 (140
64 bytes from 140

64 bytes from 140
w9

65)
13.
13.
13
13
13.
13.
13.

—--- slip ping statistics
3 packets transmitted, 3

round-trip min/avg/max

: 56 data bytes

65: icmp_seg=0 ttl=254 time=280 ms
66)

.65)

.35)

34)

65: icmp_seq=1 ttl=254 time=280 ms (same route)
65: icmp_seq=2 ttl=254 time=270 ms (same route)

packets received, 0% packet loss

270/276/280 ms
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sun % sock -v -s 6666

connection on 140.252.13.33.6666 from 140.252.13.35.1081
- ? %

sun % sock —-s 6666 i
can’t bind local address: Address already in use

sun % netstat

Active Internet connections
Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp 0 0 sun.6666 bsdi.1081 TIME WAIT
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dest=D
{#R1,R2, R3}
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sun % host —-tv mx sun

Query about sun for record types MX

Trying sun within tuc.noao.edu ...

Query done, 2 answers, authoritative status: no error
sun.tuc.noao.edu 86400 1IN MX 0 sun.tuc.noao.edu
sun.tuc.noao.edu 86400 1IN MX 10 noao.edu
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257:513(256)
513:769(256)
ACK 513
769:1025(256)
1025:1281(256)
ACK769 | cong.avoid

1
2
3
4
5
6
7
8
9

1281:1537(256)
ACK 1025 | cong. avoid
1537:1793(256)

ACK 1281 | cong. avoid
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.002402

.007224
.155441
.156747
.158144
.180662

(0.

0024)

.0048)
.1482)
.0013)
.0014)
.0225)

svré

bsdi.

svré,

svr4.

bsdi

bsdi.

svré.

.1037 > bsdi.discard:

.discard > svr4.1037:

discard > svr4.1037:

1037 > bsdi.discard:
1037 > bsdi.discard:

discard > svr4.1037:

1037 > bsdi.discard:

S 1415531521:1415531521(0)
win 4096 <mss 1024>

S 1823083521:1823083521(0)
ack 1415531522
win 4096 <mss 1024>

. ack 1 win 4096

F 1:1(0) ack 1 win 4096

. ack 2 win 4096
F 1:1(0) ack 2 win 4096
. ack 2 win 4096
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bsdi % tftp svrd

tftp> get testl.c

Received 962 bytes in 0.3 seconds
tftp> quit

bsdi % 1s -1 testl.c
—-rw-r--r—-- 1 rstevens staff 914 Mar 20 11:41 testl.c

bsdi % we -1 testl.c
48 testl.c
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SYN_SENT SYN/

SYN_RCVD

ESTABLISHED I I

ESTABLISHED
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sun % netstat -in

Name Mtu Net/Dest Address Ipkts Ierrs Opkts Oerrs Collis Queue
1le0 1500 140.252.13.32 140.252.13.33 67719 0 92133 0 1 o]
sl0 552 140.252.1.183 140.252.1.29 48035 0 54963 ] 0 0

1lo0 1536 127.0.0.0 127.0.0.1 15548 0 15548 0 0 0
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sun % arp -a

sun % ping svr4

PING svr4d: 56
64 bytes from
64 bytes from
64 bytes from
64 bytes from
-2

———-svrd4 PING

4 packets transmitted,
round-trip (ms)

data bytes

svrd (140.252.13.34):
svrd4 (140.252.13.34):
svrd (140.252.13.34):
svrd (140.252.13.34):

Statistics——-

4 packets received,
min/avg/max = 4/4/7

make sure ARP cache is empty

icmp_seq=0. time=7.
icmp seq=1l. time=4.
icmp_seq=2. time=4.
icmp_seq=3. time=4.

type interrupt key to stop

ms
ms
ms
ms

0% packet loss
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sun % telnet gemini daytime
Trying 140.252.1.11 ... first three lines of output are from Telnet client

Connected to gemini.tuc.noao.edu.

Escape character is ’'"]’.
Wed Mar 24 10:44:17 1993 this is the output from the daytime server

Connection closed by foreign host. and this is from the Telnet client
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sun % icmptime svr4

orig = 83588210, recv

difference

-210 ms

sun % icmptime svrd

orig = 83591547, recv

difference

-547 ms

83588000, xmit

83591000, xmit

83588000, rtt

83591000, rtt

4 ms

4 ms
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0639751
070468
075050

( 0
( 0
(7199.
( 0
( 0

.0064)
.1705)

8902)

.0026)
.0007)
.0046)

bsdi.1057 > svrd4.echo: P 1:10(9) ack 1
svrd.echo > bsdi.1057: P 1:10(9) ack 10
bsdi.1l057 > svr4.echo: . ack 10

arp who-has svré4 tell bsdi

arp reply svrd4 is-at 0:0:c0:c2:9b:26

bsdi.1057 > svr4.echo: . ack 10

svrd.echo > bsdi.1057: R 1135563275:1135563275(0)
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G o WN =

0.0

0.287080
0.291178

0.299446
0.312320

(0.2871)
(0.0041)

(0.0083)
(0.0129)

bsdi.

svréd.
bsdi.

svré.
bsdi.

1106

1077
1106

1077
1106

>

svrd.tftp:

bsdi.1106:
svr4.1077:

bsdi.1l106:
svrd.1077:

19 RRQ "testl.c"

udp 516
udp 4

udp 454
udp 4
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SYN to 140.252.13.34,
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.0

.001234
.001941
.002775
.003495
.004319
.008772
.009911
.011127
.011255
.012562
.013458
.014526
.015583

(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.

0012)
0007)
0008)
0007)
0008)
0045)
0011)
0012)
0001)
0013)
0009)
0011)
0011)

arp
arp
arp
arp
arp
arp
arp
arp

bsdi > svr4:

arp
arp
arp
arp
arp

who-has svr4
who-has svr4
who~has svr4
who-~has svr4
who-has svr4
who-has svr4

reply svr4 is-at 0:0
reply svr4 is-at 0:0:

reply svr4
reply svr4
reply svr4
reply svr4
reply svr4

is-at
is-at
is-at
is-at
is-at

oo oo
e es se us
[= N =NalNo]

(frag 10863:
0:

0:

tell bsdi
tell bsdi
tell bsdi
tell bsdi
tell bsdi
tell bsdi
:c0:¢c2:9b:26

c0:c2:9b:26
800@7400)

c0:
:c0
:c0
:c0:
:c0:

c2:
1c2:
1c2:
:9b:26
:9b:26

9b:26
9b:26
9b:26
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sun % traceroute.pmtu slip

traceroute to slip (140.252.13.65), 30 hops max
outgoing MTU = 1500

1 bsdi (140.252.13.35) 53 ms 6 ms 6 ms

2 bsdi (140.252.13.35) 6 ms

fragmentation required and DF set, next hop MTU = 296
2 slip (140.252.13.65) 377 ms 378 ms 377 ms
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sun % host ~a -v -t mx mlfarm.com

The following answer is not authoritative:

mlfarm.com 86388
mlfarm.com 86388
Additional information:

mercury.hsi.com 86388

hsi86.hsi.com 172762

IN
IN

IN
IN

MX
MX

A
A

10 mercury.hsi.com
15 hsi86.hsi.com

143.122.1.91
143.122.1.6
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13.
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079769

(0

(0.
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(3
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.2138)

0016)

1250)

.2927)
(0.

(3.
(0.

.2640)
.0014)
.0179)
.2202)

4672)

5398)
1562)

bsdi.8888 > vangogh.
vangogh.7777 > bsdi.

bsdi.8888 > vangogh.

vangogh.7777 > bsdi.

bsdi.8888 > wvangogh.
vangogh.7777 > bsdi.

vangogh.7777 > bsdi.
bsdi.8888 > vangogh.

vangogh.7777 > bsdi.
bsdi.8888 > vangogh.
bsdi.8888 > vangogh.
vangogh.7777 > bsdi.

7777:

8888:

7777

8888:

1777:
8888:

8888:
7777:

8888:
T777:
7777:
8888:

S

S

]

91904001:91904001(0)
win 4096 <mss 512>
1058199041:1058199041(0)
win 8192 <mss 512>
91904001:91904001(0)

ack 1058199042 win 4096
<mss 512>

1058199041:1058199041(0)
ack 91904002 win 8192
<mss 512>

1:14(13) ack 1 win 4096

. ack 14 win 8192

1:14(13) ack 14 win 8192

. ack 14 win 4096

14:14(0) ack 14 win 8192
ack 15 win 4096
14:14(0) ack 15 win 4096

. ack 15 win 8192
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sun % telnet slip finger :
Trying 140.252.13.65 ... first three lines are output by Telnet client
Connected to slip.

Escape character is ’"]’.
here we type RETURN as the Finger client command

Login Name Tty Idle Login Time Office Office Phone
rstevens Richard Stevens *co 45 Jul 31 09:13
rstevens Richard Stevens *c2 45 Aug 5 09:41

Connection closed by foreign host.  output by Telnet client
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sun % grep telnet /etc/services
telnet 23/tcp

sun % grep domain /etc/services
domain 53/udp
domain 53/tcp
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svrd.1176 bsdi.ftp-data

3187457:303187457(0)
<mss 1024>

SYN 2175696385:2175696385(0)
ack 303187458, <mss 1024>

ack1l

30 1«

SYN

0.0
0.007540 ( 0.0075) 2

0.009121 ( 0.0016)

PSH 1:57(56) ack 1

0.063206 ( 0.0541)

FIN 57:57(0) ack 1

0.065210 ( 0.0020)
0.070637 ( 0.0054) 6
0.149219 ( 0.0786) 7

FIN 1:1(0) ack 58

it

0.150578 ( 0.0014)

11507457:311507457(0)
<mss 1024>

SYN 2183888385:2183888385(0)
ack 311507458, <mss 104>

ack1l
PSH 1:58(57) ack 1

3 9¢

SYN

64.633535 (64.4830)
64.638647 ( 0.0051) 10

11
12

64.640258 ( 0.0016)
64.648391 ( 0.0081)

FIN 58:58(0) ack 1

13 «

64.650399 ( 0.0020)
64.655060 ( 0.0047) 14
64.767727 ( 0.1127) 15

FIN 1:1(0) ack 59

i

16
64.769141 ( 0.0014)
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vangogh % mail -v rstevens@sun.tuc.noaoc.edu
A test to a host that’s down.

EOT

rstevens@sun.tuc.ncao.edu... Connecting to sun.tuc.nocaoc.edu. (smtp)...
rstevens@sun.tuc.noao.edu... Connecting to noao.edu. (smtp)...

220 noao.edu
remainder is normal SMTP mail transfer
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udplocalAddress udpLocalPort
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.0
.003587

.005390
.009570

.011413
.015512

.018843
.022377

.027621
.032170

(0.

(0.
(0.

(0.
.0041)

(0.
(0.

(0.
(0.

(0

0036)

0018)
0042)

0018)

0033)
0035)

0052)
0045)

sun.7aaé
bsdi.nfs

sun.7aa’7
bsdi.nfs

sun.7aa8
bsdi.nfs

sun.7aa%
bsdi.nfs

sun.7aaa
bsdi.nfs

VV VV VV VV VvV

bsdi.nfs:
sun.7aab6:

bsdi.nfs:
sun.7aa7:

bsdi.nfs:
sun.7aa8:

bsdi.nfs:
sun.7aa9:

bsdi.nfs:
sun.7aaa:

104 getattr
reply ok 96

116 lookup "rstevens"
reply ok 128

116 lookup "hello.c"
reply ok 128

104 getattr
reply ok 96

116 read 1024 bytes @ 0
reply ok 140
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bsdi % arp -a verify ARP cache is empty

bsdi % telnet svrd4 discard connect to the discard server

Trying 140.252.13.34...

Connected to svré.

Escape character is '"]’.

~1 type Control, right bracket to get Telnet client prompt
telnet> quit and terminate

Connection closed.
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}4————— 39 bytes _____———>|
e e o

4 bytes 4 bytes 4 bytes * 4 bytes ’
ptr=4 ptr=8 ptr 12 ptr=36 pir=40
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Etherne Ethernet sender target érget
destmauon addr source addr IPaddr | Ethernetaddr | IPaddr
4 6 4

Ethernet header *+ﬁ 28 byte ARP request/reply
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udpNoPorts OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

DESCRIPTION
"The total number of received UDP datagrams for which

there was no application at the destination port."
i:= { udp 2 }
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sun % traceroute.pmtu slip
traceroute to slip (140.252.13.65), 30 hops max

outgoing MTU =

1500

1 bsdi (140.252.13.35)
2 bsdi (140.252.13.35)

fragmentation
fragmentation
fragmentation
fragmentation
fragmentation
fragmentation
fragmentation
fragmentation
2 slip (140.

required
required
required
required
required
required
required
required

and
and
and
and
and
and
and
and

252.13.65)

15 ms
6 ms

DF
DF
DF
DF
DF
DF
DF
DF

set,
set,
set,
set,
set,
set,
set,
set,

377 ms

6

ms 6 ms

trying
trying
trying
trying
trying
trying
trying
trying

377 ms

new MTU
new MTU
new MTU

new MTU =

new MTU
new MTU
new MTU
new MTU
377 ms

1492
1006
576
552
544
512
508
296
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sun % finger @svr4
[svr4.tuc.noao.edu] connect: Connection refused
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From: Keith Moore <moore@cs.utk.edu>

To: Keld Jern Simonsen <keld@dkuug.dk>

CC: André Pirard <PIRARD@vml.ulg.ac.be>

Subject: If you can read this you understand the example.
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From: =?US-ASCII?Q?Keith_Moore?= <moore@cs.utk.edu>

To: =?I1S0-8859-1?Q?Keld_J=F8rn_Simonsen?= <keld@dkuug.dk>
CC: =?IS0-8859-12Q?Andr=E9_?= Pirard <PIRARD@vml.ulg.ac.be>
Subject: =?21S0-8859-1?B?SWYgeW91IGNhbiByZWFkIHRoaXMgeW8="2=
=72I50-8859-2?B?dSB1bmR1cnNOYWS5kIHROZSBleGFtcGx1Lg=="2=
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solaris.37974 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

solaris.37974 > slip.discard: udp 650 (DF)
bsdi > solaris: icmp: )
slip unreachable - need to frag, mtu

solaris.37974 > slip.discard: udp 650 (frag
solaris > slip: (frag 35278:272@272+)
solaris > slip: (frag 35278:114@544)

= 296 (DF)

= 296 (DF)
35278:272@0+)





OEBPS/Image00716.jpg





OEBPS/Image00713.jpg





OEBPS/Image00714.jpg





OEBPS/Image00707.jpg
slip % traceroute svr4d

traceroute to svr4 (140.252.13.34), 30 hops max, 40 byte packets
1 bsdi (140.252.13.66) 110 ms 110 ms 110 ms

2 svrd (140.252.13.34) 110 ms 120 ms 110 ms
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0.0
0.000000
0.000000

0.738400
0.748800
0.748800

(0.0000)
(0.0000)

(0.7384)
(0.0104)
(0.0000)

solaris > bsdi: icmp: echo request (DF)
bsdi > solaris: icmp: echo reply (DF)
sun > bsdi: icmp: solaris unreachable -
need to frag, mtu = 0 (DF)

solaris > bsdi: icmp: echo request (DF)
bsdi > solaris: icmp: echo reply (DF)
sun > bsdi: icmp: solaris unreachable -
need to frag, mtu = 0 (DF)





OEBPS/Image00712.jpg
18.664971 (17.6555) sun.tuc.noao.edu.domain > c.nyser.net.domain:
4 A? ftp.ee.lbl.gov. (32)

19.429412 ( 0.7644) c.nyser.net.domain > sun.tuc.noao.edu.domain:
4 0/4/4 (188)

19.432271 ( 0.0029) sun.tuc.nocac.edu.domain > nsl.lbl.gov.domain:
5+ A? ftp.ee.lbl.gov. (32)

19.909242 ( 0.4770) nsl.lbl.gov.domain > sun.tuc.noao.edu.domain:
5% 2/0/0 CNAME ee.lbl.gov. (72)
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sun.7ad2
bsdi.nfs

sun.7ad3
bsdi.nfs

sun.7ad4
bsdi.nfs

sun.7ad5
bsdi.nfs

sun.7adé
bsdi.nfs

VV VV VV VV VYV

bsdi.nfs:
sun.7ad2:

bsdi.nfs:
sun.?ad3:

bsdi.nfs:
sun.7ad4:

bsdi.nfs:
sun.7ad5:

bsdi.nfs:
sun.7adé6:

104 getattr
reply ok 96

104 getattr
reply ok 96

104 getattr
reply ok 96

112 lookup "Mail"

reply ok 28

144 mkdir "Mail"

reply ok 128
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0.0

0.016497 (0.0165)
0.139955 (0.1235)

0.458037 (0.3181)

0.474386 (0.0163)
0.539943 (0.0656)

0.814582 (0.2746)

0.831108 (0.0165)
0.940112 (0.1090)

1191287 (0.2512)

1.207701 (0.0164)
1.339994 (0.1323)

1.680646 (0.3407)

1.697977 (0.0173)

1.739974 (0.0420)

1.799841 (0.0599)

1.940176 (0.1403)

1.944338 (0.0042)

2.140110 (0.1958)

- bsdi.1023

PSH 0:1(1) ack 1 (d)

PSH 1:2(1) ack 2 (a)

PSH 3:4(1) ack 3

PSH 3:4(1) ack 4 (e)

PSH 4:5(1) ack 4 11

PSH 4:5(1) ack 5

PSH 5:7(2) ack 5 (CRLF) "

Wil

ST 1993)

PSH 7:37(30) ack 5 (Sat Feb 607:52:17 M 16

PSH 37:44(7) ack 5 (svr4d % ) 18

|

svrd.login





OEBPS/Image00584.jpg
bsdi % telnet

telnet> toggle options
Will show option processing.

telnet> open svrd

Trying 140.252.13.34...
Connected to svr4.

Escape character is ""]’.

SENT
SENT
SENT
SENT
SENT
SENT
SENT
SENT
RCVD
RCVD
RCVD
RCVD
RCVD
RCVD
RCVD
RCVD
RCVD
SENT
RCVD
SENT
RCVD
SENT

UNIX(r) System V Release 4.0 (svr4d)

DO SUPPRESS GO AHEAD

WILL
WILL
WILL
WILL
WILL
WILL

TERMINAL TYPE
NAWS

TSPEED

LFLOW
LINEMODE
ENVIRON

DO STATUS
DO TERMINAL TYPE

WILL
DONT
DONT
DONT
DONT
DONT
WONT

IAC SB TERMINAL-TYPE SEND
IAC SB TERMINAL-TYPE IS "IBMPC3"

WILL

SUPPRESS GO AHEAD
NAWS

TSPEED

LFLOW

LINEMODE

ENVIRON

STATUS

ECHO

DO ECHO
DO ECHO

WONT

ECHO

RCVD DONT ECHO
login: rstevens
Password:

© 0 NSO W=

NN R bt b bl d bl bl bl bl Bl
NRSO NSO NEOD

23.





OEBPS/Image00102.jpg





OEBPS/Image00344.jpg





OEBPS/Image00585.jpg
—-
+1,544,000 bits/sec

}

1 Gbit/sec






OEBPS/Image00105.jpg
N2 1 hop_>






OEBPS/Image00104.jpg





OEBPS/Image00346.jpg
32 Internet

ARPL TRARP

48





OEBPS/Image00106.jpg





OEBPS/Image00578.jpg





OEBPS/Image00579.jpg
sun % snmpi -a sun dump tcpConnTable

tcpConnState.0.0.0.0.21.0.0.0.0.0=1isten(2)
tcpConnState.127.0.0.1.23.127.0.0.1.1415=established(5)
tcpConnState.127.0.0.1.1415.127.0.0.1.23=established(5)
tcpConnState.140.252.1.29.1023.140.252.1.11.513=established(5)

tcpConnLocalAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnLocalAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnLocalAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnLocalAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.29

tcpConnLocalPort.0.0.0.0.21.0.0.0.0.0=21
tcpConnlocalPort.127.0.0.1.23.127.0.0.1.1415=23
tcpConnLocalPort.127.0.0.1.1415.127.0.0.1.23=1415
tcpConnlocalPort.140.252.1.29.1023.140.252.1.11.513=1023

tcpConnRemAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnRemAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnRemAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnRemAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.11

tepConnRemPort.0.0.0.0.21.0.0.0.0.0=0
tcpConnRemPort.127.0.0.1.23.127.0.0.1.1415=1415
tcpConnRemPort.127.0.0.1.1415.127.0.0.1.23=23
tcpConnRemPort.140.252.1.29.1023.140.252.1.11.513=513





OEBPS/Image00337.jpg
iy





OEBPS/Image00577.jpg





OEBPS/Image00097.jpg
L cemim ===





OEBPS/Image00339.jpg





OEBPS/Image00582.jpg
atPhysAddress atNetAddress

:00:04:00:£4:14 | 140.252.1.4
0x08:00:20:0£:2d:38 | 140.252.1.22

0x00:80:ad:03:6a:80 | 140.252.1.183
0x00:02:16:48 140.252.6.4
:3c:48 140.252.6.6

1
1
1
2
2
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1
link control data
8021 network control data
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0.0

0.002026 ( 0.0020)
0.003737 ( 0.0017)
0.005361 ( 0.0016)

0.170306 ( 0.1649)

5.151768 ( 4.9815)

5.170308 ( 0.0185)

10.151592 ( 4.9813)

10.170299 ( 0.0187)

15.151466 ( 4.9812)

15.1702962 0.0188
15.172006 { 0.001

15.370307 ( 0.1983)

20.151782 ( 4.7815)

20.170297 ( 0.0185)

25.151162 ( 4.9809)

25.1703022 0.0191;
25.171801 ( 0.0015

25.174401 ( 0.0026)

39.991658 (14.8173)

51.991775 212.0001;
51.992665 ( 0.0009

16

18

22

sun.1069 bsdi.7777

PSH 1:1025(1024) ack 1, win 4096
PSH 1025:2049(1024) ack 1, win 4096
PSH 2049:3073(1024) ack 1, win 4096
PSH 3073:4097(1024) ack 1, win 4096

ack 4097, win 0

4097:4098(1) ack 1, win 4096

B wON =

4099:4100(1) ack 1, win 4096

ack 4100, win 1533 -

4100:5124(1024) ack 1, win 4096
ack 5124, win 509

5124:5633(509) ack 1, win 4096

5633:5634(1) ack 1, win 4096

FIN,PSH 5634:6145(511) ack 1, win 4096
ack 6146, win 767

17
19
ack 6146, win 2816

20

FIN 1:1(0) ack 6146, win 4096
ack 2, win 4096

21
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.0
.016497
.139955

.458037
.474386
.539943

.814582
.831108
.940112

.191287
.207701
.339994

.680646
.697977
.739974

.799841
.940176
. 944338
.140110

(0.
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(0.
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(0.
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(0.
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(0.
(0.
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(0.
(0.
(0.
(0.

0165)
1235)

3181)
0163)
0656)

2746)
0165)
1090)

2512)
0164)
1323)

3407)
0173)
0420)

0599)
1403)
0042)
1958)

bsdi.

svré

bsdi.

bsdi.
svr4.
bsdi.

bsdi
svr4

bsdi.

bsdi.
svr4.
bsdi.

bsdi.

svré

bsdi.

svréd.
bsdi.
svr4.
bsdi.

1023 > svr4.login:
.login > bsdi.1023:
1023 > svr4.login:

1023 > svr4.login:
login > bsdi.1023:
1023 > svr4.login:

.1023 > svrd.login:
.login > bsdi.1023:
1023 > svr4d.login:

1023 > svrd.login:
login > bsdi.1023:
1023 > svr4.login:

1023 > svr4d.login:
.login > bsdi.1023:
1023 > svr4.login:

login > bsdi.1023:
1023 > svr4.login:
login > bsdi.1023:
1023 > svr4.login:

g o

0:1(1) ack 1 win
1:2(1) ack 1 win

. ack 2 win 4096

o

1:2(1) ack 2 win
2:3(1) ack 2 win

. ack 3 win 4096

g o

2:3(1) ack 3 win
3:4(1) ack 3 win

. ack 4 win 4096

o o

3:4(1) ack 4 win
4:5(1) ack 4 win

. ack 5 win 4096

g

4:5(1) ack 5 win
5:7(2) ack 5 win

. ack 7 win 4096

7:37(30) ack 5 win 4096

ack 37 win 4096

37:44(7) ack 5 win 4096

. ack 44 win 4096

4096
4096

4096
4096

4096
4096

4096
4096

4096
4096
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11 clock ticks x 500 ms/tick = 5.5
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1 0.0 sun.1093 > slip.discard: S 517312000:517312000 (0)
<mss 1460>

2 0.10 (0.00) slip.discard > sun.1093: S 509556225:509556225(0)
ack 517312001 <mss 256>

3 0.10 (0.00) sun.1093 > slip.discard: . ack 1
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sun % snmpi —a sun dump ipAddrTable

ipAdEntAddr.127.0.0.1=127.0.0.1
ipAdEntAddr.140.252.1.29=140.252.1.29
ipAdEntAddr.140.252.13.33=140.252.13.33

ipAdEntIfIndex.127.0.0.1=3
ipAdEntIfIndex.140.252.1.29=2
ipAdEntIfIndex.140.252.13.33=1

ipAdEntNetMask.127.0.0.1=255.0.0.0
ipAdEntNetMask.140.252.1.29=255.255.255.0
ipAdEntNetMask.140.252.13.33=255.255.255.224

ipAdEntBcastAddr.127.0.0.1=1
ipAdEntBcastAddr.140.252.1.29=1
ipAdEntBcastAddr.140.252.13.33=1

ipAdEntReasmMaxSize.127.0.0.1=65535
ipAdEntReasmMaxSize.140.252.1.29=65535
ipAdEntReasmMaxSize.140.252.13.33=65535
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sun % mail -v ron@mlfarm.com
To: ron@mlfarm.com
Subject: MX test message

Sending letter ... ron@mlfarm.com...
Connecting to mlfarm.com via tcp...

mail exchanger is mercury.hsi.com
Trying 143.122.1.91... connected.

220 mercury.hsi.com ...
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vangogh % sock —v -R128000 bsdi.tuc.noao.edu echo

SO_RCVBUF = 128000
connected on 128.32.130.2.4107 to 140.252.13.35.7

TCP_MAXSEG = 512
hello, world
hello, world

“D

vangogh % sock -v —-R220000 bsdi.tuc.noao.edu echo
SO_RCVBUF = 220000

connected on 128.32.130.2.4108 to 140.252.13.35.7
TCP_MAXSEG = 512

bye, bye

bye, bye

"D
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sun % traceroute 140.252.1.11

traceroute to 140.252.1.11 (140.252.1.11), 30 hops max,
1 netb (140.252.1.183) 299 ms 234 ms 233 ms

2 gemini (140.252.1.11) 233 ms 228 ms 234 ms

sun % traceroute 140.252.3.54
traceroute to 140.252.3.54 (140.252.3.54), 30 hops max,
1 netb (140.252.1.183) 245 ms 212 ms 234 ms

2 swnrt (140.252.1.6) 233 ms 229 ms 234 ms

3 gemini (140.252.3.54) 234 ms 233 ms 234 ms

40 byte packets

40 byte packets
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MTU=296

SYN <mss 1460>

MTU=!

SYN <mss 256>





OEBPS/Image00108.jpg





OEBPS/Image00350.jpg
18]





OEBPS/Image00593.jpg
0.0.0.0 140.252.1.183 0.0.0.0

127.0.0.1 127.0.0.1 255.255.255.255
140.252.1.183 140.252.1.29 255.255.255.255
140.252.13.32 140.252.13.33 255.255.0.0

140.252.13.65 140.252.13.35 255.255.255.255
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time 16: 4 .
—
-
ack3
time17: 5 4
—-

time18: 6 5 4

time19: 7 6 5 4

time 20: 7 6 5

time 21: 7 6

time 22: 7
—
-—
ack4 ack5 acké
time 23:
- -

ack4 ack5 ack6 ack?7

time24: 8
—

-—

ack5 acké ack?7
time25: 9 8
—

-—
ack6 ack?7

time 26: 10 9 8
—

-

!

ack 7

time27: 1 10 9 8
—

time 28: 12 1 10 9

ack 8
time 29: 13 12 1 10

time 30: 14 13 12 1

ack8 ack9 ack10
time 31: 15 14 13 12

—

by

-

ack8 ack9 ack10 ack1l
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sun % ping gemini

PING gemini: 56 data bytes

64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
64 bytes from gemini (140.252.
---—gemini PING Statistics—-——
12 packets transmitted, 12 packets received, 0% packet loss
round-trip (ms) min/avg/max = 280/314/373

.11): icmp_seq=0. time=373. ms
.11): icmp_seqg=1. time=360. ms
.11): icmp_seg=2. time=340. ms
.11): icmp_seq=3. time=320. ms
.11): icmp_seq=4. time=330. ms
.11): icmp_seq=5. time=310. ms
.11): icmp_seq=6. time=290. ms
.11): icmp_seq=7. time=300. ms
.11): icmp_seq=8. time=280. ms
.11): icmp_seq=9. time=290. ms
.11): icmp_seq=10. time=300. ms
.11): icmp_seq=11l. time=280. ms

e I S R e T
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solaris % ndd /dev/udp \?

udp_wroff extra (read and write)
udp_def ttl (read and write)
udp_first anon_port (read and write)
udp_trust_optlen (read and write)
udp_do_checksum (read and write)

udp_status (read only)
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7.149042

7.419087 §0.0023;
7.420653 (0.0016,

7.688778 (0.0022)
7.778708 (0.0023)

8.228772 (0.0023

8.496522 (0.26!
8.498925 (0.0024
8.500346 (0.0014

8.766436 20.2661;
8.768662 (0.0022

8.226522 §0.4478g

9.156176 50.38753
9.158419 (0.0022

9.489518 (0.3311)

9.879355 (0.3898)

10.029321 50.1500;
10.031239 (0.0019

10.239456 (0.2082)

10.479344 (0.2399)

10.779073 (0.299
10.780960 20.0019

11.049394 20.2684;
11.051328 (0.0019

11.438824 0.3875;
11.440718 (0.0019

11.618798 (0.1781)

slip.1024

vangogh.discard
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.001747
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(0.

0037)

9943)
0037)

9961)
0037)

9961)
0037)

9961)
0037)

9961)
0037)

9961)
0037)

9961)
0037)

bsdi
svré

bsdi
svr4

bsdi
svr4

bsdi
svré

bsdi
svré

bsdi
svrd
bsdi
svré

bsdi
svré

vVvVv VYV

.VV VV VV VYV vVV VYV

svré:
bsdi:

svré:
bsdi:

svré:
bsdi:

svréd:
bsdi:

svrd:
bsdi:

svrd:
bsdi:

svrd:
bsdi:

svrd:
bsdi:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
diemp:
icmp:
icmp:
icmp:
icmp:
icmp:

echo

echo-

echo
echo

echo
echo

echo
echo

echo
echo

echo
echo

echo.

echo

echo
echo

request
reply

request
reply

request
reply

request
reply

request
reply

request
reply

request
reply

request
reply
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sun % snmpi -a netb -—c sacret

snmpi> get ipRouteIfIndex.140.252.1.29
ipRouteIfIndex.140.252.1.29=12





OEBPS/Image00320.jpg
%





OEBPS/Image00565.jpg
lio]





OEBPS/Image00323.jpg





OEBPS/Image00562.jpg
1 0.0 arp who-has 140.252.13.36 tell bsdi
2 5.509069 ( 5.5091) arp who-has 140.252.13.36 tell bsdi
3 29.509745 (24.0007) arp who-has 140.252.13.36 tell bsdi
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sock
stdin

stdout
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sun % snmpi —a sun

snmpi> get tcpRtoAlgorithm.0 tcpRtoMin.O0 tcpRtoMax.0 tcpMaxConn.0
tcpRtoAlgorithm. O=vanj (4)

tcpRtoMin. 0=200

tcpRtoMax.0=12800

tcpMaxConn. 0=-1
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0.0

0.002402 (0.0024)

0.007224 (0.0048)

4.155441 (4.1482)

4.156747 (0.0013)
4.158144 (0.0014)

4.180662 (0.0225)

svrd.1037

ack 1823083523

bsdi.discard
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gemini
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2

3

4

0.0

0.002174

0.002831

0.007834

0.009615

(0.0022)

(0.0007)

(0.0050)

(0.0018)

0:0:c0:6£:2d:40 £f:ff:ff:ff:ff:£f arp 60:

arp who-has svr4 tell bsdi

0:0:c0:c2:9b:26 0:0:c0:6£:2d:40 arp 60:
arp reply svr4 is-at 0:0:c0:c2:9b:26

0:0:c0:6£:2d:40 0:0:c0:c2:9b:26 ip 60:

bsdi.1030 > svr4.discard: S 596459521:596459521 (0)
win 4096 <mss 1024> [tos 0x10]

0:0:c0:c2:9b:26 0:0:c0:6£:2d:40 ip 60:

svr4.discard > bsdi.1030: S 3562228225:3562228225 (0)
ack 596459522 win 4096 <mss 1024>

0:0:c0:6£:2d:40 0:0:c0:c2:9b:26 ip 60:

bsdi.1030 > svrd.discard:

. ack 1 win 4096 [tos 0x10]
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B N

0.0
0.000621 (0.0006)

0.300203 (0.2996)
0.300620 (0.0004)

vangogh.3873 > 140.252.1.29.25: S 2358303745:2358303745(0) ...
140.252.1.29.25 > vangogh.3873: R 0:0(0) ack 2358303746 win 0

vangogh.3874 > 140.252.13.33.25: S 2358367745:2358367745(0) ...
140.252.13.33.25 > vangogh.3874: R 0:0(0) ack 2358367746 win 0
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Output histogram:
echo reply: 1757
destination unreachable: 700
time stamp reply: 1

Input histogram:
echo reply: 211
destination unreachable: 3071
source quench: 249
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slip.1035 > aix.echo: P 1:11(10) ack 1
aix.echo > slip.1035: P 1:11(10) ack 11

slip.1035 > aix.echo:

SLIP link brought down here
slip.1035 > aix.echo: P 11:
sun > slip: icmp: host aix
slip.1035 > aix.echo: P 11
sun > slip: icmp: host aix
slip.1035 > aix.echo: P 11

sun > slip:

slip.1035 >
sun > slip:

slip.1035 >
sun > slip:

icmp: host aix

aix.echo: P 11
icmp: host aix

aix.echo: P 11
icmp: host aix

SLIP link brought up here

slip.1035 >

aix.echo > slip.1035:

slip.1035 >
slip.1035 >

aix.echo > slip.1035:

slip.1035 >

o]

11:
11:

aix.echo:

vl

aix.echo:

o

24:
24:

aix.echo:

tJ

aix.echo:

SLIP link brought down here

s1ip.1035 >
sun > slip:

s1ip.1035 >
sun > slip:

slip.1035 >
sun > slip:

slip.1035 >
sun > slip:

slip.1035 >
sun > slip:

aix.echo: P 38
icmp: host aix

aix.echo: P 38
icmp: host aix

aix.echo: P 38
icmp: host aix

aix.echo: P 38
icmp: host aix

aix.echo: P 38:
icmp: host aix

14 lines of output deleted here

slip.1035 >
sun > slip:

slip.1035 >
sun > slip:

aix.echo: P 38:
icmp: host aix

aix.echo: R 52
icmp: host aix

. ack 11

24(13) ack 11
unreachable

:24(13) ack 11

unreachable

:24(13) ack 11

unreachable

:24(13) ack 11

unreachable

:24(13) ack 11

unreachable

ack 11
ack 24

24 (13)
24 (13)

. ack 24

38(14)
38(14)

ack 24
ack 38

. ack 38

:52(14) ack 38

unreachable

:52(14) ack 38

unreachable

:52(14) ack 38

unreachable

:52(14) ack 38

unreachable

52(14) ack 38
unreachable

52(14) ack 38
unreachable

:52(0) ack 38

unreachable
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vangogh.4107 > bsdi.echo: S 462402561:462402561(0)

win 65535

<mss 512,nop,wscale 1,nop,nop,timestamp 995351 0>

bsdi.echo > wvangogh.

ack 462402562 win

vangogh.4107 > bsdi.

vangogh.4107 > bsdi

bsdi.echo > vangogh.
vangogh.4107 > bsdi.

vangogh.4107 > bsdi.
bsdi.echo > vangogh.
bsdi.echo > wvangogh.
vangogh.4107 > bsdi.

vangogh.4108 > bsdi.

win 65535

4107:
4096
echo:

.echo:

4107:
echo:

echo:
4107:

4107:
echo:

echo:

S 177032705:177032705(0)
<mss 512>
. ack 1 win 65535

P 1:14(13) ack 1 win 65535
P 1:14(13) ack 14 win 4096
. ack 14 win 65535

F 14:14(0) ack 14 win 65535
. ack 15 win 4096

F 14:14(0) ack 15 win 4096
. ack 15 win 65535

S 468226561:468226561 (0)

<mss 512, nop,wscale 2,nop,nop,timestamp 995440 0>
bsdi.echo > vangogh.4108: S 18279%2705:182792705(0)
ack 468226562 win 4096 <mss 512>

vangogh.4108 > bsdi.

echo:

. ack 1 win 65535
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sun % traceroute aw.com
traceroute to aw.com (192.207.117.2), 30 hops max, 40 byte packets

1

v W N

w ~J o

11
12
13
14
15
16

17
18
19

20

netb.tuc.nocao.edu (140.252.1.183) 227 ms 227 ms 234 ms
gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

butch.telcom.arizona.edu (140.252,104.2) 233 ms 229 ms 234 ms
Gabby.Telcom.Arizona.EDU (128.196.128.1) 264 ms 228 ms 234 ms
Westgate.Telcom.Arizona.EDU (192.80.43.2) 234 ms 228 ms 234 ms

uu-ua.AZ.westnet.net (192.31.39.233) 263 ms 258 ms 264 ms
enssld2.UT.westnet.net (192.31.39.21) 263 ms 258 ms 264 ms

t3-2.Denver-cnss97.t3.ans.net (140.222.97.3) 293 ms 288 ms 275 ms
t3-3.Denver-cnss96.t3.ans.net (140.222.96.4) 283 ms 263 ms 261 ms
t3-1.St-Louis-cnss80.t3.ans.net (140.222.80.2) 282 ms 288 ms 294 ms
t3-1l.Chicago-cnss24.t3.ans.net (140.222.24.2) 293 ms 288 ms 294 ms
t3-2.Cleveland-cnss40.t3.ans.net (140.222.40.3) 294 ms 288 ms 294 ms
t3-1.New-York-cnss32.t3.ans.net (140.222.32.2) 323 ms 318 ms 324 ms

t3-1.Washington-DC-cnss56.t3.ans.net (140.222.56.2) 323 ms 318 ms 324 ms
t3-0.Washington-DC-cnss58.t3.ans.net (140.222.58.1) 324 ms 318 ms 324 ms

t3-0.enssl36.t3.ans.net (140.222.136.1) 323 ms 318 ms 324 ms

Washington.DC.ALTER.NET (192.41.177.248) 323 ms 377 ms 324 ms
Boston.MA.ALTER.NET (137.39.12.2) 324 ms 347 ms 324 ms
AW-gw.ALTER.NET (137.39.62.2) 353 ms 378 ms 354 ms

aw.com (192.207.117.2) 354 ms 349 ms 354 ms
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sun % host -a -v -t mx sun.tuc.noao.edu

sun.tuc.noao.edu 86400
sun.tuc.noao.edu 86400
Additional information:

sun.tuc.noao.edu 86400
sun.tuc.noao.edu 86400

noao.edu 86400

IN
IN

IN
IN
IN

MX
MX

A
A
A

0 sun.tuc.noao.edu
10 noao.edu

140.252.1.29
140.252.13.33
140.252.1.54
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AT WM

0.0
2.499184
4.959166
7.607149
10.079059
12.415943

(2.4992)
(2.4600)
(2.6480)
(2.4719)
(2.3369)

sun.1252 > 140.252.13

sun.1252 > 140.252.13

sun.1252 > 140.252.13

.63.6666:
svr4.1042 > bsdi.6666:

udp 14

.63.6666:
5vr4.1042 > bsdi.6666:
.63.6666:
svr4.1042 > bsdi.6666:

udp 16

udp 9

udp 11
udp 10

udp 12
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.0

.003295

.419991
.449852
.451965
.464569
.720031

(0.

(0.
(0.
(0.
(0.
.2555)

(0

0033)

4167)
0299)
0021)
0126)

solaris.32990 > bsdi.discard:

bsdi.discard > solaris.32990:

solaris.32990 > bsdi.discard:

solaris.32990 > bsdi.discard:
bsdi.discard > solaris.32990:

bsdi.discard > solaris.32990:

solaris.32990 > bsdi.discard:

S 40140288:40140288(0)

win 8760 <mss 1460>

S 4208081409:4208081409(0)
ack 40140289 win 4096

<mss 1024>

P 1:257(256) ack 1 win 9216
F 257:257(0) ack 1 win 9216
. ack 258 win 3840

F 1:1(0) ack 258 win 4096

. ack 2 win 9216
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RN A AW NR

11
12

13
14

OO0 OO0 OO0 OO0 OO0 OO0 OO

.0
.000586

.003067
.004325

.069810
.071149

.085162
.086375

.118608
.226464

.287296
.395230

.409504
.517430

(0

(0

(0

.0006)

(0.
(0.

.0655)
(0.

(0.
(0.

(0.
(0.

(0.
(0.

.0143)
(0.

0025)
0013)

0013)

0140)
0012)

0322)
1079)

0608)
1079)

1079)

arp who-has bsdi tell svr4
arp reply bsdi is-at 0:0:c0:6f:2d:40

svr4.

bsdi

svré
bsdi

svr4
bsdi

svr4.

slip

svr4.

slip

svr4.

slip

42804 > slip.33435:

> svr4: icmp: time

-42804 > slip.33436:

> svr4: icmp: time

-42804 > slip.33437:

> 8svrd: icmp: time

42804 > slip.33438:

> gvrd: icmp: slip

42804 > slip.33439:

> svrd: icmp: slip

42804 > slip.33440:

> svr4: icmp: slip

udp 12 [ttl 1]
exceeded in-transit

udp 12 [ttl 1}
exceeded in-transit

udp 12 (ttl 1]
exceeded in-transit

udp 12
udp port 33438 unreachable

udp 12
udp port 33439 unreachable

udp 12
udp port 33440 unreachable
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1.3.6.1.2.1.7.5.1.1.0.0.0.0.67 | udpLocalAddress.0.0.0.0.67 00.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.67 udpLocalPort.0.0.0.0.67

1.3.6.1.2.1.7.5.1.1.0.0.0.0.161 | udpLocalAddress.0.0.0.0.161 | O. 0 0 0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.161 | udpLocalPort.0.0.0.0.161 161
1.3.6.1.2.1.7.5.1.1.0.0.0.0.520 | udpLocalAddress.0.0.0.0.520 | 0.0.0.0
1.3.6.1.2.1.7.5.1.2.0.0.0.0.520 | udpLocalPort.0.0.0.0.520 520
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R OWK NONOTRAR Wik

0.0
0.006105
0.093140

7199.972793
7199.974878
7199.975741
7199.979843

14400.134330
14400.136452
14400.137391
14400.141408

21600.318309
21675.320373
21750.322407
21825.324460
21900.436749
21975.438787
22050.440842
22125.432883
22200.434697
22275.436788

( 0

(7200.
75.
75.
75.
75.
755
75.
74.
75.
15

P N e o T

.0061)
.0870)

.8797)
.0021)
.0009)
.0041)

(7200.
( 0.
( 0.
.0040)

1545)
0021)
0009)

1769)
0021)
0020)
0021)
1123)
0020)
0021)
9920)
0018)
0021)

bsdi.1055 > svré.echo:
svréd.echo > bsdi.1055:
bsdi.1l055 > svrd.echo:

P 1:14(13) ack 1
P 1:14(13) ack 14
. ack 14

arp who-has svrd tell bsdi
arp reply svrd is-at 0:0:c0:c2:9b:26

bsdi.1055 > svrd.echo:
svrd.echo > bsdi.l1l055:

. ack 14
. ack 14

arp who-has svrd tell bsdi

arp reply svr4 is-at 0:0:c0:c2:9b:26
bsdi.1l055 > svr4
svrd.echo >

arp
arp
arp
arp
arp
arp
arp
arp
arp
arp

who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has

bsdi.

svrd
svrd
svrd
svrd
svrd
svr4
svrd
svr4d
svrd
svrd

.echo:
1055:

tell
tell
tell
tell
tell
tell
tell
tell
tell
tell

. ack 14
. ack 14

bsdi
bsdi
bsdi
bsdi
bsdi
bsdi
bsdi
bsdi
bsdi
bsdi
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16 bits 8 bits 8 bits

11111111 11111111 11111111 00000000 =0xf£££f££00
= 255.255.255.0

16 bits 10 bits 6 bits

netid subnetid

11111111 1111111111111111 11 000000 =0x££££fffco
= 255.255.255.192
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solaris % snoop -P -v —tr udp port 520 host gateway

RIP: Opcode = 2 (route response)
RIP: Version =1

RIP: Address Metric

RIP: 140.252.101.0
RIP: 140.252.104.0

RIP: 140.252.51.0
RIP: 140.252.81.0
RIP: 140.252.105.0
RIP: 140.252.106.0

RIP: 140.252.52.
RIP: 140.252.53.
RIP: 140.252.54.
RIP: 140.252.55.
RIP: 140.252.58.
RIP: 140.252.60.
RIP: 140.252.82.
RIP: 192.68.189.

RIP: 140.252.57.

® WWwWwWwWwwwww DN PP

O OO0OO0OO0DO0OOOoCO
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1 0.0 bsdi.1026 > sun.8888: S 3657920001:3657920001 (0)
win 4096 <mss 1024>

2 0.000859 (0.0009) sun.8888 > bsdi.1026: R 0:0(0) ack 3657920002 win 0





OEBPS/Image00792.jpg





OEBPS/Image00308.jpg





OEBPS/Image00547.jpg
o





OEBPS/Image00789.jpg
1 0.0 bsdi.1723 > sun.7777: udp 13
2 0.000822 (0.0008) sun > bsdi: icmp: sun udp port 7777 unreachable
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IP, ICMP, IGMP

nit_buf
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1 0.0 sun.7ade > svr4.nfs: 104 getattr

2 0.007653 ( 0.0077) svr4.nfs > sun.7ade: reply ok 96

3 0.009041 ( 0.0014) sun.7adf > svrd4.nfs: 116 lookup "share"”

4 0.017237 0.0082) svrd.nfs > sun.7adf: reply ok 128

5 0.018518 ( 0.0013) sun.7ae0 > svr4.nfs: 112 lookup "1lib"

6 0.026802 ( 0.0083) svr4.nfs > sun.7ae0: reply ok 128

7 0.028096 ( 0.0013) sun.7ael > svr4.nfs: 116 lookup "termcap”

8 0.036434 ( 0.0083) svrd4.nfs > sun.7ael: reply ok 128

9 0.038060 ( 0.0016) sun.7ae2 > svr4.nfs: 104 getattr

10 0.045821 ( 0.0078) svrd.nfs > sun.7ae2: reply ok 96

11 0.050984 ( 0.0052) sun.7ae3 > svrd4.nfs: 116 read 1024 bytes @ 0

12 0.084995 ( 0.0340) svr4.nfs > sun.7ae3: reply ok 1124
128 3.430313 ( 0.0013) sun.7b22 > svrd4.nfs: 116 read 1024 bytes @ 64512
129 3.441828 ( 0.0115) svr4.nfs > sun.7b22: reply ok 1124 :
130 4.125031 ( 0.6832) sun.7b23 > svrd.nfs: 116 read 1024 bytes @ 65536
131 4.868593 ( 0.7436) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
132 4.993021 ( 0.1244) sun.7b23 > svr4.nfs: 116 read 1024 bytes @ 65536
133 5.732217 ( 0.7392) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
134 6.732084 ( 0.9999) sun.7b23 > svrd4.nfs: 116 read 1024 bytes @ 65536
135 7.472098 ( 0.7400) sun.7b24 > svrd4.nfs: 116 read 1024 bytes @ 73728
136 10.211964 ( 2.7399) sun.7b23 > svré4.nfs: 116 read 1024 bytes € 65536
137 10.951960 ( 0.7400) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
138 17.171767 ( 6.2198) sun.7b23 > svrd4.nfs: 116 read 1024 bytes @ 65536
139 17.911762 ( 0.7400) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
140 31.092136 (13.1804) sun.7b23 > svrd4.nfs: 116 read 1024 bytes @ 65536
141 31.831432 ( 0.7393) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
142 51.090854 (19.2594) sun.7b23 > svr4.nfs: 116 read 1024 bytes @ 65536
143 51.830939 ( 0.7401) sun.7b24 > svrd.nfs: 116 read 1024 bytes @ 73728
144 71.090305 (19.2594) sun.7b23 > svr4.nfs: 116 read 1024 bytes @ 65536
145 71.830155 ( 0.7398) sun.7b24 > svr4.nfs: 116 read 1024 bytes @ 73728
167 291.824285 ( 0.7400) sun.7b24 > svrd4.nfs: 116 read 1024 bytes @ 73728

168 311.083676 (19.2594) sun.7b23

v

svr4.nfs: 116 read 1024 bytes @ 65536

169 311.149476
170 311.150004

171 311.154852

172 311.156671
173 311.168926

.0658) arp who-has sun tell svr4
.0005) arp reply sun is-at 8:0:20:3:£6:42

.0048) svr4.nfs > sun.7b23: reply ok 1124

.0018) sun.7b25 > svr4.nfs: 116 read 1024 bytes @ 66560
.0123) svr4.nfs > sun.7b25: reply ok 1124

—~ e e e
OO0 O OO
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8705:8961(256)

6657:6913(256)

8961:9217(256)

9217:9473(256)

9473:9729(256)

ACK 6657
ACK 6657
ACK 6657
ACK 6657
ACK 6657
ACK 6657
ACK 6657
ACK 6657

ACK 6657

ACK 8961
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10
11

.0

.101597

.630609

.634433

.660331

.752664
.110342

.439330
.770154

.095987
.138193
.310103

(0.

(0.
(0.
(0.

(0.
.3577)

(0

(0.
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(0.
(0.

1016)
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0038)
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3290)
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3258)
0422)
1719)

solaris.33016 > slip.discard:

slip.discard > solaris.33016:

solaris.33016 > slip.discard:

bsdi > solaris: icmp:

S 1171660288:1171660288(0)
win 8760 <mss 1460> (DF)

S 137984001:137984001(0)
ack 1171660289 win 4096
<mss 512>

P 1:513(512)
ack 1 win 9216 (DF)

slip unreachable - need to frag, mtu = 296 (DF)

solaris.33016 > slip.discard:

slip.discard > solaris.33016:

solaris.33016 > slip.discard:

slip.discard > solaris.33016:

solaris.33016 > slip.discard:

slip.discard > solaris.33016:
slip.discard > solaris.33016:
solaris.33016 > slip.discard:

F 513:513(0)
ack 1 win 9216 (DF)
. ack 1 win 4096

P 1:257(256)
ack 1 win 9216 (DF)
. ack 257 win 3840

FP 257:513(256)
ack 1 win 9216 (DF)
. ack 514 win 3840
F 1:1(0) ack 514 win 4096
. ack 2 win 9216 (DF)





OEBPS/Image00518.jpg





OEBPS/Image00760.jpg
255.255.255.0
255.255.255.224

sun 140.252.1.29
140.252.13.33

140.252.1 29
140.252.13.32 1

I
- 10521354 | 6255255208 —-._
bsdi | 140.252.13.35 | 255.255.255.224 140.252.13.32 3
P | | mamem | omna | > |
i | wmne e | wmnea | 1 [
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15 16 31

0
4-bit {-bit header] 8-bit type of service s ;
pet 16-bit fotal gt i byt
s P 3-bit :
16-bit identification flags 13-bit fragment offset
&bit h(.;,nTi;O ive 8-bit protocol 16-bit header checksum 20 bytes

32-bit source IP address

32-bit destination IP address

options (if any)
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svr4d % telnet bsdi discard
Trying 140.252.13.35
Connected to bsdi.

Escape character is '"]’.
“1

telnet> quit

Connection closed.
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(512 + 40 bytes) x 8 bits/byte

1,544, 000 bits/sec = 2.9 ms per hop
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sun % traceroute nic.ddn.mil
traceroute to nic.ddn.mil (192.112.36.5), 30 hops max, 40 byte packets

1 netb.tuc.noao.edu (140.252.1.183) 218 ms 227 ms 233 ms
2 gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 204 ms

butch.telcom.arizona.edu (140.252.104.2) 204 ms 228 ms 234 ms
Gabby.Telcom.Arizona.EDU (128.196.128.1) 234 ms 228 ms 204 ms
NSIgate.Telcom.Arizona.EDU (192.80.43.3) 233 ms 228 ms 234 ms

JPL1.NSN.NASA.GOV (128.161.88.2) 234 ms 590 ms 262 ms
JPL3.NSN.NASA.GOV (192.100.15.3) 238 ms 223 ms 234 ms
GSFC3.NSN.NASA.GOV (128.161.3.33) 293 ms 318 ms 324 ms
GSFC8.NSN.NASA.GOV (192.100.13.8) 294 ms 318 ms 294 ms

10 SURA2.NSN.NASA.GOV (128.161.166.2) 323 ms 319 ms 294 ms
11 nsn-FIX-pe.sura.net (192.80.214.253) 294 ms 318 ms 294 ms
12 GSI.NSN.NASA.GOV (128.161.252.2) 293 ms 318 ms 324 ms

13 NIC.DDN.MIL (192.112.36.5) 324 ms 321 ms 324 ms

W2 bW

V-]
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sun % telnet vangogh.cs.berkeley.edu 25

220-vangogh.CS.Berkeley.EDU Sendmail 8.1C/6.32 ready at Mon, 2 Aug 1993 15:
47:48 -0700

220 ESMTP spoken here

ehlo sun.tuc.noaoc.edu

250-vangogh.CS.Berkeley.EDU Hello sun.tuc.noao.edu [140.252.1.29], pleased
to meet you

250-EXPN

250-SIZE

250 HELP
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.002402

.007224

.155441

.156747
.158144

.180662

(0.

(0.

(4.

(0.
(0.

(0.

0024)

0048)

1482)

0013)
0014)

0225)

svr4

bsdi.

svrd.

svr4.

bsdi.

bsdi

svr4.

.1037 > bsdi.discard:

.discard > svr4.1037:

discard > svr4.1037:

1037 > bsdi.discard:

1037 > bsdi.discard:

discard > svr4.1037:

1037 > bsdi.discard:

S 1415531521:1415531521(0)
win 4096 <mss 1024>

S 1823083521:1823083521(0)
ack 1415531522 win 4096
<mss 1024>

. ack 1823083522 win 4096

F 1415531522:1415531522(0)

ack 1823083522 win 4096
. ack 1415531523 win 4096

F 1823083522:1823083522 (0)
ack 1415531523 win 4096

. ack 1823083523 win 4096
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bsdi.1403 > solaris.discard: udp 1024

26 lines that we don’t show
bsdi.1403 > solaris.discard: udp 1024
sun > bsdi: icmp: source quench

bsdi.1403 > solaris.discard: udp 1024
sun > bsdi: icmp: source quench

142 lines that we don’t show
bsdi.1403 > solaris.discard: udp 1024
sun > bsdi: icmp: source quench
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client server

LISTEN
SYN_SENT SYNJ
SYN_RCVD
ESTABLISHED
ESTABLISHED
FIN_WAIT_1
CLOSE_WAIT
FIN_WAIT_2
LAST_ACK
TIME_WAIT

CLOSED
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0.0
0.050161 (0.0502)

1.718817 (1.6687)

1.743346 (0.0245)
1.939768 (0.1964)

5.024268 (3.0845)

5.131819 (0.1076)
5.279926 (0.1481)

13.551255 (8.2713)

13.555493 (0.0042)

13.604858 (0.0494)

13.664514 (0.0597)

13.859774 (0.1953)
13.861178 (0.0014)

14.069851 (0.2087)
18.042302 (3.9725)

18.045989 (0.0037)

svrd. 1173 bsdi.ftp

PSH 1:45(44) ack 1
220 bsdi FTP server ... \r\n

ack 45

PSH 1:16(15) ack 45
USER rstevens\r\n

PSH 45:82(37) ack 16
331 Password required for rstev
ack 82

ens.\r\n

PSH 16:30(14) ack 82

password — 6
. PASS XXXXXXX\r\n

PSH 82:112(30) ack 30

330 User rstevens logged in.\r\n
ack 112

PSH 30:56(26) ack 112
PORT 140,252,13,34,4,150\r\n

dir-—9

PSH 112:142(30) ack 56
200 PORT command successful.\r\n

10

PSH 56:70(14) ack 142
LIST hello.c\r\n

1

PSH 142:195(53) ack 70
150 Opening ASCII mode ...

12

ack 195

PSH 195:219(24) ack 70
37¢€ Transfer complete.\r\n
ack 219

PSH_70:76(6) ack 219
QUIT\r\n

13
14
15

quit —» 16

PSH 219:233(14) ack 76
221 Goodb

17
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sun % telnet rs.internic.net whois
stevens this is the client command we type

information on 25 other “stevens” that we omit
Stevens, W. Richard (WRS28) stevens@kohala.com +1 602 297 9416

The InterNIC Registration Services Host ONLY contains Internet

Information (Networks, ASN’s, Domains, and POC’s) .
Please use the whois server at nic.ddn.mil for MILNET Information.
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sun % telnet ymir.claremont.edu 25
220 ymir.claremont.edu -- Server SMTP (PMDF v4.2-13 #4220)

ehlo sun.tuc.noao.edu
250-ymir.claremont.edu
250-8BITMIME

250-EXPN

250-HELP

250-XADR

250 SIZE 461544960
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>>> RCPT To:<rstevens@noao.edu>
250 <rstevens@noao.edu>... Recipient ok

>>> DATA
354 Enter mail, end with "." on a line by itself

>>> .
250 Mail accepted

>>> QUIT
221 noao.edu delivering mail

rstevens@noao.edu... Sent
sent.
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W N =

sun % tcpdump -s600 -i sl10

0.0

5.014702 (5.0147)
5.560427 (0.5457)
5.710251 (0.1498)

sun.2879 > netb.route:
sun.2879 > netb.route:
netb.route > sun.2879:
netb.route > sun.2879:

rip-poll 24
rip-req 24

rip~resp 25:
rip-resp 12:
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WAIT_1
FIN WAL ANy FIN_WAIT 1

N K .
CLOSING

CLOSING

TIME_WAIT I I

TIME_WAIT
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@ @ ‘\sun.tuc.noao.edu. cnri.reston.va.us. — 7 @

@ N 33.13.252.140.in-addr.arpa.
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client server
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1 0.0 140.252.1.29.1610 > 140.252.1.54.53: 1+ PTR?
34.13.252.140.in-addr.arpa. (44)

2 0.332288 (0.3323) 140.252.1.54.53 > 140.252.1.29.1610: 1* 1/0/0 PTR
svrd.tuc.noao.edu. (75)
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W N

0.0

0.304513 (0.3045)
0.334651 (0.0301)
0.466642 (0.1320)

solaris.38196 > slip.discard: udp 650 (frag 47942:272@0+)
solaris > slip: (frag 47942:272@272+)

solaris > slip: (frag 47942:8@544+)

solaris > slip: (frag 47942:106@552)
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solaris % snoop —P -tr udp port 520

0.00000 R6.tuc.nocao.edu -> 140.252.1.255 RIP R (1 destinations)
4.49708 R4.tuc.noao.edu —> 140.252.1.255 RIP R (1 destinations)
6.30506 R2.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)
11.68317 R7.tuc.noaoc.edu -> 140.252.1.255 RIP R (1 destinations)
16.19790 R8.tuc.noao.edu —> 140.252.1.255 RIP R (1 destinations)
16.87131 R3.tuc.noao.edu —> 140.252.1.255 RIP R (1 destinations)

17.02187 gateway.tuc.noao.edu -> 140.252.1.255 RIP R (15 destinations)

20.68009 R10.tuc.noao.edu -> BROADCAST RIP R (4 destinations)
29.87848 R6.tuc.nocao.edu —-> 140.252.1.255 RIP R (1 destinations)
34.50209 R4.tuc.noao.edu —> 140.252.1.255 RIP R (1 destinations)
36.32385 R2.tuc.noao.edu -> 140.252.1.255 RIP R (1 destinations)
41.34565 R7.tuc.nocao.edu —-> 140.252.1.255 RIP R (1 destinations)
46.19257 R8.tuc.noaoc.edu —> 140.252.1.255 RIP R (1 destinations)
46.52199 R3.tuc.noac.edu -> 140.252.1.255 RIP R (1 destinations)

47.01870 gateway.tuc.noao.edu -> 140.252.1.255 RIP R (15 destinations)
50.66453 R10.tuc.noao.edu —> BROADCAST RIP R (4 destinations)
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bsdi % sock -v -b8888 vangogh.cs.berkeley.edu 7777
connected on 140.252.13.35.8888 to 128.32.130.2.7777
TCP_MAXSEG = 512

hello, world

and hi there

connection closed by peer
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1.061206 §1.0612§
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1.871101 {0.8056
1.875377 (0.0024,

2.137876 20.26253
2.140096 (0.0022

2.887534 (0.7474)
2.947597 (0.0601)

slip.1024

RTT #1
(1.061 sec)

RIT#
(0.808 sec)

RIT #3
(1.015 sec)

vangogh.discard
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sun % icmptime bsdi
orig = 83573336, recv
difference = -6 ms

sun $ icmptime bsdi
orig = 83577987, recv
difference = -7 ms

83573330,

83577980,

xmit

xmit

83573330,

83577980,

rtt

rtt

2

ms

ms
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1:1025(1024)
1025:2049(1024)
2049:3073(1024)
3073:4097(1024)

4097:4098(1)

4099:4100(1)

4100:5124(1024)

5124:5633(509)

5633:5634(1)

5634:6145(511)

ACK 4097, win 0

ACK 4098, win 0

ACK 4100, win 1533

ACK 5124, win 509

ACK 5634, win 1279

ACK 6146, win 767

ACK 6146, win 2816

ACK 6146, win 4096
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bsdi.1102 > svrd.discard: S 1591752193:1591752193(0)
svrd.discard > bsdi.1l102: S 26368001:26368001(0)

ack 1591752194
bsdi.1102 > svr4.discard: . ack 1

bsdi.1102 > svr4.discard: P 1:11(10) ack 1
svrd.discard > bsdi.1102: . ack 11

bsdi.1102 > svr4.discard: P 11:25(14) ack 1

arp who-has bsdi tell svr4

arp reply bsdi is-at 0:0:c0:6f:2d:40
svrd.discard > bsdi.1102: R 26368002:26368002(0)
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sun % snmpi —-a kinetics

atIfIndex.1.
atIfIndex.
atIfIndex.
atIfIndex.
atIfIndex.

NN B e
e )
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.140

atPhysAddress.
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-c¢ sacret dump at

.4=1

.22=1

.183=1

.4=2
6=2
2.1.4=0xaa:00:04:00:f4:14
2.1.22=0x08:00:20:0£:2d:38
2.1.183=0x%00:80:ad:03:6a:80
2.6.4=0x00:02:16:48
2.6.6=0x00:02:3c:48

1.4=140.252.1.4
1.22=140.252.1.22
.1.183=140.252.1.183
6.4=140.252.6.4
6.6=140.252.6.6
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sun % snmpi —a gateway -c secret

snmpi> next udpTable
udpLocalAddress.0.0.0.0.67=0.0.0.0

snmpi> next udpLocalAddress.0.0.0.0.67
udpLocalAddress.0.0.0.0.161=0.0.0.0
snmpi> next udpLocalAddress.0.0.0.0.161
udpLocalAddress.0.0.0.0.520=0.0.0.0
snmpi> next udplocalAddress.0.0.0.0.520

udpLocalPort.0.0.0.0.67=67

snmpi> next udpLocalPort.0.0.0.0.67
udpLocalPort.0.0.0.0.161=161

snmpi> next udpLocalPort.0.0.0.0.161
udplLocalPort.0.0.0.0.520=520

snmpi> next udpLocalPort.0.0.0.0.520
snmpInPkts.0=59
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Proto Recv—-Q Send-Q Local Address Foreign Address (state)

udp 0 0 *.8888 ik
udp 0 0 140.252.13.63.8888 x ok
udp 0 0 127.0.0.1.8888 i
udp 0 0 140.252.13.33.8888 XX
udp 0 0 140.252.1.29.8888 *, x
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sun % /usr/etc/rpcinfo -p
program vers proto

100005
100005
100005
100005

100003

100021
100021
100021
100021
100021
100021

1

WWNNEFEPFE DM DD

tcp
udp
tep
udp

udp

tcp
udp
tcp
udp
tep
udp

port
702
699
702
699

2049

709
1036
721
1039
713
1037

mountd
mountd
mountd
mountd

nfs

nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr

mount daemon for NFS

NFS itself
NFS lock manager





OEBPS/Image00140.jpg
bsdi % telnet svrd discard
Trying 140.252.13.34...
Connected to svré.

Escape character is '"]’.
hello, world send this line normally
and hi disconnect cable before sending this line

Connection closed by foreign host.  output when TCP gives up after 9 minutes
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svrd %

telnet> status

Connected to svr4.tuc.noao.edu
Operating in character-—at-a-time mode.
Escape character is ’"]’.

telnet> toggle options
Will show option processing.

telnet> mode line

SENT dont SUPPRESS GO AHEAD
SENT dont ECHO

RCVD wont SUPPRESS GO AHEAD

RCVD wont ECHO
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0.0

0.137929 (0.1379)

0.139411 (0.0015)

0.328655 (0.1892)

0.339579 (0.0109)
0.489537 (0.1500)

0.499287 (0.0098)

0.502656 (0.0034)

0.538629 (0.0360)

0.795155 (0.2565)
0.889631 (0.0945)

0.894041 (0.0044)
1.089584 (0.1955)

1.093862 (0.0043)
1.289561 (0.1957)

1.304196 (0.0146)
1.489565 (0.1854)

3.077380 (1.5878)
3.089593 (0.0122)

bsdi.1023

PSH 1:2(1) ack 1

PSH 2:32(30) ack 1
rstevens\Orstevens\Oibmpc3/9600\0

ack 32

PSH 32:44(12) ack 3

PSH 3:251(248) ack 44

PSH 251:296(45) ack 44

PSH 296:298(2) ack 44

ack 298

PSH 298:333(35) ack 44

PSH 333:340(7) ack 44

svrd.login
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1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd4.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:
1029 > svrd.discard:

S 1747921409:1747921409(0)

S

win 4096 <mss 1024>
3416685569:34166855
ack 1747921410

win 4096 <mss 1024>

. ack 1 win 4096

L]

1:15(14) ack 1 win

. ack 15 win 4096
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PORT 140,252,13,34,4,150\r\n—>
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sun % telnet vangogh.cs.berkeley.edu finger

rstevens this is the client request we type
Login: rstevens Name: Richard Stevens
Directory: /a/guest/rstevens Shell: /bin/csh

Last login Thu Aug 5 09:55 (PDT) on ttyq2 from sun.tuc.noao.edu
Mail forwarded to: rstevens@noao.edu
No Plan.
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sun % arp -a

sun % ping 140.252.13.63
PING 140

64
64
64

64
64
64

~?

bytes
bytes
bytes

bytes
bytes
bytes

.252.13.63: 56 data bytes

from sun (140.252.13.33): icmp_seq=0. time=4. ms
from bsdi (140.252.13.35): icmp_seq=0. time=172. ms
from svr4 (140.252.13.34): icmp_seq=0. time=192. ms

from sun (140.252.13.33): icmp seg=l. time=1. ms
from bsdi (140.252.13.35): icmp seg=1. time=52. ms
from svr4 (140.252.13.34): icmp_seq=1. time=9%90. ms

—-——-140.252.13.63 PING Statistics————
2 packets transmitted, 6 packets received, -200% packet loss
round-trip (ms) min/avg/max = 1/85/192

sun % arp -a
svrd (140.252.13.34) at 0:0:c0:c2:9b:26
bsdi (140.252.13.35) at 0:0:c0:6f:2d:40
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svr4 % ping gemini
ICMP Host Unreachable from gateway sun (140.252.13.33)

ICMP Host Unreachable from gateway sun (140.252.13. 33)
2
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0.0
21.008303

50.449704
50.450040

75.328650
75.328982

(21.0083)

(29.4414)
( 0.0003)

(24.8786)
( 0.0003)

bsdi
bsdi

bsdi
bsdi

bsdi
bsdi

L1112 >
.1114 >

L1116 >
> svr4:

.1118 >
> svré:

svr4.discard: udp 1471
svr4.discard: udp 1472

svrd.discard: udp 1473
(frag 26304:1Q@1480)

svrd.discard: udp 1474
(frag 26313:2@1480)

(frag 26304:148000+)

(frag 26313:1480@0+)
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sun % telnet vangogh.cs.berkeley.edu 25

220-vangogh.CS.Berkeley.EDU Sendmail 8.1C/6.32 ready at Tue, 3 Aug 1993 14:
59:12 -0700

220 ESMTP spoken here

helo bsdi.tuc.noao.edu

250 vangogh.CS.Berkeley.EDU Hello sun.tuc.noao.edu [140.252.1.29}, pleased
to meet you

vrfy nosuchname
550 nosuchname... User unknown

vrfy rstevens
250 Richard Stevens <rstevens@vangogh.CS.Berkeley.EDU>

expn rstevens
250 Richard Stevens <rstevens@noao.edu>
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(4096 + 40 bytes) x 8 bits/byte
1,544, 000 bits/sec

=21.4 ms per hop
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sun % /usr/etc/rpcinfo -p
program vers proto

100005
100005
100005
100005

100003

100021
100021
100021
100021
100021
100021

1

WWNNEFEPFE DM DD

tcp
udp
tep
udp

udp

tcp
udp
tcp
udp
tep
udp

port
702
699
702
699

2049

709
1036
721
1039
713
1037

mountd
mountd
mountd
mountd

nfs

nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr
nlockmgr

mount daemon for NFS

NFS itself
NFS lock manager
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slip % ftp ftp.uu.net
Connected to ftp.uu.net.

220 ftp.UU.NET FTP server (Version 2.0WU(13) Fri Apr 9 20:44:32 EDT 1993) ready.
Name (ftp.uu.net:rstevens): anonymous

530- Sorry, we're unable to map your IP address 140.252.13.67 to a hostname
530- in the DNS. This is probably because your nameserver does not have a
530- PTR record for your address in its tables, or because your reverse
530- nameservers are not registered. We refuse service to hosts whose

530- names we cannot resolve. If this is simply because your nameserver is
530- hard to reach or slow to respond then try again in a minute or so, and
530~ perhaps our nameserver will have your hostname in its cache by then.
530- If not, try reaching us from a host that is in the DNS or have your
530- system administrator fix your servers.

530 User anonymous access denied..

Login failed.
Remote system type is UNIX.
Using binary mode to transfer files.

ftp> quit
221 Goodbye.
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seq #|1 1024|1025 2048|2049 3072|3073 409 & 4098 5121
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sun % traceroute —g bruno.cs.colorado.edu sun
traceroute to sun (140.252.13.33), 30 hops max, 40 byte packets

1 netb.tuc.nocao.edu (140.252.1.183) 230 ms 227 ms 233 ms
gateway.tuc.noao.edu (140.252.1.4) 233 ms 229 ms 234 ms

3 butch.telcom.arizona.edu (140.252.104.2) 234 ms 229 ms 234 ms
4 Gabby.Telcom.Arizona.EDU (128.196.128.1) 233 ms 231 ms 234 ms
5 NSIgate.Telcom.Arizona.EDU (192.80.43.3) 294 ms 258 ms 234 ms
6
7
8

JPL1.NSN.NASA.GOV (128.161.88.2) 264 ms 258 ms 264 ms
JPL2.NSN.NASA.GOV (192.100.15.2) 264 ms 258 ms 264 ms
NCAR.NSN.NASA.GOV (128.161.97.2) 324 ms * 295 ms

9 cu-gw.ucar.edu (192.43.244.4) 294 ms 318 ms 294 ms

10 engr-gw.Colorado.EDU (128.138.1.3) 294 ms 288 ms 294 ms

11 bruno.cs.colorado.edu (128.138.243.151) 293 ms 317 ms 294 ms

12 engr-gw-ot.cs.colorado.edu (128.138.204.1) 323 ms 317 ms 384 ms
13 cu-gw.Colorado.EDU (128.138.1.1) 294 ms 318 ms 294 ms

14 enss.ucar.edu (192.43.244.10) 323 ms 318 ms 294 ms

15 t3-1.Denver-cnss97.t3.ans.net (140.222.97.2) 294 ms 288 ms 384 ms

16 t3-0.enssld42.t3.ans.net (140.222.142.1) 293 ms 288 ms 294 ms

17 Gabby.Telcom.Arizona.EDU (192.80.43.1) 294 ms 288 ms 294 ms
18 Butch.Telcom.Arizona.EDU (128.196.128.88) 293 ms 317 ms 294 ms

19 gateway.tuc.noao.edu (140.252.104.1) 294 ms 289 ms 294 ms
20 netb.tuc.nocao.edu (140.252.1.183) 324 ms 321 ms 294 ms
21 sun.tuc.noaoc.edu (140.252.13.33) 534 ms 529 ms 564 ms
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0.0.0.0.68 > 255.255.255.255.bootp:

secs:100 ether 0:0:a7:0:62:7¢c

mercury.bootp > proteus.68: secs:100 Y:proteus
S:mercury G:mercury ether 0:0:a7:0:62:7c

file "/local/var/bootfiles/Xncdl9r"

arp who-has proteus tell 0.0.0.0
arp who-has proteus tell 0.0.0.0
arp who-has proteus tell proteus

proteus.68 > 255.255.255.255.bootp:

secs:100 ether 0:0:a7:0:62:7c¢c )
mercury.bootp > proteus.68: secs:100 Y:proteus
S:mercury G:mercury ether 0:0:a7:0:62:7c¢

file "/local/var/bootfiles/Xncdl9r"

proteus.68 > 255.255.255.255.bootp:

secs:100 ether 0:0:a7:0:62:7c

mercury.bootp > proteus.68: secs:100 Y:proteus
S:mercury G:mercury ether 0:0:a7:0:62:7c¢c

file "/local/var/bootfiles/Xncdl9r"

arp who-has mercury tell proteus
arp reply mercury is-at 8:0:2b:28:eb:1d

proteus.tftp > mercury.tftp: 37 RRQ
"/local/var/bootfiles/Xncdl9r"

mercury.2352 > proteus.tftp: 516 DATA block 1
proteus.tftp > mercury.2352: 4 ACK

many lines deleted here

mercury.2352 > proteus.tftp: 516 DATA block 2463
proteus.tftp > mercury.2352: 4 ACK
mercury.2352 > proteus.tftp: 228 DATA block 2464
proteus.tftp > mercury.2352: 4 ACK
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sun
sun
sun
sun
sun

o0 o° odf df oe

sock
sock
sock
sock
sock

140.252.1.29 8888

-A 140.252.13.33 8888
-A 127.0.0.1 8888

-A 140.252.13.63 8888
-A 8888
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sun % sock -v ~1 -n6 -88192 -U5 bsdl 5555
connected on 140.252.13.33.1305 to 140.252.13.35.5555
SO_SNDBUF = 8192

TCP_MAXSEG = 1024

wrote 1024 bytes

wrote 1024 bytes

wrote 1024 bytes

wrote 1024 bytes

wrote 1 byte of urgent data

wrote 1024 bytes

wrote 1024 bytes
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Received: by sun.tuc.nocao.edu. (4.1/SMI-4.1)

id AA00502; Mon, 19 Jul 93 12:47:32 MST
Message-Id: <9307191947.AA00502@sun.tuc.noao.edu.>
From: rstevens@sun.tuc.noao.edu (Richard Stevens)
Date: Mon, 19 Jul 1993 12:47:31 -0700
Reply-To: rstevens@noao.edu
X~Phone: +1 602 676 1676
X-Mailer: Mail User’s Shell (7.2.5 10/14/92)

To: rstevens@noao.edu
Subject: testing

1, 2, 3.
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slip % ping -R aix
PING aix (140.252.1.92): 56 data bytes
64 bytes from 140.252.1.92: icmp_seq=0 ttl=251 time=650 ms
RR: bsdi (140.252.13.35)
sun (140.252.1.29)
netb (140.252.1.183)
aix (140.252.1.92)
gateway (140.252.1.4) why is this router used?
netb (140.252.1.183)
sun (140.252.13.33)
bsdi (140.252.13.66)
slip (140.252.13.65)
64 bytes from aix: icmp_seq=1 ttl=251 time=610 ms (same route)
64 bytes from aix: icmp_seq=2 ttl=251 time=600 ms (same route)
=)
-—— aix ping statistics -—
4 packets transmitted, 3 packets received, 25% packet loss
round-trip min/avg/max = 600/620/650 ms
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bsdi % ping svrd

PING svr4 (140.252.13.34): 56 data bytes

64 bytes from 140.252.13.34: icmp_seq=0 ttl=255 time=9.304 ms
64 bytes from 140.252.13.34: icmp_seqg=1 ttl1=255 time=6.089 ms
64 bytes from 140.252.13.34: icmp_seq=2 ttl=255 time=6.079 ms
64 bytes from 140.252.13.34: icmp seg=3 ttl=255 time=6.096 ms
~? type interrupt key to stop

——— svr4 ping statistics -—

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 6.079/6.880/9.304 ms
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udpInDatagrams

udpNoPorts
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sun % telmet 140.252.1.11 daytime
Trying 140.252.1.11 .

Connected to 140.252.1.11.

Escape character is ’'"]’.

Sat Mar 27 09:37:24 1993
Connection closed by foreign host.

sun % telmet 140.252.3.54 daytime
Trying 140.252.3.54 ...

Connected to 140.252.3.54.

Escape character is ‘"1'.

Sat Mar 27 09:37:35 1993
Connection closed by foreign host.
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Received: by sun.tuc.nocao.edu. (4.1/SMI-4.1)

id AA00502; Mon, 19 Jul 93 12:47:32 MST
Message-Id: <9307191947.AA00502@sun.tuc.noao.edu.>
From: rstevens@sun.tuc.noao.edu (Richard Stevens)
Date: Mon, 19 Jul 1993 12:47:31 -0700
Reply-To: rstevens@noao.edu
X~Phone: +1 602 676 1676
X-Mailer: Mail User’s Shell (7.2.5 10/14/92)

To: rstevens@noao.edu
Subject: testing

1, 2, 3.
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1 0.0 8:0:20:3:£6:42 ff:ff:ff:f£:f£:£f ip 60:
sun > 140.252.13.63: icmp: address mask request

2 0.00 (0.00) 0:0:c0:6£:2d:40 ff:ff:ff:£f:£Ff:£f ip 46:
bsdi > sun: icmp: address mask is Oxffffffel
3 0.01 (0.01) 0:0:c0:c2:9b:26 8:0:20:3:£6:42 ip 60:

svr4 > sun: icmp: address mask is Oxffff0000
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34)

55)

97)

80)

.46)

79)

8:0:20:3:f6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:£6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:£6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:£6:

rarp who-is

8:0:20:3:f6:

rarp who-is

8:0:20:3:£6:

rarp who-is

42 ff:ff:

8:0:20:3

42 f£f:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:£ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:ff:

8:0:20:3

42 ff:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:
42 ff:ff:
8:0:20:3:

ff:
:f£6:
ff:
f6:
ff:
£6:
ff:
f6:
ff:
f6:
ff:
£6:
ff:
£6:
££f
:f6:
3 2
f6:
ff:
£6:
ff:
f6:
ff:
£6:

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff:

42

ff£:

42

ff:ff rarp 60:
tell 8:0:20:3:
ff:ff rarp 60:
tell 8:0:20:3:
f£:ff rarp 60:
tell 8:0:20:3:
£ff:ff rarp 60:
tell 8:0:20:3:
ff:£f rarp 60:
tell 8:0:20:3:
ff:£f rarp 60:
tell 8:0:20:3:
ff:ff rarp 60:
tell 8:0:20:3:
f£:ff rarp 60:
tell 8:0:20:3:
ff:ff rarp 60:
:f6:
ff:£f rarp 60:
tell 8:0:20:3:
ff:ff rarp 60:
tell 8:0:20:3:
ff:£ff rarp 60:
tell 8:0:20:3:

tell 8:0:20:3

f6:

f6:

f6:

£6:

£6:

f6:

f6

f6:

f6:

£6:

£6:

42

42

42

42

42

42

142

42

42

42

42
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1 0.0 8:0:20:3:£6:42 ff:ff:ff:ff:ff:ff rarp 60:
rarp who-is 8:0:20:3:£6:42 tell 8:0:20:3:£6:42

2 0.13 (0.13) 0:0:c0:6£:2d:40 8:0:20:3:£6:42 rarp 42:
rarp reply 8:0:20:3:£6:42 at sun
3 0.14 (0.01) 8:0:20:3:£6:42 0:0:c0:6£:2d:40 ip 65:

sun.26999 > bsdi.tftp: 23 RRQ "8CFCOD21.SUN4C"
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214- The following commands are recognized (* =>'s unimplemented) .

USER PORT STOR MSAM* RNTO NLST MKD CDhup
PASS PASV APPE MRSQ* ABOR SITE XMKD XCup
ACCT* TYPE MLEFL* MRCP* DELE SYST RMD STOU
SMNT* STRU MAIL* ALLO CWD STAT XRMD SIZE
REIN* MODE MSND* REST XCWD HELP PWD MDTM

QUIT RETR MSOM* RNFR LIST NOOP XPWD
214 Direct comments to ftp-bugs@bsdi.tuc.noac.edu.
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sun % netstat -rn
Routing tables
Destination
140.252.13.65
127.0.0.1
140.252.1.183
default
140.252.13.32

Gateway
140.252.13.35
127.0.0.1
140.252.1.29

140.252.1.183
140.252.13.33

Flags
UGH
UH
UH
UG

Refcent Use

0 115

1 1107
0 86

2 1628
8 68359

Interface
le0
1lo0
sl0
sl0
le0
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2.142893 (1.4298)

2.155657 (0.0128) type interrupt —> 14

2.157554 (0.0019)

2.313182 (0.1556)

2.417728 (0.1045)
2.474992 (0.0573)
2515127 (0.0401)
2516258 (0.0011)

2.750857 (0.2346)
2.780032 (0.0292)
2913212 (0.1332)
2.914354 (0.0011)

3.052740 (0.1384)
3.113208 (0.0605)

6.087193 (2.9740)
6.088664 (0.0015)
6.100902 (0.0122)

6.158283 (0.0574)

data transfer
continues

close data
connection

bsdi.1121

15

16

19
20

23
24

26

28
29

1281:1537(256) ack 1 _ _ _ e

PSH 51:54(3) ack 156 urg 54
<IAC, IP IACS

PSH_54:61(7) ack 156

1537:1793(256) ack1 _ _ _ _ _ oo

PSH 156:203(47) ack 61

1793:2049(256) ack 1 __ ______._

PSH 203:225(22) ack 61

2049:2305256) ack 1 _ _ ___ oo

FIN,PSH 4865:5121(256) ack1 _ _ _ _ _

slip.ftp

13

17
18

21

27

30
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0.003098
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3.4999)
8.4998)

3.4999)
0.0024)

0.0008)

(20.4963)

(

(

0.0024)

0.0009)

sun.1090 > bsdi.7777:
bsdi.7777 > sun.1090:

sun.1090 > bsdi.7777:

sun.1091 > bsdi.7777:
bsdi.7777 > sun.1091:

sun.1091 > bsdi.7777:

sun.1092
sun.1093
sun.1092
sun.1093
sun.1092

sun.1093

>
>
>
>
>

>

bsdi.7777:
bsdi.?7777:
bsdi.7777:
bsdi.7777:
bsdi.7777:

bsdi.7777:

bsdi.7777 > sun.1093:

sun.1093 > bsdi.7777:

sun.1092 > bsdi.7777:
bsdi.7777 > sun.1092:

sun.1092 > bsdi.7777:

1617152000:1617152000(0)
4164096001:4164096001(0)
ack 1617152001

. ack 1

1617792000:1617792000(0)
4164672001:4164672001(0)
ack 1617792001

. ack 1

nn nnoniuninn

1618176000:1618176000(0)
1618688000:1618688000(0)
1618176000:1618176000(0)
1618688000:1618688000(0)
1618176000:1618176000(0)

1618688000:1618688000(0)
4167808001:4167808001(0)
ack 1618688001

. ack 1

1618176000:1618176000(0)
4170496001:4170496001(0)
ack 1618176001

. ack 1
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Figure 7.1 shows the ICMP echo request and echo reply messages.
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type (0 > 8) COde (0)

optional data
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0.066206 (0.0045)

0.066850 (0.0006)

0.068216 (0.0014)
0.069358 (0.0011)
0.075414 (0.0061)

svrd.1056

1 SYN 1305814529:1305814529(0)
win 4096, <mss 1024>
SYN 1367249409:1367249409(0) )
2ck 1305814530, win 4096, <mss 1024>
3 ack 1, win 4096

. PSH. 1:1025(1024) ack 1, win 4096
5 PSH 1025:2049(1024) ack 1, win 4096
¢ PSH 2049:3073(1024) ack 1, win 4096
ack 2049, win 4096 7
m 8
9 PSH 3073:4097(1024) ack 1, win 4096
ack 4097, win 4096 10
. PSH 4097:5121(1024) ack 1, win 4096
" PSH 5121:6145(1024) ack 1, win 4096

” PSH 6145:7169(1024) ack 1, win 4096
ack 6145, win 4096 14
15 PSH 7169:8193(1024) ack 1, win 4096

ack 8193, win 4096 16

I

17 FIN 8193:8193(0) ack 1, win 4096

ack 8194, win 4096 18
FIN 1:1(0) ack 8194, win 4096 19

20 ack 2, win 4096

|

bsdi.7777
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snmpi> get ifDescr.l12 ifType.1l2 1fMtu.12
ifDescr.12="Telebit NetBlazer dynamic dial virtual interface"

ifType.l2=other (1)
1ifMtu.12=1500
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sun % snmpi -a sun dump tcpConnTable

tcpConnState.0.0.0.0.21.0.0.0.0.0=1isten(2)
tcpConnState.127.0.0.1.23.127.0.0.1.1415=established(5)
tcpConnState.127.0.0.1.1415.127.0.0.1.23=established(5)
tcpConnState.140.252.1.29.1023.140.252.1.11.513=established(5)

tcpConnLocalAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnLocalAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnLocalAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnLocalAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.29

tcpConnLocalPort.0.0.0.0.21.0.0.0.0.0=21
tcpConnlocalPort.127.0.0.1.23.127.0.0.1.1415=23
tcpConnLocalPort.127.0.0.1.1415.127.0.0.1.23=1415
tcpConnlocalPort.140.252.1.29.1023.140.252.1.11.513=1023

tcpConnRemAddress.0.0.0.0.21.0.0.0.0.0=0.0.0.0
tcpConnRemAddress.127.0.0.1.23.127.0.0.1.1415=127.0.0.1
tcpConnRemAddress.127.0.0.1.1415.127.0.0.1.23=127.0.0.1
tcpConnRemAddress.140.252.1.29.1023.140.252.1.11.513=140.252.1.11

tepConnRemPort.0.0.0.0.21.0.0.0.0.0=0
tcpConnRemPort.127.0.0.1.23.127.0.0.1.1415=1415
tcpConnRemPort.127.0.0.1.1415.127.0.0.1.23=23
tcpConnRemPort.140.252.1.29.1023.140.252.1.11.513=513





OEBPS/Image00598.jpg
N





OEBPS/Image00601.jpg
sun % telnet rs.internic.net whois

'wrs28 client request that we type
Stevens, W. Richard (WRS28) stevens@kohala.com
Kohala Software
1202 E. Paseo del Zorro
Tucson, AZ 85718
+1 602 297 9416

Record last updated on 11-Jan-91.
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sun % finger @att.com

[att.com] this line output by Finger client; remainder from server
There are no user accounts on the AT&T Internet gateway.

To send email to an AT&T employee, send email to their name
separated by periods at att.com. If the employee has an email
address registered in the employee database, they will receive
email - otherwise, you’ll receive a non-delivery notice.

For example: John.Q.PublicRatt.com
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sun % telmet 140.252.1.11 daytime
Trying 140.252.1.11 .

Connected to 140.252.1.11.

Escape character is ’'"]’.

Sat Mar 27 09:37:24 1993
Connection closed by foreign host.

sun % telmet 140.252.3.54 daytime
Trying 140.252.3.54 ...

Connected to 140.252.3.54.

Escape character is ‘"1'.

Sat Mar 27 09:37:35 1993
Connection closed by foreign host.
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sun % traceroute —g 140.252.3.54 sun

traceroute to sun (140.252.13.33), 30 hops max,
234 ms

1 netb (140.252.1.183) 244 ms 256 ms
* * %

gemini (140.252.3.54) 285 ms 227 ms
netb (140.252.1.183) 263 ms 259 ms
sun (140.252.13.33) 534 ms 498 ms

0o W N

40 byte packets

234 ms
294 ms
504 ms
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