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Preface

一、《2015网络安全法》概况

2015年12月18日，作为综合预算法案之附加内容的《2015网络安全法》获得美国国会通过，总统奥巴马随后签署了该法案。该法的颁布，进一步推动了美国网络安全法律的发展进程。从法案内容来看，这也意味着美国政府在网络空间防控的优化升级与信息资源整合上，迈出了重要一步。

在过去的数十年间，美国政府已经制定、颁布了一系列国家战略、行动计划、行政指令以及多部法律，旨在通过制度化安排，妥善处理、应对网络空间安全及网络信息安全。以推动多元主体的信息共享为核心内容的《2015网络安全法》，延续此前立法宗旨，成为美国网络安全法律的一大特色。当然，由此也招致较大争议。如乔治·华盛顿大学法学院Orin S．Kerr教授在其评论文章中尖锐地指出，基于法律语词的不确定性以及该法在法律适用上的绝对优先等多种原因，《2015网络安全法》将以正当化的方式赋予网络运营者更多的权力监控网络用户。实际上，“文本上的法”是否会以这种方式转变为“实践中的法”，目前还难以判断。但是，如果绕过上述纷争转而细读文本也许可以发现，面对网络安全的公共治理，美国《2015网络安全法》给出的治理策略，可能也是需要认真对待的。

回到文本之中，《2015网络安全法》由四部分构成：（1）网络安全信息共享，即《2015网络安全信息共享法》；（2）国家网络安全促进，主要包括《2015国家网络安全保护促进法》《2015联邦网络安全强化法》；（3）联邦网络安全人事评估，即《2015联邦网络安全人事评估法》；（4）其他网络事项。

具体而言，网络安全信息共享乃《2015网络安全法》的核心内容。从文本内容来看，《2015网络安全信息共享法》的立法目的在于：通过建立具体机制，促进网络威胁指征（Cyber Threat Indicator）、防御措施（Defensive Measure）以及与网络威胁相关的其他信息，在联邦实体与非联邦实体之间实时或及时共享。由于现代社会对信息资源具有极强的敏感性，因此，有关信息共享的立法，须在保护信息隐私与确保信息安全之间反复博弈。这也就意味着，必须对信息共享主体、共享范围、共享性质、共享程序以及相应的审查机制等，进行审慎筹划与全方位考量。综观条款内容，《2015网络安全信息共享法》的架构，正是围绕上述问题而渐次展开。

随后，第二编的《2015国家网络安全保护促进法》从更为具体的组织架构、共享流程、共享信息分析等细微层面，保障信息共享的可操作性。与之相适应，在前述网络安全信息共享机制、组织架构的基础之上，《2015联邦网络安全强化法》就网络威胁信息监测机制的具体构建作出了明确的规定。简要而言，主要包括：（1）制订入侵评估计划；（2）运用入侵检测与预防机制。前者通过制订并实施入侵评估计划，常规性地监测、识别并移除重要信息系统的入侵因素；后者则通过落实检测与预防机制，阻止网络流量中所具有的网络安全风险向网络信息系统传输。

此外，由于网络空间乃是基于信息技术集成的虚拟空间，且该虚拟空间又非绝对独立的空间，对该空间的规制涉及现实空间的多元利益格局。因此，对网络空间安全的部署与防控，不同于一般政府事务的管理，它具有更强的专业性与技术性要求。质言之，该空间必须由专业性的技术人员判断网络安全态势，并在此基础上以合比例、合目的的方式，妥善选择网络安全应对策略。基于此，《2015联邦网络安全人事评估法》对与网络安全相关的岗位、职责等进行了详细规定，如明确具有网络安全需求的关键岗位，根据国家网络安全教育计划等培训从事网络安全的人员，等等。此类制度安排，为网络空间安全的发展及相应保护机制的具体实现，提供了有力支撑。

在末尾第四编，《2015网络安全法》就其他网络事项作了附加规定。主要涉及：（1）移动设备安全研究；（2）国际网络空间政策战略；（3）国际网络犯罪分子的逮捕起诉；（4）应急服务；（5）医疗卫生行业的网络安全；（6）联邦计算机安全；（7）金融信息保护。这就使得该法的调整对象更加广泛地涉及多个关键行业，且涵括国内与国际两重视野。当然，整体而言，上述条款还仅是指南性的概括表述，仍需通过配套的规范性法律文件予以细化，从而使其具有较强的操作性。

二、《2015网络安全法》核心要旨评述

前文已指出，《2015网络安全法》的首要目的，即通过整合已有的信息资源，经由制度化的规则确认，实现网络安全信息的及时沟通，从而更加主动地应对网络安全威胁及与之相关的不安全因素。

在美国网络安全法的发展历程中，信息共享并非由《2015网络安全法》首次提出，早在1998年第63号总统令中，即已建立信息共享与分析中心（Information Sharing and Analysis Centers）。在近二十年的网络安全保护历程中，信息共享实践也一直存续。从历史沿革的角度来看，此次《2015网络安全法》的颁布，仅是更为完善地、在更加广泛的范围内进一步确认并发展了网络安全信息共享。在对信息与隐私具有极度敏感性的当下，此举不仅在美国国内招致反对之声，而且也引起了其他国家或地区人们的担忧。因此，透过法律文本，进一步厘清信息共享的流程与机制，便具有重要意义。此外，如前所述，除信息共享机制之外，《2015网络安全法》对于网络空间信息安全的保护，还有其他的制度化应对策略，也有必要对此展开述评。

（一）信息共享、隐私保护与权力限制

围绕信息安全与隐私保护两大主题，尽管各方一直存在激烈争论，但是从《2015网络安全法》所涉及的信息共享条文来看，网络安全信息的共享，并非没有限度的信息融合，而是具有一整套共享规则约束的信息分享。（详见下表）

《2015网络安全法》信息共享基本机制



	共享主体
	1．联邦实体；2．非联邦实体。



	共享范围
	1．网络威胁指征；2．防御措施；3．与网络安全威胁有关的其他信息。



	共享目的
	保护信息系统或信息系统中存储、处理或传输的信息，免受网络安全威胁或安全漏洞的影响。



	共享性质
	自愿共享；通过共享机制实时或及时共享。



	共享保护方式
	1．对共享内容的保护；2．对共享者的保护。



	共享权力限制
	1．符合网络安全保护目的；

2．保护隐私和公民自由；3．对政府活动予以监督。




1．共享主体

根据《2015网络安全信息共享法》，联邦实体与非联邦实体就其所掌握的网络安全信息，均可加入实时或及时的共享机制中。具体而言，联邦实体包括：美国联邦的部门、机构或其组成部分；非联邦实体包括所有的私实体、非联邦政府机构、部门，州、部落或地方政府。其中，私实体又包括任何个人或私人团体、组织、独资企业、合伙企业、信托机构、合作社、公司、其他商业或非营利实体。由此观之，共享的主体是非常宽泛的。如此广度，其实也是虚拟空间内信息一体化与离散化的内在要求。

2．共享范围

网络安全信息的共享内容，必然是有所限制的。具体而言，《2015网络信息共享法》以概括式条款大体罗列了网络安全信息共享的基本内容，主要包括：网络威胁指征；防御措施；以及兜底表述——与网络威胁相关的其他信息。网络威胁指征主要是指识别或描述网络恶意侦察、安全漏洞、恶意网络指挥控制、网络安全威胁等的必要信息；防御措施则主要是指应用于信息系统，或系统中存储、处理或传输的信息，以检测、预防或者减轻已知或疑似之网络安全威胁或网络安全漏洞的行为。简而言之，网络威胁指征旨在共享识别信息，防御措施旨在共享处理方式，通过上述两类核心内容的及时交换，从而维护网络安全。

3．共享目的

该法之中，共享的目的主要集中于保护信息系统或信息系统中存储、处理或传输的信息，免受网络安全威胁或安全漏洞的影响。通过文本解读可以发现，网络信息共享的目的贯穿于共享活动的始终，并对共享的内容，以及对共享内容的后续使用等施加一定的限制。

4．共享性质

在《2015网络安全信息共享法》之下，联邦实体、非联邦实体或私实体之间的信息共享，均是一种自愿的共享关系。根据条文表述，本法不得强制在任何非联邦实体与联邦实体之间，或非联邦实体与另一非联邦实体之间建立新的共享关系。质言之，信息共享是自愿参与的，而非义务性的。也正因如此，美国政府才会通过后续的配套措施，设法鼓励非联邦实体加入信息共享机制之中。

5．共享保护方式

如前所述，网络安全的治理必然会面临信息安全与隐私的内在冲突。这也是《2015网络安全法》姗姗来迟的首要原因。从法律文本来看，《2015网络安全信息共享法》对此作了充分的考虑。主要表现为：

第一，对共享内容的保护。大体而言，包括：（1）对网络威胁指征和防御措施的限定；（2）对网络威胁指征和防御措施的事前审查机制、事中移除机制、事后通知机制，以确定共享内容不包含不必要的个人信息，或者及时反馈共享内容的不适当性；（3）采取安全措施，保障共享内容不被未经授权地访问；（4）限制共享内容的使用目的；（5）免于相关披露。

第二，对共享者的保护。对共享者的保护主要是指：（1）维持有关特权或保护资格；（2）尊重共享者对专有信息施加的限制；（3）法律责任豁免。这种保护在一定程度上可以鼓励更多的非联邦实体加入共享关系之中。

6．共享权力限制

在《2015网络安全法》所构建的网络信息共享关系中，联邦实体以其掌握的权力资源，在共享主体的格局中居于优势地位。因此，该法对政府活动也施加了一定的限制，比如明确信息共享的目的，以约束政府活动；通过保护隐私与公民自由，间接约束公权力行使；实施定期报告制度；对违规操作的制裁等。此类限制，对于确保共享关系的有序建立以及共享的持续进行而言，都是极具意义的。

（二）常规性网络风险监测机制

《2015网络安全法》自颁布以来，对其评议便不曾中断。然而，已有的评论主要集中于网络安全信息共享事项上。如此一来，也就在一定程度上遮蔽了《2015网络安全法》另外规划、部署的重要机制。

就网络空间安全的治理而言，网络安全信息共享机制的建立及相应平台的搭建，尽管极具意义，但是并不意味着仅有信息共享即可实现网络空间的优良治理。究其根本，信息共享仅仅实现了信息的及时沟通，促进各方及时获取有利于网络空间防控的相应资讯。事实上，《2015网络安全法》立法的目的，乃是将此类信息应用于网络安全防控的实践之中。在此意义上，共享仅是手段，而非目的。此外，若要最大限度地降低网络安全风险，以及最大限度地降低网络安全事件带来的不利影响，仍需对网络安全威胁或安全漏洞等进行常规检测、预防。是故，《2015联邦网络安全强化法》对此作出了重要部署。

综观《2015联邦网络安全强化法》全文，其旨在通过制度安排及相应规划，保护各机构信息系统的安全性，从而在全国范围内构建开放、互通、安全、可靠的网络空间环境。根据该法，国土安全部应当协同相应部门制订入侵评估计划，在网络安全事件可能发生之前制订、实施入侵评估计划，从而常规性地监测、识别、移除机构信息系统中的入侵者。与之相适应，国土安全部仍需部署、运行并维护入侵检测与预防机制，检测网络流量中的网络安全风险，从而防止含有网络安全风险的网络流量在网络空间传输，以及及时移除该网络安全风险。

此外，为了提高对网络空间安全威胁或网络空间入侵者的检测能力，《2015联邦网络安全强化法》特别规定，国土安全部协同其他部门，应致力于开发、强化可供使用的网络安全工具，以检测网络入侵活动及异常活动，并尽可能减轻此类活动造成的损害。从美国网络安全的历史实践来看，此类能力的提升主要依赖于美国在网络安全方面所拥有的比较完备的产学研综合服务支撑体系。例如，国家科学与技术委员会（National Science and Technology Council）下设的技术委员会组织，便主要负责协调美国政府网络空间安全的技术研发工作。

（三）网络安全人事评估

网络空间具有一定的技术性要求，且呈现出复杂性样态，因此，面对网络安全事务，必须由专业的技术人员进行判断、分析、处理。举例而言，《2015网络安全信息共享法》为了保护隐私与公民自由，在多处规定了特定个体信息的移除机制。如第1编第3条第（b）款第（E）项即规定，联邦实体在共享网络威胁指征之前，应当做出如下行为：（1）审查此类网络威胁指征，以评估其是否包含联邦实体在共享时已知的并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。若包含上述信息，则移除之；或者（2）实施并利用技术措施，以移除联邦实体在共享时已知的并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。透过文本规定可以发现，判断网络威胁指征是否包含个人信息，或者利用相应的技术措施，在很大程度上都必须依赖于具有专业知识的网络工作人员。

是故，《2015网络安全法》对联邦网络安全的人事问题作了详细规定。具体而言，包括：

1．确认与网络职能相关的工作岗位

根据国家网络安全人事测评计划，各联邦机构负责人应当确立机构内需要承担网络安全或与网络相关之职能的所有工作岗位，并依照国家网络安全教育计划分配相应的就业代码。这种前置性的确认程序，一方面可以清理冗余岗位，另一方面可以发现既有岗位布局的不足之处。

2．明确专业网络工作人员比例

根据网络安全人事基准评估，各联邦机构负责人应当明确当前持有国家网络安全教育计划所确认的相关行业认可证书，且从事信息技术、网络安全或者其他与网络相关之工作的人员比例，以及尚未持有证书的文职及非文职人员的具体情况。这就为明确网络专业工作人员的培养重点奠定了基础。

3．确立具有紧急需求的网络相关岗位

根据《2015联邦网络安全人事评估法》，各联邦机构负责人还需与联邦各相关职能部门的负责人磋商，确定具有紧急需求的信息技术、网络安全或其他与网络相关的工作岗位。这种全面梳理实际上也是对各机构网络安全薄弱环节的侧面排查，从而为网络专业人才的培养及产学研战略的发展方向，提供了一定指引。

三、网络空间治理：重思与启示

尽管在网络空间兴起的早期阶段，有志之士如约翰·P．巴洛曾于1996年极具情怀地撰写《网络独立宣言》：

工业世界的政府们，作为未来的代言人，我代表未来，要求过去的你们别管我们。在我们这里，你们并不受欢迎。在我们聚集的地方，你们没有主权。我们正在创造一个世界，在那里，任何人，在任何地方，都可以表达他们的信仰而不用害怕被强迫保持沉默或顺从，不论这种信仰是多么的奇特。

然而，过去二十年的实践逻辑已经真实地表明，这种乌托邦的设想尽管美好，但网络世界终究离不开治理与规制。问题在于，谁来挥舞这网络空间的权力之旗？劳伦斯·莱西格（Lawrence Lessig）的研究表明，以美国社会为例，其网络空间早已转变为“规制之地”，但是这种转变首先不是政府推动的，而是基于用户要求以及商业部署。但是，随后的发展也是众所周知的，即无论是否意识到，以及无论是否愿意承认，政府的综合规制已然成为网络空间治理的主导力量。

无疑，这将招致诸多批评之声。旨在突破信息共享法律障碍的《2015网络安全信息共享法》及其他相关法律构成的《2015网络安全法》所引来的争论，折射出的正是对已有治理格局的恐慌。质言之，它隐含了一种规范性的思考，即美国政府何以有权通过信息共享强化对网络空间的强力管控，进而可能再次统治、控制虚拟空间的“我们人民”？诚然，在权利话语高涨的当下，这种忧虑有其合理之处。

但是，作为法律文本的阅读者，以及作为美国网络空间治理实践的观察者，如果仅仅因为美国社会的部分批评、恐慌，便否定以《2015网络安全法》为代表的美国网络空间治理行动，显然会略为武断。与之相反，从比较法角度来看，如果仅仅基于对文本的初步阅读，便匆匆得出引入美国网络安全信息共享机制、培养专业性的网络安全工作人员之类的结论，则显得较为浅显、泛化，虽然此后的实践探索也许会证明它将是有益且确需的。

实际上，解读美国网络安全法的一个更为基本，可能也更为重要的意义在于，通过文本的阅读，获知不同地域的不同国度，在网络空间治理方略上所具有的重要差异。这也就涉及另外一个根本性问题：对待网络空间的态度之异。

再次回到美国《2015网络安全法》之中，该法对网络信息共享机制的设计、对网络人事制度的筹划等，所体现的其实不仅是其网络空间治理的精细化，而且还体现了对网络空间本身的尊重。质言之，它并未因为网络空间蕴含的可能性风险而在文本中授权隔绝网络空间。这种审慎权衡，正是网络安全治理的要义所在，也是在网络空间治理这一公共议题上，美国网络安全法律制度所给予人们的重要启示。

陈　斌

2016年10月
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附录　重要术语英汉对照



CYBERSECURITY ACT OF 2015



后记




第一编　网络安全信息共享



 第1条　简称

本编可简称为《2015网络安全信息共享法》。


 第2条　定义

本编中：

（1）机构——术语“机构”的意思，可参见《美国法典》第44编第3502条。

（2）反垄断法——术语“反垄断法”：

（A）其定义可参见《克莱顿法》第1条（《美国法典》第15编第12条）；

（B）包括《联邦贸易委员会法》第5条（《美国法典》第15编第45条）有关不正当竞争的规定；以及

（C）符合有关第（A）目和第（B）目之法律的所有各州反垄断法。

（3）相关联邦实体——术语“相关联邦实体”是指：

（A）商务部；

（B）国防部；

（C）能源部；

（D）国土安全部；

（E）司法部；

（F）财政部；

（G）国家情报总监办公室。

（4）网络安全目的——术语“网络安全目的”是指保护信息系统或者信息系统中存储、处理或传输的信息免受网络安全威胁或安全漏洞的影响。

（5）网络安全威胁——

（A）一般规定——除第（B）目的规定外，术语“网络安全威胁”是指不受美国宪法第一修正案保护的行为，该行为针对或通过某一信息系统，并由此可能导致某种未经授权的活动，从而对信息系统或信息系统中存储、处理或传输之信息的安全性、可用性、机密性或完整性产生不利影响。

（B）例外规定——术语“网络安全威胁”不包括仅仅违反消费者服务条款或消费者许可协议的行为。

（6）网络威胁指征——“网络威胁指征”是指用以描述或识别下列因素的必要信息：

（A）恶意侦察，包括为收集与网络安全威胁或安全漏洞有关的技术信息而传输的异常通信模式；

（B）突破网络安全控制或利用安全漏洞的方法；

（C）安全漏洞，包括可能具有安全漏洞的异常活动；

（D）可供用户合法地访问信息系统，或信息系统中存储、处理或传输的信息，从而不经意地突破安全控制或利用安全漏洞的方法；

（E）恶意的网络指挥控制；

（F）网络安全事件带来的实际或潜在损害，包括对特定网络安全威胁所导致之信息泄露的描述；

（G）网络安全威胁的其他特征，如果披露该特征未经法律所禁止；或者

（H）上述条款的任意组合。

（7）防御措施——

（A）一般规定——除第（B）目的规定外，术语“防御措施”是指应用于信息系统，或信息系统中存储、处理或传输的信息，以检测、预防或者减轻已知或疑似的网络安全威胁或网络安全漏洞的行为、装置、程序、签名、技术或其他措施。

（B）例外规定——术语“防御措施”不包括使下列实体之外的其他实体拥有的信息系统，或信息系统中存储、处理或传输的信息遭受破坏、无法使用、可供未经授权的访问，或产生实质损害的措施——

（i）采取该措施的私实体；或者

（ii）有权提供许可，且已同意私实体采取上述措施的另一实体或联邦实体。

（8）联邦实体——术语“联邦实体”是指美国联邦部门、机构或者其组成部分。

（9）信息系统——术语“信息系统”——

（A）其定义可参见《美国法典》第44编第3502条；

（B）包括工业控制系统，如监管控制和数据收集系统，分布式控制系统和可编程逻辑控制器。

（10）地方政府——术语“地方政府”是指所有自治市、城市、县、教区、市镇、小镇、村庄或者州的其他政治分支机构。

（11）恶意网络指挥控制——术语“恶意网络指挥控制”是指对信息系统或信息系统中存储、处理或传输的信息，进行未经授权的远程识别、访问或使用的方法。

（12）恶意侦察——术语“恶意侦察”是指为识别信息系统的安全漏洞，主动探查或被动监控信息系统的方法，如果该方法与已知或疑似的网络安全威胁有关。

（13）监控——术语“监控”是指获取、识别、搜索或控制系统中存储、处理或传输的信息。

（14）非联邦实体——

（A）一般规定——除本项的其他规定外，术语“非联邦实体”是指所有的私实体、非联邦政府机构或部门，或者州、部落或地方政府（包括其中的政治分支机构、部门或组成部分）。

（B）包括——术语“非联邦实体”包括哥伦比亚特区的政府机构或部门、波多黎各联邦、美属维京群岛、关岛、美属萨摩亚群岛、北马里亚纳群岛以及美国的其他领土或领地。

（C）例外规定——术语“非联邦实体”不包括《1978外国情报监听法》第101条（《美国法典》第50编第1801条）规定的外国政权。

（15）私实体——

（A）一般规定——除本项的其他规定外，术语“私实体”是指任何个人或私人团体、组织、独资企业、合伙企业、信托机构、合作社、公司，或者其他商业、非营利实体，包括其中的执行官、职员、代理人。

（B）包括——术语“私实体”包括履行供电、供气、供水等公共服务职能的州、部落或地方政府。

（C）例外规定——术语“私实体”不包括1978年《外国情报监听法》第101条（《美国法典》第50章第1801条）规定的外国政权。

（16）安全控制——术语“安全控制”是指用以防止未授权行为对信息系统或者其中之信息的机密性、完整性以及可用性产生不利影响的管理控制、运行控制和技术控制。

（17）安全漏洞——术语“安全漏洞”是指能够突破安全控制，或者促进突破安全控制的硬件、软件、机制或程序因素。

（18）部落——术语“部落”的意思，可参见《印第安民族自决与教育援助法案》第4条有关“印第安部落”的界定（《美国法典》第25编第450条第b款）。


 第3条　联邦政府信息共享

（a）一般规定——基于对机密信息、情报来源与方法、隐私和公民自由的保护，国家情报总监、国土安全部部长、国防部部长以及司法部部长，经与相关联邦实体负责人磋商，应当共同制定并公布相应程序，以推动并促进——

（1）及时与通过适当安全调查程序的有关联邦实体与非联邦实体代表，共享联邦政府所掌握的网络威胁指征和防御措施。

（2）就联邦政府掌握的已解密网络威胁指征、防御措施以及与本编规定的网络安全威胁或授权使用有关的信息，以非机密形式与有关联邦实体及非联邦实体共享。

（3）就联邦政府掌握的非机密（包括受控非机密）网络威胁指征和防御措施，与有关联邦实体及非联邦实体或者适当的公众及时共享。

（4）及时与相关联邦实体以及非联邦实体，共享与本编规定的网络安全威胁或授权使用有关的信息，以及联邦政府掌握的针对该实体的网络安全威胁，以预防或减轻网络安全威胁带来的不利影响。

（5）在对联邦政府掌握的网络威胁指征、防御措施，以及与本编规定的网络安全威胁或授权使用有关的信息进行持续分析的基础上，通过出版物及有针对性的推广，定期共享网络安全最佳实践，同时需注意小型企业（参见《小型企业法》第3条的定义，《美国法典》第15编第632条）在获取、实施方面所面临的挑战。

（b）程序的制定

（1）一般规定——依据第（a）款制定的程序应当——

（A）确保联邦政府在保护机密信息的前提下，持续拥有实时共享网络威胁指征、防御措施的能力。

（B）为了联邦政府的信息共享，在可行范围内最大限度地合并联邦实体和非联邦实体的既有机制与职责，包括具体的信息共享与分析中心。

（C）包括当联邦实体和非联邦实体依据本编从某一联邦实体处接收的网络威胁指征或防御措施，已确知或断定是错误的，或者违反本编或另一联邦法律或政策的规定时，及时通知其此类错误或违反情况的程序。

（D）包括对联邦实体共享网络威胁指征或防御措施以实施利用安全控制，从而避免未经授权访问或者获取该网络威胁指征或防御措施的相关要求。

（E）包括要求联邦实体在共享网络威胁指征前作出如下行为的程序：

（i）审查此类网络威胁指征，以评估其是否包含联邦实体在共享时已知的，并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。若包含上述信息，则移除之；或者

（ii）实施并利用技术措施，以移除联邦实体在共享时已知的，并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。

（F）包括已知或断定联邦实体违反本编规定，共享任何美国人民的个人信息时，及时通知上述人员的程序。

（2）磋商——在制定本条所规定的程序过程中，国家情报总监、国土安全部部长、国防部部长、司法部部长应当与相关联邦实体磋商，包括小企业管理局和国家实验室（其定义，可参见《2005能源政策法案》第2条，《美国法典》第42编第15801条），以确保有效条款的实施，从而推动并促进联邦政府及时共享网络威胁指征。

（c）提交国会——自本法制定之日起60日之内，国家情报总监经与相关联邦实体负责人磋商，应当将第（a）款规定的相应程序提交至国会。


 第4条　预防、检测、分析和减轻网络安全威胁的授权

（a）监控授权

（1）一般规定——尽管另有其他的法律规定，私实体仍可基于网络安全目的监控——

（A）该私实体的信息系统；

（B）经另一非联邦实体授权且书面同意的该实体信息系统；

（C）经另一联邦实体的授权代表授权且书面同意的该实体信息系统；以及

（D）由私实体依据本项监控的信息系统所存储、处理或传输的信息。

（2）解释——不得对本款作如下解释——

（A）在本编规定之外，授权对信息系统的监控，或者使用通过该监控而获取的任何信息；或者

（B）限制其他合法行为。

（b）防御措施运行授权

（1）一般规定——尽管另有其他的法律规定，私实体仍可基于网络安全目的，将防御措施应用于：

（A）该私实体的信息系统，以保护其权利或财产；

（B）经另一非联邦实体书面同意的该实体信息系统，以保护其权利或财产；以及

（C）经另一联邦实体的授权代表书面同意的该联邦实体信息系统，以保护其权利或财产。

（2）解释——不得对本款作如下解释——

（A）在本款规定之外，授权使用防御措施；或

（B）限制其他合法行为。

（c）共享或者接收网络威胁指征或防御措施的授权

（1）一般规定——除第（2）项的规定外，尽管另有其他的法律规定，非联邦实体仍可基于网络安全目的，并在符合机密信息保护的情况下，与其他任何非联邦实体或联邦政府共享网络威胁指征或防御措施，或者由任何其他非联邦实体或联邦政府处接收网络威胁指征或防御措施。

（2）合法限制——非联邦实体从另一非联邦实体或联邦实体处接收网络威胁指征或防御措施，应当遵守由后者作出的，针对共享或使用此类网络威胁指征或防御措施的其他合法限制。

（3）解释——不得对本款作如下解释——

（A）在本款规定之外，授权网络威胁指征或防御措施的共享或接收；或者

（B）限制其他合法行为。

（d）信息保护和使用

（1）信息安全——非联邦实体依据本条而监控信息系统、运行防御措施，或者提供、接收网络威胁指征或防御措施时，应当实施、利用安全控制措施，以保护此类网络威胁指征或防御措施免受未经授权的访问或获取。

（2）特定个人信息移除——非联邦实体依照本编共享网络威胁指征之前应当——

（A）审查此类网络威胁指征，以评估其是否包含非联邦实体在共享时已知的，并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。若包含上述信息，则移除之；或者

（B）实施并利用技术措施，以移除非联邦实体在共享时已知的，并不直接涉及网络安全威胁，而是属于特定个体的个人信息，或者能够识别特定个体的信息。

（3）非联邦实体对网络威胁指征和防御措施的使用——

（A）一般规定——依照本编，基于网络安全之目的，依据本条共享或接收的网络威胁指征或防御措施可以——

（i）由非联邦实体使用，以监控或运行应用于下列系统的防御措施——

（I）非联邦实体的信息系统，或者

（II）经书面同意的另一非联邦实体或联邦实体的信息系统；以及

（ii）在遵守下列规定的条件下，由非联邦实体使用、存储或进一步共享——

（I）由共享的非联邦实体或联邦实体作出的，针对该网络威胁指征或防御措施的其他合法限制；或者

（II）其他法律规定。

（B）解释——不得通过对本项的解释，在本条的规定之外授权网络威胁指征或防御措施的使用。

（4）州、部落或地方政府对网络威胁指征的使用

（A）执法使用——依据本编接收网络威胁指征或防御措施的州、部落或地方政府，可基于第1编第5条第（d）款第（5）项第（A）目规定的目的，使用该网络威胁指征或防御措施。

（B）披露豁免——依据本条，由州、部落或地方政府（包括其作为私实体的组成部分）共享，或与之共享的网络威胁指征或防御措施，应当——

（i）视为自愿共享的信息；以及

（ii）免于州、部落或地方的信息自由法、政府公开法、会议公开法、档案公开法、阳光法案或者其他类似要求信息或档案披露的法律限制。

（C）州、部落或地方监管权——

（i）一般规定——除第（ii）分目的规定外，依据本编与州、部落或地方政府共享的网络威胁指征或防御措施，不得被任何州、部落或地方政府用于监管（包括实施强制措施）非联邦实体的合法活动或者非联邦实体遵照法定标准而从事的任何活动，包括与监控、运行防御措施或共享网络威胁指征相关的活动。

（ii）与预防或减轻网络安全威胁特别相关的监管权——符合州、部落或地方政府在预防、减轻信息系统网络安全威胁事项上所享有之特别监管权的情况下，第（i）分目中所共享的网络威胁指征或防御措施，可以告知与该信息系统相关的法规制定、实施情况。

（e）反垄断豁免

（1）一般规定——除第1编第8条第（e）款的规定外，对于2个或2个以上的私实体基于网络安全目的，交换、提供网络威胁指征、防御措施或者有关预防、调查或减轻网络安全威胁的协助行为，不得视为对任何反垄断法条款的违反。

（2）适用范围——第（1）项的规定，应当仅适用于为了在下列事项上提供帮助而交换的信息或者作出的协助——

（A）促进预防、调查或减轻针对信息系统或信息系统中存储、处理、传输之信息的网络安全威胁；或者

（B）交流或披露网络安全威胁指征，以促进预防、调查或减轻针对信息系统或信息系统中存储、处理、传输之信息的网络威胁。

（f）权利或利益禁止——依据本编与非联邦实体共享的网络威胁指征或防御措施，不得由该非联邦实体或其他任何非联邦实体在类似信息上创设权利或利益。


 第5条　与联邦政府共享网络威胁指征和防御措施

（a）政策和程序要求

（1）临时政策和程序——自本法制定之日起60日内，司法部部长和国土安全部部长应当与相关联邦实体负责人磋商，就联邦政府接收网络威胁指征和防御措施事宜，共同制定并向国会提交临时政策和程序。

（2）最终政策和程序——自本法制定之日起180日内，司法部部长和国土安全部部长应当与相关联邦实体负责人磋商，就联邦政府接收网络威胁指征和防御措施事宜，共同发布并公开最终政策和程序。

（3）政策和程序要求——依照第（b）款所规定的指南，本款制定或发布的政策和程序应当——

（A）确保所有非联邦实体遵照第1编第4条第（c）款，并通过本条第（c）款的实时机制与联邦政府共享的网络威胁指征——

（i）以自动化的方式与所有相关联邦实体共享；

（ii）仅可基于能够妨碍所有联邦实体实时接收的实时机制管控的原因，且在该管控符合下列条件时，方可受到延迟、更改或其他行为的影响——

（I）经所有相关联邦实体负责人一致同意；

（II）在任一相关联邦实体保存或使用网络威胁指征、防御措施之前作出；以及

（III）统一适用于受到相同延迟、更改或其他行为影响的各相关联邦实体；以及

（iii）可以向其他联邦实体提供；

（B）确保所有非联邦实体依照第1编第4条，但未通过本条第（c）款所规定的实时机制而与联邦政府共享的网络威胁指征——

（i）尽快以可行方式与所有相关联邦实体共享；

（ii）不受可能妨碍相关联邦实体接收的不必要延迟、干扰或其他任何行为的影响；以及

（iii）可以向其他非联邦实体提供；以及

（C）确保——

（i）具有相应的审核机制；以及

（ii）对故意以未经授权的方式，实施本编规定之活动的联邦实体官员、职员或代理人具有适当的制裁措施。

（4）实体与联邦政府共享网络威胁指征的指南——

（A）一般规定——自本法制定之日起60日内，司法部部长和国土安全部部长应当共同制定并公布指南，以协助相关实体，并推动其依据本编与联邦实体共享网络威胁指征。

（B）内容——依据第（A）目制定并公布的指南，应当包含对下述事项的指导：

（i）对不太可能包含如下信息，且依据本编应当具有网络威胁指征资格的信息类型进行识别——

（I）与网络安全威胁不直接相关的信息；以及

（II）仅是特定个体的个人信息，或者能够识别特定个体的信息。

（ii）对不太可能与网络安全威胁直接相关的由其他隐私权法保护的信息类型进行识别。

（iii）司法部部长与国土安全部部长认为和有关实体依据本编与联邦实体共享网络威胁指征相关的其他事宜。

（b）隐私和公民自由

（1）临时指南——自本法制定之日起60日内，司法部部长和国土安全部部长应当与相关联邦实体负责人，以及依据《2004国家安全情报改革法》第1062条（参阅《美国法典》第42编第2000ee-1条）
(1)

 指定的官员磋商，共同制定、公布并向国会提交有关隐私与公民自由的临时指南，该指南应当对联邦实体接收、保存、使用以及传播其获得的与本编授权活动有关的网络威胁指征作出相应规定。

（2）最终指南——

（A）一般规定——自本法制定之起180日内，司法部部长和国土安全部部长应当与相关联邦实体负责人、依据《2004国家安全情报改革法》第1062条（参阅《美国法典》第42编第2000ee-1条）指定的官员，以及司法部部长与国土安全部部长认为具有行业专长的相关私实体磋商，共同发布并公布有关隐私和公民自由的最终指南，该指南应当对联邦实体接收、保存、使用以及传播其获得的与本编授权活动有关的网络威胁指征作出相应规定。

（B）定期审查——司法部部长和国土安全部部长应当会同相关联邦实体的负责人，并与第（A）目中规定的相关官员及私实体磋商，共同对依据第（A）目发布的指南进行定期审查（但不少于每两年一次）。

（3）内容——基于保护信息系统免受网络安全威胁，以及减轻网络安全威胁的需要，第（1）项和第（2）项所规定的指南，应当——

（A）限制联邦政府依据本编实施的活动对隐私和公民自由的影响；

（B）限制包含特定个体的个人信息，或能够识别出特定个体之信息的网络威胁指征的接收、保存、使用以及传播，包括——

（i）建立相应机制，及时销毁已知的与本编的授权使用不直接相关的信息；以及

（ii）对网络威胁指征存储期限施加特别限制；

（C）包括保护含有特定个体的个人信息，或能够识别特定个体之信息的网络威胁指征，免于未经授权访问或获取的相关规定，其中包括对联邦政府官员、职员或代理人违反指南的适当制裁；

（D）符合本编和其他法律规定，以及总统于2011年4月颁布的《网络空间可信身份国家战略》附录A中的公平信息实践原则，并对联邦政府保存、使用以及传播依据本编与其共享的网络威胁指征作出相应规定，必要时，包括联邦政府可以使用网络威胁指征的范围；

（E）包括当接收信息的某联邦实体，已知或断定其依照本条接收的信息不构成一项网络威胁指征时，通知其他实体和联邦实体的程序；

（F）最大限度地保护含有特定个体信息，或能识别特定个体之信息的网络威胁指征的机密性，同时须通知接收者该指征仅可基于本编授权的目的使用；以及

（G）包括使网络威胁指征的传播符合对机密信息与其他敏感的国家安全信息保护所需之步骤。

（c）国土安全部处理机制

（1）一般规定——自本法制定之日起90日内，国土安全部部长经与相关联邦实体负责人磋商，应当制定并实施国土安全部的处理机制——

（A）应当依照本条实时接收来自任何非联邦实体的网络威胁指征和防御措施；

（B）在依据第（2）项提交的处理机制充分有效运行认证基础上，该机制应当使联邦政府依据本编接收非联邦实体共享的网络威胁指征和防御措施时，通过电子邮件或媒体、网站互动形式或信息系统间自动化实时机制进行，除非——

（i）符合第1编第4条的规定，联邦实体与非联邦实体之间的通信与事先共享的网络指征有关，其旨在描述相关网络安全威胁，或者在该网络威胁指征的基础上建立防御措施；以及

（ii）乃是受监管的非联邦实体与其监管机构间有关网络安全威胁的通信；

（C）确保所有相关联邦实体都能以自动化的方式，接收通过国土安全部实时处理机制而共享的上述网络威胁指征和防御措施；

（D）符合本条所要求的政策、程序及指南；以及

（E）不限制或禁止对通信、档案或其他信息的合法披露，包括——

（i）由非联邦实体向任何其他非联邦实体或联邦实体报告已知或疑似的犯罪活动，包括与联邦实体共享的，能够促进公开联邦执法调查的网络威胁指征或防御措施；

（ii）联邦调查中的自愿或法律强制性参与；以及

（iii）作为法定或授权合同规定的内容而提供网络威胁指征或防御措施。

（2）认证和指定——

（A）认证——自本法制定之日起90日内，国土安全部部长应当与相关联邦实体负责人磋商，就第（1）项所规定的处理机制在下列事项上是否充分有效运行，向国会提交证明——

（i）联邦政府能通过该机制，依据本编由任何非联邦实体处接收网络威胁指征或防御措施；以及

（ii）符合依据本编制定的临时政策、程序和指南。

（B）指定——

（i）一般规定——在依据第（A）目提交证明之后的任何时间内，总统均可指定除国防部（包括国家安全机构）之外的相关联邦实体，在国土安全部部长建立的处理机制之外，另外制定并实施第（1）项规定的处理机制。在此情况下，总统至少应在该指定作出前30日，向国会提交有关如下事项的证明和说明——

（I）如此指定，对于确保联邦政府依据本编从任何非联邦实体处接收网络威胁指征或防御措施的处理机制之充分、有效、安全运行而言，是必要的；

（II）被指定的相关联邦实体接收、共享网络威胁指征和防御措施，符合本编所规定的政策、程序和方针，包括第（a）款第（3）项第（A）目；以及

（III）该指定符合此联邦实体的任务，并能提高联邦政府依据本编之授权，接收、共享或使用网络威胁指征和防御措施的能力。

（ii）适用于其他处理机制——若总统依据第（i）分目指定相关联邦实体以制定、实施处理机制，则本编适用于第（1）项所规定之处理机制的条款，也应解释为适用于依据第（i）分目而制定、实施的处理机制。

（3）公告和访问——国土安全部部长应当确保已经依据第（1）项制定、实施的处理机制发出公告，并且可供访问，以便——

（A）任何非联邦实体均可通过该处理机制，与联邦政府共享网络威胁指征和防御措施；以及

（B）所有相关联邦实体通过国土安全部的处理机制实时接收网络威胁指征和防御措施，符合第（a）款中发布的政策和程序。

（4）其他联邦实体——依据第（1）项制定、实施的处理机制，应当确保其他联邦实体及时接收任何通过该机制与联邦政府共享的网络威胁指征和防御措施。

（d）与联邦政府共享或为其提供的信息

（1）不放弃特权或保护——依据本编向联邦政府提供的网络威胁指征和防御措施，不构成对任何法律特权或法律保护的放弃，包括商业秘密保护。

（2）专有信息——根据第1编第4条第（c）款第（2）项，以及其他法律的规定，当某一非联邦实体或者按照其书面授权从事活动的第三方，首次将提供的网络威胁指征或防御措施指定为商业信息、金融信息和专有信息时，其他非联邦实体依据本编向联邦政府提供的此类网络威胁指征或防御措施，也应当视为属于上述信息。

（3）披露豁免——依据本编与联邦政府共享的网络威胁指征或防御措施应当——

（A）视为自愿共享的信息，且免于《美国法典》第5编第552条，以及任何要求信息或档案披露的州、部落、或地方法律的限制；以及

（B）不受《美国法典》第5编552条第（b）款第（3）项第（B）目，以及任何要求信息或档案披露的州、部落或地方法律的限制，毫无例外地免于向公众告知。

（4）单方接触——依据本编向联邦政府提供的网络威胁指征或防御措施，不得受制于任何联邦机构、部门或者任何司法原则中，有关与决策官员单方接触禁止规则的限制。

（5）披露、保存和使用——

（A）授权活动——依据本编向联邦政府提供的网络威胁指征和防御措施，在符合其他联邦法律规定的条件下，仅可基于如下目的，向任何联邦机构或部门、联邦政府的分支机构、官员、职员或代理人披露，或者由其保存、使用——

（i）网络安全目的；

（ii）识别下列事项的目的——

（I）网络威胁，包括此网络威胁的来源；

（II）安全漏洞；或

（iii）应对、阻止或减轻特定死亡威胁、身体伤害威胁或严重经济损失威胁的目的，包括恐怖活动或使用大规模杀伤性武器的行为；

（iv）应对、调查、起诉或其他阻止、减轻针对未成年人的严重威胁的目的，包括性侵害和对身体安全的威胁；或

（v）阻止、调查、打击或起诉由第（iii）分目列举的威胁因素引起的犯罪行为，或下列条文所列举之任何犯罪行为的目的——

（I）《美国法典》第18编第1028条至第1030条（有关欺诈与身份盗用）；

（II）《美国法典》第18编第37章（有关间谍和审查）；以及

（III）《美国法典》第18编第90章（有关商业秘密保护）。

（B）禁止性活动——依据本编向联邦政府提供的网络威胁指征和防御措施，不得基于未经第（A）目许可的任何用途，向任何联邦机构或部门披露或者由其保存、使用。

（C）隐私与公民自由——依据本编向联邦政府提供的网络威胁指征和防御措施，应当以如下方式由联邦政府保存、使用及传播——

（i）符合第（a）款和第（b）款规定的政策、程序和指南；

（ii）保护任何可能含有下列信息的网络威胁指征，免于未经授权使用或披露——

（I）特定个体的个人信息；或

（II）能识别特定个体的信息；以及

（iii）保护含有下列信息的网络威胁指征的机密性——

（I）特定个体的个人信息；或

（II）能识别特定个体的信息。

（D）联邦监管权——

（i）一般规定——除第（ii）分目的规定外，依据本编向联邦政府提供的网络威胁指征和防御措施，不得被任何联邦、州、部落或地方政府用于监管（包括采取强制措施）非联邦实体的合法活动，或者由非联邦实体遵照法定标准而从事的任何活动，包括与监控、运行防御措施或共享网络威胁指征相关的活动。

（ii）例外规定——

（I）与预防或减轻网络安全威胁特别相关的监管权——符合联邦或州在预防或减轻信息系统网络安全威胁事项上，所享有之特别监管权的情况下，依据本编向联邦政府提供的网络威胁指征和防御措施，可以告知与该信息系统相关的法规制定或实施情况。

（II）依据本编制定和实施的程序——第（i）分目不得适用于依据本编制定和实施的程序。


 第6条　责任豁免

（a）信息系统监控——若私实体在符合本编规定的情况下，依据第1编第4条第（a）款监控信息系统及信息，则任何法院均不得将之作为提起诉讼的理由，若已提起，则应当立即撤销。

（b）网络威胁指征的共享或接收——在下列情况下，若私实体依据第1编第4条第（c）款共享或接收网络威胁指征，则任何法院均不得将之作为提起诉讼的理由，若已提起，则应当立即撤销——

（1）该共享或接收符合本编的规定；以及

（2）与联邦政府共享的网络威胁指征或防御措施，且共享方式符合第1编第5条第（c）款第（1）项第（B）目的规定，同时，在此情况下，共享或接收行为晚于——

（A）依据第1编第5条第（a）款第（1）项向国会提交临时政策和程序之日，以及依据第1编第5条第（b）款第（1）项向国会提交指南之日；或者

（B）本法制定60日之后。

（c）解释——不得对本编作如下解释——

（1）创设——

（A）共享网络威胁指征或防御措施的义务；或

（B）基于接收网络威胁指征或防御措施的警告或行动义务；或者

（2）削弱或限制其他普通法或成文法抗辩之有效性。


 第7条　政府活动监督

（a）实施报告

（1）一般规定——自本法制定之日起1年内，相关联邦实体负责人应当共同向国会提交一份有关本编实施情况的详细报告。

（2）内容——第（1）项所要求的报告，应包括诸如相关联邦实体负责人为完善或修改本编所规定的权限、政策、程序和指南而提出的建议等，同时，应当包含下列事项：

（A）对通过第1编第5条第（c）款所制定的处理机制而共享实时信息的有效性进行评估，包括对实时共享中的实施障碍进行评估。

（B）对网络威胁指征或防御措施是否适当分类进行评估，以及说明联邦政府基于与私营部门共享网络威胁指征或防御措施的目的，授权安全调查的次数。

（C）通过第1编第5条第（c）款所制定的处理机制而接收网络威胁指征或防御措施的数量。

（D）依据本编已接收网络威胁指征或防御措施的联邦实体清单。

（b）两年一次的合规报告

（1）一般规定——相关联邦实体监察长经与情报系统监察长和金融监管监察长委员会磋商，自本法制定之日起2年内，且于其后至少每两年一次，应当就联邦政府行政部门近两年来为实施本编而采取的措施，共同向国会提交一份联合报告。

（2）内容——在报告所述期间内，依据第（1）项而提交的每份报告，应当包括下列事项：

（A）对与联邦政府内部网络威胁指征共享有关的政策、程序和指南的充分性进行评估，包括有关移除与网络安全威胁并不直接相关的特定个体个人信息，或者能识别特定个体之信息的政策、程序和指南。

（B）对网络威胁指征或防御措施是否适当分类进行评估，以及说明联邦政府基于与私营部门共享网络威胁指征或防御措施的目的，授权安全调查的次数。

（C）审查联邦政府基于其依据本编接收的网络威胁指征或防御措施而采取的相关措施，包括对下列事项的审查：

（i）网络威胁指征或防御措施后续使用及传播的恰当性。

（ii）网络威胁指征或防御措施是否以及时、适当的方式与相关实体共享，或者若适当，是否已将之公布。

（D）对依据本编与相关联邦实体共享的网络威胁指征或防御措施进行评估，包括下列事项：

（i）通过第1编第5条第（c）款所制定的处理机制而共享的网络威胁指征或防御措施的数量。

（ii）对任何由非联邦政府实体因违反本编规定而与联邦政府共享的，或者违反本编规定的指南在联邦政府内部共享的，与网络安全威胁并不直接相关的特定个体的个人信息，或者能识别特定个体的信息进行评估，包括对任何显著违反本编规定之行为的说明。

（iii）根据司法部部长的陈述，联邦实体使用依据本编共享的信息控告第1编第5条第（d）款第（5）项第（A）目所列举之犯罪行为的次数。

（iv）定量并定性评估与联邦政府共享的网络威胁指征或防御措施，对特定个体的隐私和公民自由状况所产生的影响，包括根据第1编第5条第（b）款第（3）项第（E）目规定的程序，因未能成功移除与网络安全威胁并不直接相关的特定个体的个人信息，或者能识别特定个体的信息而发布的通知次数。

（v）联邦政府为减少依据本编实施的活动对美国人民隐私和公民自由产生的不利影响，而采取之措施的适当性。

（E）对联邦实体间的网络威胁指征或防御措施共享进行评估，以发现影响信息共享的不当障碍。

（3）建议——依据本款提交的每份报告，都应包括诸如监察长为完善或修改本编所规定的权限、机制而提出的相关建议。

（c）个人信息移除的独立报告——自本法制定之日起3年内，美国联邦政府审计总长应当就联邦政府依据本编之规定，为移除网络威胁指征或防御措施中的个人信息所采取的措施，向国会提交一份报告。该报告应当包含对依据本编制定的政策、程序和指南，在保护隐私和公民自由问题上的充分性进行评估。

（d）报告形式——本条所要求的每份报告均应当以非机密形式提交，但可以包含一份机密附件。

（e）报告的公开——本条所规定的报告，非机密部分应当予以公开。


 第8条　解释和优先权

（a）其他合法披露——不得对本编作如下解释——

（1）限制或禁止非联邦实体依据本编向任何其他非联邦实体或联邦政府，就通信、档案或其他信息进行合法披露，包括对已知或疑似犯罪活动的报告；

（2）限制或禁止任何联邦实体对上述披露的合法使用，即便上述其他合法披露乃重复或复制依据本编所作的披露。

（b）举报者的保护——对本编的解释，不得禁止或限制披露受《美国法典》第5编第2302条第（b）款第（8）项（管辖对违法行为、浪费、欺诈、滥用、公共健康或安全威胁的披露）、《美国法典》第5编第7211条（管辖向国会的披露）、《美国法典》第10编第1034条（管辖现役军人向国会的披露）、《1947国家安全法》第1104条（《美国法典》第50编第3234条）（管辖情报系统机构职员所作的披露）、联邦或州的其他类似法律保护的信息。

（c）来源和方法的保护——不得对本编作如下解释——

（1）针对联邦政府及其任何机构、部门提起的诉讼创设豁免或施加其他影响，从而避免执行管理机密信息适当操作、披露或使用的任何法律、行政命令或程序。

（2）影响授权执法行为或情报活动；或者

（3）修改联邦政府部门或机构的权限，以保护机密信息、情报来源和方法以及美国的国家安全。

（d）与其他法律的关系——对本编的解释，不得为了促成非联邦实体向联邦政府提供信息而对任何其他法律规定施加影响。

（e）禁止行为——对本编的解释，不得许可价格操纵、在竞争者间分配市场、垄断或意图垄断市场、联合抵制，或者交换成本信息、客户名单或有关未来竞争规划的信息。

（f）信息共享关系——对本编不得作如下解释——

（1）限制或修改现有的信息共享关系；

（2）禁止新的信息共享关系；

（3）强制在任何非联邦实体与联邦实体之间，或非联邦实体与另一非联邦实体之间建立新的信息共享关系；

（4）强制使用第1编第5条第（c）款所制定的国土安全部处理机制。

（g）合同义务和权利的保留——不得对本编作如下解释——

（1）修改、废除或取代任何当前或未来的合同协议、服务协议条款，或者任何非联邦实体之间，或非联邦实体与联邦实体之间的合同关系；或者

（2）废止非联邦实体或联邦实体的商业秘密或知识产权。

（h）反摊派任务限制——对本编的解释，不得允许联邦实体——

（1）强制某一非联邦实体向联邦实体或另一非联邦实体提供信息；

（2）与非联邦实体共享网络威胁指征，以该实体向联邦实体或另一非联邦实体提供网络威胁指征为条件；或者

（3）授予联邦拨款、签订联邦合同或确定联邦采购，以该非联邦实体向联邦实体或另一非联邦实体提供网络威胁指征为条件。

（i）不参与，无责任——对本编的解释，不得使选择不参与本编所授权之自愿活动的任何实体承担责任。

（j）信息使用与保存——对本编的解释，不得为了在本编许可的用途之外保存或使用本编所共享的信息，授权或者修改联邦政府部门或机构的现有权限。

（k）联邦优先权

（1）一般规定——限制或特别规制本编之授权活动的州或其政治分支机构的任何法律法规，均由本编取代。

（2）州法律实施——对本编的解释，不得在已获授权的法律实施惯例和程序运用事项上，取代州或其政治分支机构的法律法规。

（l）监管权——不得对本编作如下解释——

（1）授权颁布非经本编特别授权发布的法规；

（2）设立或限制非经本编特别设立或限制的任何监管权；

（3）授权可能会与另一项联邦法律的规制要求、法定标准或相关机制重复或冲突的规制措施。

（m）国防部部长应对外国势力恶意网络活动的权力——对本编的解释，不得限制国防部部长依据《美国法典》第10编第130条第（g）款享有的权力。

（n）刑事诉讼——当现行联邦、州、部落或地方的法律，要求在刑事诉讼案件中披露依据本编共享的网络威胁指征或防御措施时，对本编的解释，不得阻止上述披露。


 第9条　网络安全威胁报告

（a）所需报告——自本法制定之日起180天内，国家情报总监协同其他情报系统相关部门负责人，应当向参议院特别情报委员会与众议院常设特别情报委员会提交一份有关网络安全威胁的报告，包括网络攻击、网络盗窃与数据泄露。

（b）内容——第（a）款要求的报告应当包含如下内容：

（1）对美国目前与其他国家在网络安全威胁事项上的情报共享与合作关系进行评估，包括直接针对美国以及威胁美国国家安全利益、经济和知识产权的网络攻击、网络盗窃和数据泄露，特别需明确此类关系的相对效用、哪些情报系统部门参与此类关系、此类关系是否能够推进以及如何推进。

（2）实施网络安全威胁的主要国家与非国家行为体清单，以及对它们的评估，包括针对美国以及威胁美国国家安全、经济和知识产权的网络攻击、网络盗窃或数据泄露。

（3）对美国政府用以应对或预防网络安全威胁（包括因私实体延迟通知而恶化的，直接针对美国私营部门的网络攻击、网络盗窃或数据泄露）的机制情况进行说明。

（4）对其他能够提高美国预防、应对网络安全威胁（包括网络攻击、网络盗窃和数据泄露）能力的技术或机制进行评估。

（5）对私营部门采取的，能迅速用于协助情报系统预防和应对网络安全威胁的任何技术或做法进行评估。

（c）报告形式——第（a）款要求的报告，应当同时以机密和非机密的形式提交。

（d）情报系统的定义——本条中，术语“情报系统”的意思，可参见《1947国家安全法》第3条（《美国法典》第50编第3003条）。


 第10条　国防部部长传播特定信息的权力限制例外

尽管有《美国法典》第10编第393条第（c）款第（3）项的规定，国防部部长仍可依照本编制定或发布的政策、程序和指南，授权网络威胁指征和防御措施的共享。


 第11条　生效期间

（a）一般规定——除第（b）款的规定外，本编及其修正案的效力，将始于本法制定之日，终于2025年9月30日。

（b）例外规定——经本编授权的任何行为，或者依照本编的授权行为而获取的信息，若发生在第（a）款所规定的失效日期之前，则本编之条款继续有效。



————————————————————


(1)
  42 U．S．Code § 2000ee-1 应为“隐私与公民自由官员”（Privacy and civil liberties officers）。



第二编　国家网络安全促进


第一章　国家网络安全和通信整合中心


 第1条　简称

本章可简称为《2015国家网络安全保护促进法》。


 第2条　定义

本章中：

（1）相关国会委员会——术语“相关国会委员会”是指——

（A）参议院国土安全与政府事务委员会；以及

（B）众议院国土安全委员会。

（2）网络安全风险与事件——术语“网络安全风险”与“事件”的意思，可参见经本法第2编第2章第3条第（a）款第（3）项重新修订的《2002国土安全法》第227条。

（3）网络威胁指征、防御措施——术语“网络威胁指征”与“防御措施”的意思，可参见第1编第2条。

（4）部门——术语“部门”是指国土安全部。

（5）部长——术语“部长”是指国土安全部部长。


 第3条　信息共享架构与流程

经本法第2编第2章第3条第（a）款第（3）项重新修订的《2002国土安全法》第227条，作如下修正——

（1）在第（a）款中——

（A）将第（3）项和第（4）项分别重新修订为第（4）项和第（5）项；

（B）删除第（1）项和第（2）项，插入如下条款：

“（1）术语‘网络安全风险’——

“（A）是指由于未获授权的访问、使用、披露、劣化、侵扰、修改、破坏信息或信息系统而导致或给其带来的威胁、漏洞及其相关后果，也包括由恐怖主义行为导致的相关后果；以及

“（B）不包括仅违反消费者服务条款或消费者许可协议的行为；

“（2）术语‘网络威胁指征’和‘防御措施’的意思，参见《2015网络安全法》第1编第2条；

“（3）术语‘事件’是在未获合法权限的情况下，现实或紧迫地损害信息系统或信息系统之信息的完整性、机密性或可用性的事件；”；

（C）在重新修订后的第（4）项中，删除末尾的“以及”；

（D）在重新修订后的第（5）项中，删除末尾的“句号”，插入“；以及”；同时

（E）在末尾增加如下条款：

“（6）术语‘共享’（包括所有相关行为的结合）是指提供、接收和传播（包括上述所有事项的结合）。”；

（2）在第（c）款中——

（A）第（1）项——

（i）在末尾分号前插入“包括《2015网络安全法》第1编的实施”；以及

（ii）在“网络安全风险”前，插入“网络威胁指征、防御措施”。

（B）在第（3）项中，删除“网络安全风险”，插入“网络威胁指征、防御措施、网络安全风险，”；

（C）在第（5）项第（A）目中，删除“网络安全风险”，插入“网络威胁指征、防御措施、网络安全风险，”；

（D）在第（6）项中——

（i）删除“网络安全风险”，插入“网络威胁指征、防御措施、网络安全风险”；以及

（ii）删除末尾的“以及”；

（E）在第（7）项中——

（i）删除第（A）目末尾的“以及”；

（ii）删除第（B）目末尾的句号，插入“以及”；同时

（iii）在末尾增加如下条款：

“（C）共享网络威胁指征和防御措施；”；以及

（F）在末尾增加如下条款：

“（8）同国际合作伙伴接洽，并与其他相关机构磋商，以——

“（A）在网络威胁指征、防御措施以及有关网络安全风险和事件的信息上展开协作；

“（B）提高全球网络安全的安全性及恢复能力；

“（9）与相关联邦和非联邦实体（包括关键基础设施的各个部门），以及各州和主要城市地区的相关融合中心，共享网络威胁指征、防御措施以及其他与网络安全风险和事件相关的信息；

“（10）适当参加由国土安全部发起的全国演习；以及

“（11）与国土安全部应急通信办公室协作，评估有关网络事件和公共安全通信的后果、漏洞与威胁信息，以促进持续提升此类通信的安全性及恢复力。”；

（3）在第（d）款第（1）项中——

（A）在第（B）目中——

（i）删除第（i）分目中的“以及地方”，插入“，地方和部落”；

（ii）删除第（ii）分目的“；和”，插入“，包括信息共享和分析中心；”；

（iii）在第（iii）分目的末尾增加“和”；以及

（iv）在末尾增加如下条款：

“（iv）私实体；”。

（B）删除第（D）目末尾的“以及”；

（C）将第（E）目重新修订为第（F）目；同时

（D）在第（D）目之后，插入如下条款：

“（E）与州、地方政府在网络安全风险和事件上展开协作且已与中心建立自愿信息共享关系的实体；以及”；

（4）在第（e）款中——

（A）第（1）项中——

（i）在第（A）目中的“信息”前插入“网络威胁指征、防御措施，以及”；

（ii）在第（B）目中的“相关信息”前插入“网络威胁指征、防御措施以及”；

（iii）在第（F）目中——

（I）删除“网络安全风险”，插入“网络威胁指征、防御措施、网络安全风险”；以及

（II）删除末尾的“以及”；

（iv）在第（G）目中，删除“网络安全风险和事件”，插入“网络威胁指征、防御措施、网络安全风险和事件；以及”；以及

（v）在末尾增加如下条款：

“（H）中心指定一个机构与非联邦实体联络；”。

（B）在第（2）项中——

（i）删除“网络安全风险”，插入“网络威胁指征、防御措施、网络安全风险，”；以及

（ii）在“访问”后插入“或者披露”；以及

（C）在第（3）项末尾的句号前插入“，包括与依据第2编第2章第2条任命的隐私官合作，以确保中心遵循《2015网络安全法》第1编第5条第（b）款以及第（d）款第（5）项第（C）目所规定的特定政策和程序”；以及

（5）在末尾增加如下条款：

“（g）自动信息共享

“（1）一般规定——依据第1编第3条第（a）款第（1）项第（H）目任命的副部长，协同相关行业及其他利害关系各方，应当制定采用现有信息技术行业标准及最佳实践的机制，以帮助并快速推进《2015网络安全法》第1编所规定的网络威胁指征和防御措施自动共享机制的发展、运用与实施。

“（2）年度报告——依据第1编第3条第（a）款第（1）项第（H）目任命的副部长，应当就第（1）项所述机制的建立情况及进展问题，向参议院国土安全与政府事务委员会，以及众议院国土安全委员会提交年度报告。直至该机制充分实施，报告方可终止。

“（h）自愿信息共享程序

“（1）程序——

“（A）一般规定——基于本条所规定的网络安全宗旨，中心可以与任何已经同意的非联邦实体，建立自愿信息共享关系，以共享网络威胁指征和防御措施。对本款之解释，不得强制任何非联邦实体与中心或任何其他实体，建立任何类似的信息共享关系。中心可以基于任何理由（包括中心认为其与非联邦实体达成的上述关系已经违反本款），在部长的自主决定下，通过第1编第3条第（a）款第（1）项第（H）目任命的副部长终止自愿信息共享关系。

“（B）国家安全——部长可以基于任何理由，通过第1编第3条第（a）款第（1）项第（H）目任命的副部长，自主决定拒绝建立本款规定的自愿信息共享关系，包括部长认为采取这种做法将有利于国家安全。

“（2）自愿信息共享关系——本款规定的自愿信息共享关系，在本项中可视为一项协议。

“（A）标准协议——中心应当在部门网站上公布符合本条的标准协定，以供非联邦实体使用。

“（B）议定协议——基于非联邦实体的请求，并且如果中心认为适当时，国土安全部应当在部长的自主决定下，通过第1编第3条第（a）款第（1）项第（H）目任命的副部长，议定符合本条规定的非标准协议。

“（C）既存协议——尽管本款另有其他规定或要求，但在本款制定之前由中心和非联邦实体达成的协议，或者该协议在本款制定前即已生效的，仍应当视为符合本款的要求。自2014年12月31日起，依据《网络安全信息共享与协作的合作研发协议》，本款中的协议应当包含实质上的相关隐私保护。对本款的解释，不得强制非联邦实体按照本款达成标准或议定协议。

“（i）直接报告——部长应当制定由中心主任向其直接汇报重要网络安全风险与事件的政策和程序。

“（j）国际合作报告——国土安全部部长应当自本款制定之日起180日内，并于此后定期就其依据第（c）款第（8）项与相关国际合作伙伴为增强网络安全协作所从事的工作情况，向参议院国土安全与政府事务委员会以及众议院国土安全委员会提交报告。

“（k）推广——自本款制定之日起60日内，部长通过依据第1编第3条第（a）款第（1）项第（H）目任命的副部长，应当——

“（1）向公众宣传如何与中心自愿共享网络威胁指征和防御措施；以及

“（2）为了上述共享，加大对关键基础设施所有者和经营者的推广力度。

“（l）漏洞披露协调——国土安全部部长应当协同行业及其他利害关系各方，制定并遵守部门政策与程序，以协调漏洞披露。”。


 第4条　信息共享与分析组织

《2002国土安全法》第212条（《美国法典》第6章、编第131条），作如下修正：

（1）第（5）项中——

（A）在第（A）目中——

（i）在“关键基础设施”后，插入“，包括与网络安全风险和事件有关的信息，”；以及

（ii）在“与关键基础设施有关的”后插入“，包括网络安全风险和事件，”。

（B）在第（B）目中——

（i）在“关键基础设施信息”后插入“，包括网络安全风险和事件”；以及

（ii）在“与关键基础设施有关的”后插入“，包括网络安全风险和事件”；同时

（C）在第（C）目的“关键基础设施信息”后插入“网络安全风险和事件，”；以及

（2）在结尾增加如下条款：

“（8）网络安全风险；事件——术语“网络安全风险”和“事件”的意思，可参见第2编第2章第7条。”。


 第5条　国家应对框架

经本法第2编第2章第3条第（a）款第（4）项增订的《2002国土安全法》第228条，在末尾增加如下条款以作修正：

“（d）国家应对框架——国土安全部部长协同其他相关联邦部门和机构的负责人，依照第（c）款规定的《国家网络安全事件应对计划》，应当定期更新、维护并运用国土安全部之《国家应对框架之网络事件附件》。


 第6条　减轻国土安全部数据中心网络安全风险的报告

自本法制定之日起1年内，国土安全部部长应当就国土安全部为减轻数据中心的网络安全风险而创建之环境的可行性问题，向相关国会委员会提交一份报告，包括对系统间的深化细分，以及在不同分区间提供交叉安全控制。


 第7条　评估

自本法制定之日起2年内，美国审计总长应当向相关国会委员会提交一份包含如下内容的报告——

（1）国土安全部部长实施本编及其修正案的情况评估；以及

（2）在切实可行的范围内，查明下述信息共享的增长状况，即网络威胁指征、防御措施，以及与经本法第2编第2章第3条第（a）款重新修订的《2002国土安全法》第227条建立之中心的网络安全风险和事件有关的信息。


 第8条　关键基础设施多重并发的网络事件

自本法制定之日起1年内，依据《2002国土安全法》第103条第（a）款第（1）项第（H）目［《美国法典》第6编第113条第（a）款第（1）项第（H）目］任命的副部长，应当就制订风险告知计划以消除影响关键基础设施的多重并发网络事件风险的可行性问题，向相关国会委员会提供信息，包括可能会对其他关键基础设施产生级联效应
(1)

 的网络事件。


 第9条　美国端口网络安全漏洞的报告

自本法制定之日起180日内，国土安全部部长应当就其认为具有最高网络安全事件风险的10类美国端口的网络安全漏洞情况，向相关国会委员会，参议院商业、科学和交通委员会，众议院交通与基础设施委员会提交一份报告，并就如何填补上述漏洞提出建议。


 第10条　新监管权禁止

对此章或其修正案的解释，不得授予国土安全部部长任何权力颁布、设定在本法制定之日前并未生效的，涉及非联邦实体（不包括州、地方或部落政府）网络安全的法规、标准。


 第11条　报告要求的终止

本章的任何报告要求，均应当在本法制定之日起7年后终止。



————————————————————


(1)
  级联效应（cascading effect），是一种并发性反应，主要表现为通过影响系统的某一行为，便可引发一系列不可避免甚至是不可预测的连锁事件。——译者注


第二章　联邦网络安全强化


 第1条　简称

本章可简称为《2015联邦网络安全强化法》


 第2条　定义

本章中：

（1）机构——术语“机构”的意思，可参见《美国法典》第44编第3502条。

（2）机构信息系统——术语“机构信息系统”的意思，可参见经本法第2编第2章第3条第（a）款第（4）项增订的《2002国土安全法》第228条。

（3）相关国会委员会——术语“相关国会委员会”是指：

（A）参议院国土安全与政府事务委员会；以及

（B）众议院国土安全委员会。

（4）网络安全风险；信息系统——术语“网络安全风险”与“信息系统”的意思可参见经本法第2编第2章第3条第（a）款第（3）项重新修订的《2002国土安全法》第227条。

（5）局长——术语“局长”指行政管理和预算局局长。

（6）情报系统——术语“情报系统”的意思可参见《1947国家安全法》第3条第（4）项［《美国法典》第50编第3003条第（4）项］。

（7）国家安全系统——术语“国家安全系统”的意思可参见《美国法典》第40编第11103条。

（8）部长——术语“部长”指国土安全部部长。


 第3条　改进后的联邦网络安全

（a）一般规定——《2002国土安全法》第2编第C章（《美国法典》第6编第141条以下）作如下修改——

（1）将第228条修订为第229条；

（2）通过增订第（4）项，将第227条修订为第228条第（c）款，同时调整相应的页边距；

（3）将已修订为第226条（有关国家网络安全和通信整合中心）的第2条，重新修订为第227条；

（4）在修订后的第227条之后，插入如下条款：

“第228条网络安全计划

“（a）定义——本条中——

“（1）术语‘机构信息系统’，是指由某一机构或者代表某一机构的另一实体使用或运行的信息系统；

“（2）术语‘网络安全风险’和‘信息系统’的意思可参见第227条；

“（3）术语‘情报系统’的意思可参见《1947国家安全法》第3条第（4）项［《美国法典》第50编第3003条第（4）项］；以及

“（4）术语‘国家安全系统’的意思可参见《美国法典》第40编第11103条。

“（b）入侵评估计划

“（1）要求——国土安全部部长应当协同行政管理和预算局局长——

“（A）制订并实施入侵评估计划，以常规性主动监测、识别并移除机构信息系统中的入侵者；以及

“（B）在必要时更新计划。

“（2）例外规定——第（1）款所要求的入侵评估计划，不得适用于国防部、国家安全系统或者情报系统机构。”。

（5）删除“第226条”，插入“第227条”，以重新修订为第228条第（c）款；以及

（6）在修订后的第229条之后增加如下条款：

“第230条联邦入侵检测和预防系统

“（a）定义——本条中——

“（1）术语‘机构’的意思可参见《美国法典》第44编第3502条；

“（2）术语‘机构信息’是指由某一机构或者代表某一机构收集或维护的信息；

“（3）术语‘机构信息系统’的意思可参见第228条；

“（4）术语‘网络安全风险’和‘信息系统’的意思可参见第227条。

“（b）要求

“（1）一般规定——自本条制定之日起1年内，国土安全部部长应当部署、运行、维护如下机制，以供任何机构有偿或无偿使用——

“（A）检测网络流量中向机构信息系统传输，或由机构信息系统传输之网络安全风险的机制；以及

“（B）防止含有网络安全风险的网络流量，向机构信息系统传输，或由机构信息系统传输，或者调整该网络流量以移除网络安全风险的机制。

“（2）定期改善——国土安全部部长应当在第（1）项所规定的入侵检测与预防机制中，定期适当部署新的技术并调整现存技术，以改善入侵检测与预防机制。

“（c）活动——在执行第（b）款的过程中，国土安全部部长——

“（1）可以获取向机构信息系统传输，或由机构信息系统传输的信息，同时，机构负责人也可以向国土安全部部长，或依据第（2）项为国土安全部部长提供协助的私实体披露上述信息，而不管国土安全部部长或依据第（2）项向其提供协助的私实体从何处获取上述信息，即便另有其他的法律规定，可能会限制或禁止机构负责人向国土安全部部长，或依据第（2）项为国土安全部部长提供协助的私实体披露上述信息；

“（2）可以与私实体建立合同或其他协议关系，或者请求并获取私实体的协助，以依照第（b）款部署、运行、维护相应技术；

“（3）仅可基于保护信息和信息系统免受网络安全风险的目的，保留、使用以及披露通过本条的授权活动获得的信息；

“（4）应当通过真实世界和模拟环境的运行测评，对可用的先进保护技术（包括商业和非商业技术，以及除基于标志的检测
(1)

 之外的检测技术）进行定期评估，以改善检测与预防机制，以及适当时获取、测试、部署此类技术；

“（5）应当通过其获取、测试、部署的第（4）项中规定的技术，尽可能快地建立试点；

“（6）应当定期更新《2002电子政务法》第208条第（b）款（《美国法典》第44编第3501条注释）所规定的隐私影响评估。

“（d）原则——在执行第（b）款的过程中，国土安全部部长应当确保——

“（1）依据本条实施的活动，乃是基于保护机构信息与机构信息系统免受网络安全风险的合理需要；

“（2）其所获信息的存留期限，不得超过基于保护机构信息与机构信息系统免受网络安全风险的合理需要；

“（3）基于保护机构信息与机构信息系统之目的，已向机构信息系统的使用者发出有关获取其通信情况的通知；以及

“（4）活动的实施遵照管理入侵检测与预防机制运行的政策和程序进行。

“（e）私实体

“（1）条件——第（c）款第（2）项中规定的私实体，不得——

“（A）向国土安全部或者依据第（c）款第（1）项实施信息披露的机构之外的任何实体，披露向机构信息系统传输，或由机构信息系统传输的任何网络流量，包括与网络安全风险不直接相关的特定个体个人信息，或者能识别特定个体的信息；或者

“（B）在保护机构信息和机构信息系统免受网络安全风险，或者执行依据第（c）款第（2）项达成的合同、其他协议，或执行作为与国土安全部部长签订的另一合同之组成部分的合同、其他协议的目的外，将向机构信息系统传输的网络流量，或由机构信息系统传输的网络流量，用于其获取访问权限。

“（2）责任条件——私实体依照本条以及根据第（c）款第（2）项达成的任何合同或协议，向国土安全部部长提供协助时，任何法院均不得将之作为提起诉讼的理由。

“（3）解释规则——对第（2）项的解释，不得授权互联网服务提供商在未经消费者同意的情况下，违背与消费者之间的协议。

“（f）隐私官审查 ——自本条制定之日起1年内，依据第222条任命的隐私官，经与司法部部长磋商，应当对依据本条执行的项目政策和指南进行审查，以确保上述政策和指南符合生效的相关隐私权法，包括那些管理通信获取、拦截、保存、使用和披露的法律法规。”

（b）机构职责

（1）一般规定——除第（2）项的规定外——

（A）自本法制定之日起1年内，或者国土安全部部长依据经本法第（a）款增订的《2002国土安全法》第230条第（b）款第（1）项的规定，制定入侵检测与预防机制之日起2个月内（以时间较后者为准），各机构负责人应当将该机制应用且持续运用于机构信息系统和机构信息系统之外的任何信息系统间传输的信息；以及

（B）自国土安全部部长根据经本法第（a）款增订的《2002国土安全法》第230条第（b）款第（2）项的规定，改善入侵检测与预防机制之日起6个月内，各机构的负责人应当应用并持续运用于改进后的入侵检测与预防机制。

（2）例外规定——第（1）项的规定不得适用于国防部、国家安全系统或情报系统机构。

（3）定义——尽管第222条另有规定，但在本款中，术语“机构信息系统”是指某个机构拥有或运行的信息系统。

（4）解释规则——对本款的解释，不得限制某一机构在其负责人的自主决定下，或者依据相关政策、指令和方针，将入侵检测与预防机制应用于——除经本法第（a）款增订的《2002国土安全法》第230条第（b）款第（1）项规定的机构信息系统之外的——其他信息系统。

（c）目录修正

《2002国土安全法》第1条第（b）款（《美国法典》第6编第101条注释）中的目录作如下修正：删除与已修订为第226条的第1条有关的条款，删除与已修订为第226条（有关国家网络安全和通信整合中心）、第227条、第228条的第2条有关的条款，插入如下内容：

“第226条网络安全人员招聘与留用。

“第227条国家网络安全和通信整合中心。

“第228条网络安全计划。

“第229条调查。

“第230条联邦入侵检测和预防系统”


 第4条　先进的内部防御

（a）先进的网络安全工具

（1）一般规定——部长的工作应当包括，在整个部门的共同努力下，持续诊断并减轻网络安全风险，强化网络安全工具，包括使用商业性及免费或公开的源码工具，以提高网络活动的透明度，检测并减轻入侵活动及异常活动。

（2）计划制订——行政管理和预算局局长应当制订相应计划，同时，国土安全部部长应当贯彻执行该计划，以确保各机构均可使用先进的网络安全工具，包括第（1）项所述的工具，以检测并减轻入侵活动及异常活动。

（b）区分先进安全工具级别——行政管理和预算管理局局长和国土安全部部长，经与相关机构磋商，应当——

（1）审查并更新联邦政府范围内的政策和项目，以确保对机构网络内部的网络安全监控工具进行适当的分级、使用；以及

（2）向相关国会委员会简要报告上述分级和使用情况。

（c）提升衡量标准——国土安全部部长经与行政管理和预算局局长合作，应当依据《美国法典》第44编第3554条，审查并更新安全性衡量标准，包括对入侵和事件监测、回应时间的衡量。

（d）透明度与责任制——行政管理和预算局局长，经与国土安全部部长磋商，应当提高机构网络安全态势的公共透明度，包括在联邦政府运营网站上增加可用衡量标准的数量，同时在可行范围内最大限度地为部门机构及小微机构列明相关衡量标准。

（e）技术维护——《美国法典》第44编第3353条第（b）款第（6）项第（B）目作如下修正：在“部署”之后插入“，运营与维护”。

（f）例外规定——本条的规定不得适用于国防部、国家安全系统以及情报系统机构。


 第5条　联邦网络安全要求

（a）联邦网络安全标准实施——依照《美国法典》第44编第3553条，国土安全部部长经与行政管理和预算局局长磋商，应当行使相应权力，发布具有约束力的运行指令，从而在确保机构及时采用并遵守《美国法典》第40编第11331条颁布的政策和标准方面，协助行政管理和预算局局长，以保护机构信息系统的安全。

（b）对机构的网络安全要求

（1）一般规定——依照《美国法典》第44编第35章第2节有关信息安全的政策、标准、指南及指令，《美国法典》第40编第11331条所颁布的标准和指南，以及除本款第（2）项的规定外，自本法制定之日起1年内，各机构的负责人应当——

（A）依照《美国法典》第44编第3505条第（c）款第1部分（有关主要信息系统的目录），以及第2部分（有关信息系统的目录）所规定的目录，识别由其存储的敏感数据及关键业务数据；

（B）评估对第（A）目所罗列之数据的访问控制，以及对数据便易存储的需要、个体使用数据的需要；

（C）将存储或传输于机构信息系统的第（A）目中罗列的数据，对未经授权的用户进行加密，或通过其他方式使其无法破译；

（D）为访问各机构公共网站均需用户认证的个体，提供由一般事务管理局局长和国土安全部部长共同合作开发的单点登录
(2)

 身份信任平台；以及

（E）根据《2014网络安全强化法》第504条（公法编号113-274；《美国法典》第15编第7464条），对下列事项实施身份管理，包括多重因素认证——

（i）对机构信息系统的远程访问；以及

（ii）具有机构信息系统较高权限的用户账号。

（2）例外规定——第（1）项的规定不得应用于下列机构信息系统——

（A）该机构的负责人已亲自就如下事项，向行政管理与预算局局长提交证明：

（i）认证中的操作要求，以及与机构信息系统相关的操作要求，会使其因贯彻该网络安全要求而承担过于繁重的负担；

（ii）该网络安全要求，对于保护机构信息系统，或者存储、传输于其中的机构信息而言，并非必需的；以及

（iii）该机构已采取一切必要措施，保护机构信息系统，或者存储、传输于其中的机构信息；同时

（B）该机构负责人或其指定的人员，已向相关国会委员会及机构授权委员会提交了第（A）目所规定的证明。

（3）解释——对本条的解释，不得变更国土安全部部长、行政管理和预算局局长或者美国国家标准和技术研究院主任贯彻实施《美国法典》第44编第35章第2节的权力，不得对国家标准和技术研究院的标准流程或《美国法典》第44编第3553条第（a）款第（4）项的其他要求施加影响，不得阻止完善或改进用于促进联邦信息安全的技术、标准、政策及指南。

（c）例外规定——本条的规定不得适用于国防部、国家安全系统以及情报系统机构。


 第6条　评估、报告

（a）定义——本条中：

（1）机构信息——术语“机构信息”的意思可参见经本法第2编第2章第3条第（a）款第（6）项增订的《2002国土安全法》第230条。

（2）网络威胁指征；防御措施——术语“网络威胁指征”“防御措施”的意思可参见第1编第2条。

（3）入侵评估——术语“入侵评估”是指为识别并移除机构信息系统中的入侵者而依据入侵评估计划采取的措施。

（4）入侵评估计划——术语“入侵评估计划”是指经本法第2编第2章第3条第（a）款第（4）项增订的《2002国土安全法》第228条第（b）款第（1）项要求的计划。

（5）入侵检测与预防机制——术语“入侵检测与预防机制”是指经本法第223条第（a）款第（6）项增订的《2002国土安全法》第230条第（b）款要求的机制。

（b）第三方评估——自本法制定之日起3年内，审计总长应当就联邦政府为保护机构信息系统而制定之方案和战略（包括入侵检测与预防机制、入侵评估计划）的有效性问题，展开研究并发布报告。

（c）呈报国会

（1）入侵检测与预防机制——

（A）国土安全部部长报告——国土安全部部长自本法制定之日起6个月内，且于此后每年度均应当向相关国会委员会提交关于入侵检测与预防机制实施情况的报告，包括——

（i）对隐私控制的说明；

（ii）说明用于检测网络流量中网络安全风险的技术与机制，包括含有现存商业与非商业技术的技术与机制；

（iii）说明用于阻止含有网络安全风险的网络流量，向机构信息系统传输，或由机构信息系统传输的技术与机制，包括含有现存商业与非商业技术的技术与机制；

（iv）重复使用入侵检测与预防机制时，用于检测网络流量中向机构信息系统传输，或由机构信息系统传输之网络安全风险的指征、标识或技术类型清单及各类型数量；

（v）入侵检测与预防机制检测网络流量中向机构信息系统传输，或由机构信息系统传输网络之安全风险的实例数量，以及阻止含有网络安全风险的网络流量的次数；以及

（vi）说明依据经本法第2编第2章第3条第（a）款第（6）项增订的《2002国土安全法》第203条第（c）款第（5）项建立的试点情况，包括已测试的新技术数量，以及参与机构的数量。

（B）行政管理和预算局报告——行政管理和预算局局长应当自本法制定之日起18个月内，且于此后按年度就入侵检测与预防机制的机构应用情况，向国会提交一份分析报告［作为《美国法典》第44编第3553条第（c）款所要求之报告的一部分］，包括——

（i）各机构清单及各机构将入侵检测与预防机制应用于机构信息系统的程度；以及

（ii）按机构列明——

（I）入侵检测与预防机制检测网络流量中向机构信息系统传输，或由机构信息系统传输之网络安全风险的实例数量，以及用于检测该网络安全风险的指征、标识或技术类型；以及

（II）入侵检测与预防机制已阻止含有网络安全风险的网络流量，向机构信息系统传输，或由机构信息系统传输的实例数量，以及用于检测该机构信息系统的指征、标识或技术类型。

（C）首席信息官——自本法制定之日起18个月至2年内，联邦首席信息官应当审核并向相关国会委员会提交评估入侵检测与预防机制的报告，包括——

（i）系统检测、损坏、阻止网络威胁因子（包括高级顽固威胁），以免其访问机构信息及机构信息系统的有效性；

（ii）依据《2002国土安全法》第2编第D章（《美国法典》第6编第231条以下诸款）而设置的入侵检测与预防机制、持续诊断与危害减轻机制及其他系统，是否能够有效地保护联邦信息系统；

（iii）入侵检测与预防机制的成本收益，包括与商业技术和工具相比的成本收益，以及机密网络威胁指征的价值；以及

（iv）当敏感网络威胁指征与防御措施通过非机密机制共享，以运用于商业技术与工具时，机构保护上述指征和防御措施的能力。

（2）行政管理与预算局关于入侵评估计划、先进内部防御以及联邦网络安全要求的发展和实施报告——局长应当——

（A）自本法制定之日起6个月内，以及随后任何更新后的30日内，向相关的国会委员会提交入侵评估计划；

（B）自本法制定之日起1年内，以及此后每年度将下列事项提交至国会，作为《美国法典》第44编第3553条第（c）款所规定之报告的一部分——

（i）入侵评估计划实施情况说明；

（ii）遵照入侵评估计划进行入侵评估的调查结果；

（iii）遵照本法第224条第（a）款第（1）项的规定，为持续诊断并减轻网络安全风险，而采取的先进网络安全工具说明；以及

（iv）按机构列明其遵守第225条第（b）款之规定的情况；以及

（C）自本法制定之日起1年内，向相关国会委员会提交——

（i）依据本法第224条第（a）款第（2）项制订的计划副本；以及

（ii）遵照本法第224条第（c）款而制定的提升标准；

（d）形式——本条规定的报告应当以非机密的形式提交，但可以包含机密附件。


 第7条　终止

（a）一般规定——经本法第223条第（a）款第（6）项增订的《2002国土安全法》第230条所规定的权力，以及本法第2编第2章第6条第（c）款所规定的报告要求，应当在本法制定之日起7年后终止。

（b）解释规则——私实体依据经本法第223条第（a）款第（6）项增订的《2002国土安全法》第230条第（d）款第（2）项的规定，向国土安全部部长提供的协助，若在第（a）款规定的终止日期前实施，或者是在协助已获授权的期间实施，则对本法的解释，不得影响私实体的责任范围。


 第8条　与国家安全有关的信息系统识别

（a）一般规定——除第（c）款的规定外，自本法制定之日起180日内——

（1）国家情报总监、行政管理和预算局局长，协同其他机构的负责人，应当——

（A）识别所有能够向敌对分子提供信息，以使其获得其他机密信息的非机密信息系统；

（B）评估因破坏第（A）目所识别的非机密信息系统而可能导致的风险；以及

（C）当第（A）目所识别的信息系统，随后被确定为一项国家安全系统时，评估拥有该信息系统的机构因执行任务而产生的开支，以及对该机构执行任务产生的影响。

（2）国家情报总监与行政管理和预算局局长应当向相关国会委员会、参议院特别情报委员会、众议院常设特别情报委员会提交一份含有第（1）项之评估结果的报告。

（b）形式——依据第（a）款第（2）项提交的报告，应当以非机密的形式作出，同时应当包含一份机密附件。

（c）例外规定——第（a）款第（1）项的规定，不得适用于国防部、国家安全系统或者情报系统机构。

（d）解释规则——不得通过对本条的解释，将某个信息系统确定为国家安全系统。


 第9条　机构指引

（a）一般规定——在《美国法典》第44编第3553条末尾增加如下条款：“（h）机构指引

“（1）权力——

“（A）一般规定——在符合第（B）目的情况下，为了应对已经确知的或具有合理怀疑的，对特定机构信息安全具有实质威胁的信息安全威胁、漏洞或事件，国土安全部部长基于保护信息系统免受信息安全威胁或减轻信息安全威胁之目的，可以向机构负责人发布紧急指令，以围绕信息系统（包括由代表特定机构的另一实体使用或操作的系统）的操作，采取任何合法行为收集、处理、存储、传输、传播或保存机构信息。

“（B）例外规定——本款中部长的权力，不得应用于第（d）款规定的系统，或者第（e）款第（2）项或第（3）项规定的系统。

“（2）权力行使程序——部长应当——

“（A）协同行政管理和联邦预算局局长，并与适当的联邦承包商磋商，建立相应程序管理依据本款可能发布的指令，其应当包括——

“（i）相应阈值和其他标准；

“（ii）公民自由和隐私保护措施；以及

“（iii）向可能受影响的第三方发出通知；

“（B）具体说明需要采取措施的原因以及指令的存续期间；

“（C）采取如下措施，以使依据本款发布的指令影响最小——

“（i）根据情况尽可能采取影响最小的干预方式保护机构信息系统；以及

“（ii）将指令限制在最短的执行期；

“（D）依据本款发布指令时，立即通知行政管理和预算局局长以及任何受影响之机构的负责人；

“（E）就与实施由国家标准和技术研究院制定的标准和指南相关的指令问题，和研究院主任进行磋商；

“（F）确保依据本款发布的指令，不与《美国法典》第40编第11331条发布的标准和指南相冲突；

“（G）注意依据《美国法典》第40篇第11331条，由国家标准和技术研究院制定，并由商务部部长发布的任何可适用标准或指南；

“（H）不迟于每年的2月1日，就其依据第（1）项第（A）目采取的具体行为，向相关国会委员会提交一份报告。

“（3）紧急威胁——

“（A）一般规定——尽管《美国法典》第3554条另有规定，但在下列情形中，国土安全部部长基于确保机构信息系统安全的目的，仍可根据本款授权使用依据《2002国土安全法》第230条第（b）款第（1）项建立的入侵检测与预防机制——

“（i）国土安全部部长确定机构信息系统存在紧急威胁；

“（ii）国土安全部部长确定依据第（b）款第（2）项第（C）目或第（1）项第（A）目发布的指令，不太可能会对威胁作出及时应对；

“（iii）国土安全部部长确定由紧急威胁造成的风险，比使用由其控制的入侵检测与预防机制可能产生更多的不利后果；

“（iv）国土安全部部长事先通知行政管理和预算局局长，以及依据本项将要对其采取具体措施的各机构负责人及首席信息官（或同等官员），同时在依据本项采取措施的7日内，将下列事项通知相关国会委员会以及上述各机构的授权委员会——

“（I）依据本项采取的任何措施；

“（II）采取措施的原因、有效期及性质；

“（v）国土安全部部长的措施符合法律规定；

“（vi）国土安全部部长授权使用入侵检测与预防机制，符合依据第（C）项而预先设置的程序。

“（B）授权限制——本项之权力不可由国土安全部部长授予。

“（C）事前程序——国土安全部部长应当协同行政管理和预算局局长，并与相关联邦机构负责人磋商，建立相关程序，以在部长依据第（A）目可能授权使用入侵检测与预防机制时加以管理。同时，国土安全部部长应当向国会提交该程序。

“（4）限制——国土安全部部长仅可在下列事项上，依据本款指导或者授权合法措施或入侵检测与预防机制的运用——

“（A）保护机构信息免于未经授权的获取、使用、披露、干扰、修改或毁坏；或者

“（B）需要对与下列事项有关的已识别信息安全风险进行补救或防御——

“（i）由机构或者代表某一机构收集或维护的信息；

“（ii）由某一机构，或者某一机构的承包商，或者代表某一机构的其他组织使用或操作的部分信息系统。

“（i）向国会提交年度报告——不迟于每年的2月1日，行政管理和预算局局长及国土安全部部长应当向相关国会委员会报告其依据第（a）款第（5）项采取的具体措施，包括依据《美国法典》第44编第11303条第（b）款第（5）项采取的任何措施。

“（j）相关国会委员会定义——本条中，术语“相关国会委员会”是指——

“（1）参议院拨款委员会、参议院国土安全与政府事务委员会；以及

“（2）众议院拨款委员会，众议院国土安全委员会，众议院监管与政府改革委员会，众议院科学、空间与技术委员会；”。

（b）统一修正——《美国法典》第44篇第3554条第（a）款第（1）项第（B）目作如下修订——

（1）删除第（iii）分目末尾的“和”；以及

（2）在末尾增加如下条款：

“（v）由国土安全部部长依据第3553条第（h）款发布的紧急指令；以及”。



————————————————————


(1)
  基于标志的检测（signature-based detection），也是一种基于特征的检测。它是入侵检测的一种分类方式之一，一般而言，以入侵检测的技术基础为标准进行划分，可以将入侵检测分为基于标志的检测和基于异常情况的检测（anomaly-based detection）两类。其中，基于标志的检测，首先需定义违背安全策略的事件特征，具体的检测则主要判别此类特征是否在收集到的数据中出现。——译者注


(2)
  单点登录（single sign-on），简称sso，意指在多个应用系统中，用户只需要一次登录，即可访问所有互相信任的应用系统。——译者注



第三编　联邦网络安全人事评估



 第1条　简称

本编可简称为《2015联邦网络安全人事评估法》。


 第2条　定义

在本编中：

（1）相关国会委员会——术语“相关国会委员会”是指——

（A）参议院军事委员会；

（B）参议院国土安全与政府事务委员会；

（C）参议院特别情报委员会；

（D）参议院商业、科学和交通委员会；

（E）众议院军事委员会；

（F）众议院国土安全委员会；

（G）众议院监管与政府改革委员会；

（H）众议院常设特别情报委员会。

（2）局长——术语“局长”是指人事管理局局长。

（3）国家网络安全教育计划——国家网络安全教育计划是指经《2014网络安全增强法》第401条（《美国法典》第15编第7451条）授权的国家网络安全意识与教育项目规定的计划。

（4）工作岗位——术语“工作岗位”是指需要专业知识和技能的特定任务及职能的组合。


 第3条　国家网络安全人事测评计划

（a）一般规定——各联邦机构负责人应当——

（1）确定机构内需履行网络安全或与网络相关之职能的所有岗位；以及

（2）依据国家网络安全教育计划分配符合第（b）款的相应就业代码。

（b）就业代码

（1）程序——

（A）代码结构——自本法制定之日起180日内，人事管理局局长协同国家标准与技术研究院，应当依据国家网络安全教育计划制定代码结构。

（B）网络文职人员的确认——自本法制定之日起9个月内，人事管理局局长协同国土安全部部长、国家标准与技术研究院主任、国家情报总监，应当建立相应的程序，实施国家网络安全教育计划代码结构，以确认需履行信息技术、网络安全或者其他与网络相关之职能的所有联邦文职岗位。

（C）网络非文职人员的确认——自本法制定之日起18个月内，国防部部长应当建立相应程序，实施国家网络安全教育计划代码结构，以确认需履行信息技术、网络安全或者其他与网络相关之职能的所有联邦非文职岗位。

（D）现有网络安全人事基准评估——自第（B）目和第（C）目各自规定的程序建立之日起3个月内，各联邦机构的负责人均应当向具有管辖权的相关国会委员会提交一份报告，用以说明——

（i）当前持有国家网络安全教育计划所确认的相关行业认可证书，且从事信息技术、网络安全或者其他与网络相关之工作的人员比例；

（ii）尚未持有证书的其他网络文职人员及非文职人员参加认证考试的准备情况；以及

（iii）通过相应培训以及对现有人员的认证，减少第（i）分目或第（ii）分目所呈现之不足的策略。

（E）代码分配程序——自第（B）目和第（C）目各自规定的程序建立之日起3个月内，各联邦机构负责人均应当建立相应程序——

（i）确认履行信息技术、网络安全或者其他与网络相关之职能（由国家网络安全教育计划的代码结构所界定）的冗余岗位及空缺岗位；以及

（ii）使用已获共识的标准与界定方式，分配相关就业代码。

（2）代码分配——自第（1）项第（E）目所规定的程序建立之日起1年内，各机构负责人应当完成机构内履行信息技术、网络安全或者其他与网络相关之职能的岗位就业代码分配工作。

（c）进度报告——自本法制定之日起180日内，人事管理局局长应当向相关国会委员会提交一份有关本条实施情况的进度报告。


 第4条　网络相关关键需求岗位的确定

（a）一般规定——各联邦机构负责人应当自依据第303条第（b）款第（2）项向员工分配就业代码之日起1年内，且于此后按年度（直到2022年）与人事管理局局长、国家标准与技术研究院主任以及国土安全部部长磋商——

（1）确认机构人事中具有关键需求的信息技术、网络安全或其他与网络相关的工作岗位；以及

（2）向人事管理局局长提交有关下列事项的报告——

（A）详述第（1）项中确认的信息技术、网络安全或其他与网络相关的岗位；以及

（B）证明其关键需求所在。

（b）指南——人事管理局局长应当及时向联邦机构提供指南，以确认具有关键需求的信息技术、网络安全或其他与网络相关的工作岗位，包括——

（1）当前存在严重技术短板的信息技术、网络安全或其他与网络相关的岗位；以及

（2）具有潜在技术短板的信息技术、网络安全或其他与网络相关的岗位。

（c）网络安全需求报告——自本法制定之日起2年内，人事管理局局长经与国土安全部部长磋商，应当——

（1）确认所有联邦机构内具有关键需求的信息技术、网络安全或其他与网络相关的人事状况；以及

（2）向相关国会委员会提交有关本条实施状况的进度报告。


 第5条　政府问责办公室状况报告

美国审计总长应当——

（1）对第303条和第304条的实施进行分析、监测；以及

（2）自本法制定之日起3年内，向相关国会委员会提交报告说明上述实施状况。



第四编　其他网络事项



 第1条　移动设备安全研究

（a）一般规定——自本法制定之日起1年内，国土安全部部长经与国家标准与技术研究院主任磋商，应当——

（1）完成有关联邦政府移动设备安全威胁的研究；以及

（2）向国会提交一份非机密报告，必要时附上机密附件。报告应当包含上述研究的调查结果、依据第（b）款第（3）项提出的相关建议、第（4）项中所明确的有关不足之处以及根据本款第（5）项制订的计划。

（b）研究事项——从事第（a）款第（1）项的研究过程中，国土安全部部长经与国家标准与技术研究院主任磋商，应当——

（1）基于以台式电脑为中心的进路，评估移动安全技术的演进，以及此类技术是否足以应对当前的移动安全挑战；

（2）评估此类威胁对信息系统安全以及联邦政府网络的可能影响（国家安全系统或信息系统，以及国防部、情报系统的网络除外）；

（3）在行业标准及最佳实践的基础上，提出相关建议处理此类威胁；

（4）明确当前国土安全部部长的权限中，可能会抑制部长应对联邦政府范围内移动设备安全问题之能力的任何不足之处（国家安全系统和信息系统，以及国防部、情报系统的网络除外）；以及

（5）制订计划以促进国土安全部门采用安全移动设备技术。

（c）情报系统的定义——本条中，术语“情报系统”的意思可参见《1947国家安全法》第3条（《美国法典》第50编第3003条）。


 第2条　国务院国际网络空间政策战略

（a）一般规定——自本法制定之日起90日内，国务卿应当就美国网络空间国际政策制定一套综合战略。

（b）战略要素——第（a）款所要求的战略应当包含下列事项：

（1）审核国务卿为支持2011年5月总统签署的《网络空间国际战略》目标——通过国际性工作，构建开放、互通、安全、可靠的信息通信基础建设，以促进国际贸易与商业发展、加强国际安全、鼓励言论自由、激发自主创新——而采取的相关措施及实施的相关活动。

（2）指导国务卿外交政策的行动计划，包括举行双边及多边活动，以制定网络空间国际行为责任规范，以及审核当前多边论坛的讨论情况，以获得对网络空间国际规范的认同。

（3）审核包括中国、俄罗斯、巴西、印度在内的主要外国参与者所提出的有关网络空间国际规范的不同概念。

（4）详述来自其他国家、受国家资助行动者、私人行动者在网络空间中对美国国家安全、联邦和美国私营部门基础设施、美国知识产权及美国公民隐私的威胁。

（5）审核总统用于阻止外国势力、受国家资助行动者以及私人行动者的政策手段，包括2015年4月1日总统发布的第13694号行政命令中列举的事项。

（6）审核国务卿（包括网际事务协调员办公室）为从事相关活动，以建立国际网络行为责任规范所需要的相关资源。

（c）磋商——在准备第（a）款所要求之战略的过程中，适当时，国务卿应当与美国其他机构和部门，以及在对外政策、国家安全与网络安全方面持有相关资质证明、拥有特定专长的私营部门、非政府组织磋商。

（d）战略形式——第（a）款所要求的战略，应当以非机密的形式作出，但可以包含机密附件。

（e）信息的公布——国务卿应当——

（1）公布第（a）款所要求的战略；以及

（2）向参议院对外关系委员会以及众议院对外事务委员会就该战略做简要报告，包括机密附件中包含的所有材料。


 第3条　国际网络犯罪分子的逮捕与起诉

（a）国际网络犯罪分子的定义——本条中，国际网络犯罪分子指——

（1）确信已参与侵犯美国国家利益或公民利益的网络犯罪或知识产权犯罪的人；以及

（2）下列人员——

（A）已由美国法官签发逮捕令的人；或者

（B）已由国际刑警组织发布国际通缉令的人（通常指红色通缉令）。

（b）无合作之磋商——国务卿或其指定的人员，应当同因与美国缺乏引渡协议或者其他原因，使得引渡不太可能，但实际上又是一个或多个国际网络犯罪分子实际居住国的相应政府官员磋商，以确定该国政府已采取何种措施——

（1）逮捕、起诉此类犯罪分子；以及

（2）阻止此类犯罪分子实施侵犯美国国家利益或公民利益的网络犯罪或知识产权犯罪。

（c）年度报告

（1）一般规定——国务卿应当向相关国会委员会提交包含下列内容的年度报告——

（A）按国家列明居于他国的国际网络犯罪分子数量，并标明其中哪些国家因与美国缺乏引渡协议或由于其他原因而使得引渡不太可能。

（B）国务院官员与另一国家官员围绕制止、起诉国际网络犯罪分子而举行重要会谈的类别及数量，包括各国家的名称；以及

（C）对于近年来引渡至美国的国际网络犯罪分子而言，应包括——

（i）他或她的名字；

（ii）他或她被指控的罪名；

（iii）他或她的先前居住国；以及

（iv）他或她从哪个国家引渡至美国。

（2）形式——本款所要求的报告，应当最大限度地采取非机密形式，但可以包含机密附件。

（3）相关国会委员会——基于本款之目的，术语“相关国会委员会”是指——

（A）参议院对外关系委员会，参议院拨款委员会，参议院国土安全与政府事务委员会，参议院银行、住房和城市事务委员会，参议院特别情报委员会以及参议院司法委员会。

（B）众议院对外事务委员会、众议院拨款委员会、众议院国土安全委员会、众议院金融服务委员会、众议院常设特别情报委员会。


 第4条　应急服务强化

（a）数据收集——自本法制定之日起90日内，国土安全部部长通过经本法第223条第（a）款第（3）项重新修订的《2002国土安全法》第227条建立的国家网络安全和通信整合中心，并协同相关联邦实体以及应急通信办公室主任，应当建立可供全州互操作性协调员在州范围内报告相关数据的机制，该数据主要针对应急提供者（其定义可参见《2002国土安全法》第2条；《美国法典》第6编第101条）使用的信息系统或网络中涉及的任何网络安全风险或事件。

（b）数据分析——自本法制定之日起1年内，国土安全部通过国家网络安全和通信整合中心主任，协同相关实体及应急通信办公室主任，经与商务部部长磋商，并会同国家标准与技术研究院主任，应当对第（a）款所报告的数据进行整合、分析，以为州应急提供者使用的任何信息系统或网络，提供有关安全及恢复措施方面的信息与建议。

（c）最佳实践——

（1）一般规定——通过运用第（b）款的数据整合、分析结果，以及其他所有相关信息，国家标准与技术研究院主任应当运用《国家标准与技术研究院法》第2条第（e）款［《美国法典》第15编第272条第（e）款］规定的机制，持续帮助、支持能够减轻应急提供者所面临之网络安全风险的相关方法制定。

（2）报告——国家标准与技术研究院主任应当就其依据第（1）项实施之行为的结果，包括其依据第（1）项而制定的方法，向国会提交一份报告，同时，应当将上述报告公布于国家标准与技术研究院网站。

（d）解释规则——不得对本条作如下解释——

（1）依据第（a）款的规定强制各州报告数据；或者

（2）强制非联邦实体（其定义参见第1编第2条）——

（A）采取第（b）款的建议措施；或者

（B）遵循依据第（c）款而实施之行为的结果，包括所制定的相关方法。


 第5条　改善医疗卫生行业的网络安全

（a）定义——本条中：

（1）相关国会委员会——术语“相关国会委员会”是指——

（A）参议院卫生、教育、劳工和福利委员会，参议院国土安全与政府事务委员会，参议院特别情报委员会；以及

（B）众议院能源和商业委员会、众议院国土安全委员会、众议院常设特别情报委员会。

（2）业务伙伴——术语“业务伙伴”的意思可参见《美国联邦法规》（在本法制定之前生效）第45编第160节第103条。

（3）适用主体——术语“适用主体”的意思可参见《美国联邦法规》（在本法制定之前生效）第45编第160节第103条。

（4）网络安全威胁、网络安全威胁指征、防御措施、联邦实体、非联邦实体、私实体——术语“网络安全威胁”“网络安全威胁指征”“防御措施”“联邦实体”“非联邦实体”“私实体”的意思可参见本法第1编第2条。

（5）医疗卫生资料交换中心、医疗卫生服务提供者、卫生计划——术语“医疗卫生资料交换中心”“医疗卫生服务提供者”“卫生计划”的意思，可参见《美国联邦法规》（在本法制定之前生效）第45编第160节第103条。

（6）医疗卫生行业利益相关者——术语“医疗卫生行业利益相关者”是指任何——

（A）卫生计划、医疗卫生资料交换中心或者医疗卫生服务提供者；

（B）患者或消费者利益倡导者；

（C）药剂师；

（D）卫生信息技术的开发者或供应商；

（E）检验室；

（F）药物或医疗设备制造商；或者

（G）基于第（b）款第（1）项、第（c）款第（1）项、第（c）款第（3）项或第（d）款第（1）项之目的，部长认为必要的其他利益相关者。

（7）部长——术语“部长”是指卫生与公共服务部部长。

（b）报告

（1）一般规定——自本法制定之日起1年内，卫生与公共服务部部长应当就卫生与公共服务部以及医疗卫生行业利益相关者对网络安全威胁的应对准备情况，向参议院卫生、教育、劳工和福利委员会及众议院能源和商业委员会提交一份报告。

（2）报告内容——就卫生与公共服务部对新兴网络安全威胁的内部应对而言，第（1）项规定的报告应当包含——

（A）卫生与公共服务部官员所发表的明确声明，表明其将负责领导、协调卫生与公共服务部关于医疗卫生行业网络安全威胁的工作。

（B）卫生与公共服务部的相关职能部门就其如何处理医疗卫生行业网络安全威胁的工作计划，包括在处理网络安全威胁的工作方面，对上述职能部门在人事上如何划分相应职责，以及如何与其他职能部门联系的清晰描述。

（c）医疗卫生行业网络安全特别工作组

（1）一般规定——自本法制定之日起90日内，卫生与公共服务部部长经与国家标准与技术研究院主任、国土安全部部长磋商，应当召集医疗卫生行业利益相关者、网络安全专家以及部长认为合适的任何联邦机构或实体，以建立特别工作组——

（A）研究医疗卫生行业以外的其他行业，为处理网络安全威胁，如何已在其各自行业内，实施相应战略及保障措施；

（B）研究私实体（不包括各州、部落或地方政府）在应对网络攻击时面临的挑战与障碍；

（C）检查适用主体及商业伙伴在保护网络医疗设备，以及连接电子健康档案的软件或系统方面所面临的挑战；

（D）向部长提供相应信息，并将之传播于医疗卫生行业利益相关者，以促进其防范、应对影响医疗卫生行业的网络安全威胁；

（E）为实施本法第1编，制订相应计划，以便联邦政府和医疗卫生行业利益相关者实时共享全面精确的网络威胁指征和防御措施；以及

（F）就特别工作组贯彻执行第（A）到（E）目的调查结果及相关建议，向相关国会委员会报告。

（2）解散期限——依据本款建立的特别工作组应当在建立之日起1年后解散。

（3）信息传播——自特别工作组依据本款建立之日起60日内，卫生与公共服务部部长应当按照第（1）项第（D）目的要求，向医疗卫生行业利益相关者传播相应信息。

（d）整合医疗卫生行业安全工作方法

（1）一般规定——卫生与公共服务部部长应当通过协同工作，与国土安全部部长、医疗卫生行业利益相关者、国家标准与技术研究院主任，以及部长认为适当的任何联邦实体或者非联邦实体一道，建立一整套自愿的、基于共识的、由行业主导的指南、最佳实践、方法体系以及相关程序、机制——

（A）作为有效降低医疗卫生组织网络安全风险的措施；

（B）促进自愿采取、实施相关措施，以完善处理网络安全威胁的保护措施；

（C）同时，应符合——

（i）《国家标准与技术研究院法》第2条第（c）款第（15）项［《美国法典》第15编第272条第（c）款第（15）项］所制定的标准、指南、最佳实践、方法体系及相关程序、机制；

（ii）《1996健康保险便利和责任法》第264条第（c）款（《美国法典》第42编第1320d-2条注释）发布的相关安全及隐私规则。

（iii）《卫生信息技术促进经济和临床健康法》（A部分第13编、B部分第4编、公法编号111-5）及其修正案的规定；以及

（D）应定期更新并将之应用于相关医疗卫生组织。

（2）解释限制——不得通过对本款的解释，授予卫生与公共服务部部长如下权力——

（A）为确保医疗卫生组织遵守本款而实施相应检查；或者

（B）授权、指导、决定任何符合本款的联邦拨款、联邦合同、联邦采购。

（3）不参与，无责任——不得通过对本条的解释，使不参与本款授权的自愿活动，或者不遵守本款制定之指南的医疗卫生行业利益相关者承担责任。

（e）整合正在进行的活动——在实施本条所规定的活动过程中，卫生与公共服务部部长可以对符合本条之目的，且在本法制定之前即已进行的活动进行整合。

（f）解释规则——不得通过对本条的解释，限制第1编第4条第（e）款规定的反垄断豁免或第1编第6条规定的责任豁免。


 第6条　联邦计算机安全

（a）定义——本条中：

（1）适用保密系统——术语“适用保密系统”是指《美国法典》第40编第11103条所界定的国家安全系统，或者能够获取个人验证信息的联邦计算机系统。

（2）适用保密机构——术语“适用保密机构”是指运营适用保密系统的机构。

（3）逻辑访问控制——术语“逻辑访问控制”是指对获取、使用信息及相关信息处理服务的特定请求，作出准许或拒绝的处理过程。

（4）多因素认证——术语“多因素认证”是指运用2个以上认证因素，比如：

（A）用户已熟知的因素，如密码或个人验证码。

（B）向用户提供的访问装置，如密码识别装置或令牌。

（C）用户的特定生物识别特征。

（5）特权用户——术语“特权用户”是指可以启动系统控制、监测、管理功能的用户。

（b）监察长关于适用保密系统的报告

（1）一般规定——自本法制定之日起240日内，各适用保密机构的监察长应当向相关有管辖权的参议院及众议院委员会提交一份报告，该报告应当包含按照第（2）项的要求，从适用保密机构处收集的有关该机构联邦计算机系统的信息。

（2）内容——各机构监察长依据第（1）项提交的有关该机构的报告，应当包括下列内容：

（A）对适用保密机构为访问适用保密系统，而采取的逻辑访问规范及做法进行说明，包括对相关标准是否被遵守的说明。

（B）对适用保密机构为管理特权用户访问适用保密系统，而采用的逻辑访问控制和多因素认证进行说明，并具体列明。

（C）若适用保密机构不采用逻辑访问控制或多因素认证访问适用保密系统，则应对不采用之原因进行说明。

（D）对适用保密机构针对适用保密系统而采用的下列信息安全管理做法进行说明：

（i）为盘点适用保密机构的适用保密系统中存留的软件以及与软件相关的执照而遵守的规范及程序。

（ii）适用保密机构用于监测信息泄露和其他威胁的相关机制，包括——

（I）预防数据丢失机制；

（II）取证及可视机制；

（III）数字信息权利管理机制；

（iii）对适用保密机构如何运用第（ii）分目中所规定的机制进行说明。

（iv）若适用保密机构并未运用第（ii）分目中所规定的机制，则应当对不运用的原因进行说明。

（E）对适用保密机构为确保向其提供服务的相应实体（包括承包商）贯彻第（D）款所规定的信息安全管理做法而制定的规范及程序进行说明。

（3）已有审核报告——本款所要求的报告，可以全部或部分地以对适用保密机构的项目或实践所做的检查、评估及报告为基础，同时，可以作为另一份报告的部分内容提交，包括《美国法典》第44编第3555条要求的报告。

（4）机密信息——依据本款提交的报告，应当采用非机密的形式，但可以包含一个机密附件。


 第7条　禁止欺诈销售美国人民的金融信息

《美国法典》第18编第1029条第（h）款，作如下修正：删除“……编，如果”及其之后的所有内容，插入：“……编，如果该犯罪行为涉及由金融机构、账户发行者、信用卡系统成员，或者依照美国或任何州、哥伦比亚特区或美国其他领土的法律组建的实体发行、所有、管理或控制的访问设备”。



附录　重要术语英汉对照
(1)





	cybersecurity information sharing
	网络安全信息共享，1729



	United States Code
	《美国法典》，1729



	Antitrust Law
	《反垄断法》，1729



	Clayton Act
	《克莱顿法》，1729



	Federal Trade Commission Act
	《联邦贸易委员会法》，1730



	federal entity
	联邦实体，1730



	Department of Commerce
	商务部，1730



	Department of Defense
	国防部，1730



	Department of Energy
	能源部，1730



	Department of Homeland Security
	国土安全部，1730



	Department of Justice
	司法部，1730



	Department of Treasury
	财政部，1730



	Office of the Director of National Intelligence
	国家情报总监办公室，1730



	cybersecurity threat
	网络安全威胁，1731



	cyber threat indicator
	网络威胁指征，1731



	malicious reconnaissance
	恶意侦察，1731



	security vulnerable
	安全漏洞，1731



	deffensive measure
	防御措施，1732



	private entity
	私实体，1733



	distributed control systems
	分布式控制系统，1734



	programmable logic controller
	可编程逻辑控制器，1734



	Foreign Intelligence Surveillance Act of 1978
	《1978外国情报监听法》，1735



	Indian Self-Determination and Education Assistance Act
	《印第安民族自决与教育援助法案》，1737



	Small Business Administration
	小企业管理局，1741



	freedom of information law
	信息自由法，1748



	open government law
	政府公开法，1748



	open meeting law
	会议公开法，1748



	open records law
	档案公开法，1748



	sunshine law
	阳光法案，1748



	antitrust exemption
	反垄断豁免，1749



	privacy and civil liberties
	隐私与公民自由，1754



	National Security Intelligence Reform Act of 2004
	《2004国家安全情报改革法》，1755



	fair information practice principles
	公平信息实践原则，1757



	National Strategy for Trust Identities in Cyberspace
	网络空间可信身份国家战略，1757



	capability and process
	处理机制，1758



	Exparte communications
	单方接触，1765



	inspectors general
	监察长，1772



	intelligence community
	情报系统，1772



	Council of Inspectors General on Financial Oversight
	金融监管监察长委员会，1773



	Comptroller General of the United States
	美国联邦政府审计总长，1776



	National Security Act of 1947
	《1947国家安全法》，1778



	Select Committee on Intelligence of the Senate
	参议院特别情报委员会，1782



	Permanent Select Committee on Intelligence of the House of Representatives
	众议院常设特别情报委员会，1782



	nonstate actors
	非国家行为体，1783



	Committee on Homeland Security and Govermental Affairs of the Senate
	参议院国土安全与政府事务委员会，1786



	Committee on Homeland Security of the House of Representatives
	众议院国土安全委员会，1786



	Office of Emergency Communications
	应急通信办公室，1790



	industry and other stakeholders
	行业及其他利益相关者，1793



	standard agreement
	标准协议，1795



	negotiated agreement
	议定协议，1795



	existing agreement
	既存协议，1975



	Cooperative Research and Development Agreement for Cybersecurity Information Sharing and Collaboration
	《网络安全信息共享与协作的合作研发协议》，1796



	National Response Framework
	国家应对框架，1798



	National Cybersecurity Incident Response Plan
	国家网络安全事件应对计划，1799



	Cyber Incident Annex
	网络事件附件，1799



	multiple simultaneous cyber incidents
	多重并发的网络事件，1800



	Committee on Commerce，Science and Transportation of the Senate
	参议院商业、科学和交通委员会，1800



	Committee on Transportation and Infrastructure of the House of Representatives
	众议院交通与基础设施委员会，1800



	Federal Cybersecurity Enhancement Act of 2015
	《2015联邦网络安全强化法》，1801



	Office of Management and Budget
	行政管理和预算局，1802



	intrusion assessment plan
	入侵评估计划，1804



	intrusion detection and prevention system
	入侵检测和预防系统，1805



	network traffic
	网络流量，1806



	signature-based detection
	基于标志的检测，1807



	E-Government Act of 2002
	《2002电子政务法》，1808



	privacy officer
	隐私官，1810



	sign-on trusted identity platform
	单点登录身份信任平台，1815



	Administrator of General Services
	一般事务管理局，1815



	National Institute of Standards and Technology
	国家标准与技术研究院，1817



	Chief Information Officer
	首席信息官，1822



	Federal contractor
	联邦承包商，1828



	Committee on Appropriations of the Senate
	参议院拨款委员会，1833



	Committee on Appropriations of the House of Representatives
	众议院拨款委员会，1834



	Committee on Oversight and Government Reform of the House of Representatives
	众议院监管与政府改革委员会，1834



	Committee on Science，Space，and Technology of the House of Representatives
	众议院科学、空间与技术委员会，1834



	Committee on Armed Services of the Senate
	参议院军事委员会，1835



	Committee on Armed Services of the House of Representatives
	众议院军事委员会，1835



	Director of the Office of Personnel Management
	人事管理局局长，1835



	National Initiative for Cybersecurity Education
	国家网络安全教育计划，1835



	employment code
	就业代码，1836



	civilian cyber personnel
	网络文职人员，1836



	Secretary of State
	国务卿，1843



	International Strategy for Cyberspace
	《网络空间国际战略》，1844



	Office of the Coordinator for Cyber Issues
	网际事务协调员办公室，1845



	Committee on Foreign Relations of the Senate
	参议院对外关系委员会，1846



	Committee on Foreign Affairs of the House of Representatives
	众议院对外事务委员会，1846



	extradition treaty
	引渡协议，1846
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DIVISION N—CYBERSECURITY

ACT OF 2015

SEC．1．SHORT TITLE；TABLE OF CONTENTS．

（a）SHORT TITLE．—This division may be cited as the “Cybersecurity Act of 2015”．
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TITLE I—CYBERSECURITY INFORMATION SHARING

SEC．101．SHORT TITLE．

This title may be cited as the“Cybersecurity Information Sharing Act of 2015”．

SEC．102．DEFINITIONS．

In this title：

（1）AGENCY．—The term “agency” has the meaning given the term in section 3502 of title 44，United States Code．

（2）ANTITRUST LAWS．—The term “antitrust laws”—

（A）has the meaning given the term in the first section of the Clayton Act（15 U．S．C．12）；
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（B）includes section 5 of the Federal Trade Commission Act（15 U．S．C．45）to the extent that section 5 of that Act applies to unfair methods of competition；and

（C）includes any State antitrust law，but only to the extent that such law is consistent with the law referred to in subparagraph（A）or the law referred to in subparagraph（B）．

（3）APPROPRIATE FEDERAL ENTITIES．—The term “appropriate Federal entities” means the following：

（A）The Department of Commerce．

（B）The Department of Defense．

（C）The Department of Energy．

（D）The Department of Homeland Security．

（E）The Department of Justice．

（F）The Department of the Treasury．

（G）The Office of the Director of National Intelligence．
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（4）CYBERSECURITY PURPOSE．—The term “cybersecurity purpose” means the purpose of protecting an information system or information that is stored on，processed by，or transiting an information system from a cybersecurity threat or security vulnerability．

（5）CYBERSECURITY THREAT．—

（A）IN GENERAL．—Except as provided in subparagraph（B），the term “cybersecurity threat” means an action，not protected by the First Amendment to the Constitution of the United States，on or through an information system that may result in an unauthorized effort to adversely impact the security，availability，confidentiality，or integrity of an information system or information that is stored on，processed by，or transiting an information system．

（B）EXCLUSION．—The term “cybersecurity threat” does not include any action that solely involves a violation of a consumer term of service or a consumer licensing agreement．

（6）CYBER THREAT INDICATOR．—The term “cyber threat indicator” means information that is necessary to describe or identify—

（A）malicious reconnaissance，including anomalous patterns of communications that appear to be transmitted for the purpose of gathering technical information related to a cybersecurity threat or security vulnerability；
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（B）a method of defeating a security control or exploitation of a security vulnerability；

（C）a security vulnerability，including anomalous activity that appears to indicate the existence of a security vulnerability；

（D）a method of causing a user with legitimate access to an information system or information that is stored on，processed by，or transiting an information system to unwittingly enable the defeat of a security control or exploitation of a security vulnerability；

（E）malicious cyber command and control；

（F）the actual or potential harm caused by an incident，including a description of the information exfiltrated as a result of a particular cybersecurity threat；

（G）any other attribute of a cybersecurity threat，if disclosure of such attribute is not otherwise prohibited by law；or

（H）any combination thereof．

（7）DEFENSIVE MEASURE．—

（A）IN GENERAL．—Except as provided in subparagraph（B），the term “defensive measure” means an action，device，procedure，signature，technique，or other measure applied to an information system or information that is stored on，processed by，or transiting an information system that detects，prevents，or mitigates a known or suspected cybersecurity threat or security vulnerability．
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（B）EXCLUSION．—The term “defensive measure” does not include a measure that destroys，renders unusable，provides unauthorized access to，or substantially harms an information system or information stored on，processed by，or transiting such information system not owned by—

（i）the private entity operating the measure；or

（ii）another entity or Federal entity that is authorized to provide consent and has provided consent to that private entity for operation of such measure．

（8）FEDERAL ENTITY．—The term “Federal entity” means a department or agency of the United States or any component of such department or agency．
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（9）INFORMATION SYSTEM．—The term “information system”—

（A）has the meaning given the term in section 3502 of title 44，United States Code；and

（B）includes industrial control systems，such as supervisory control and data acquisition systems，distributed control systems，and programmable logic controllers．

（10）LOCAL GOVERNMENT．—The term “local government” means any borough，city，county，parish，town，township，village，or other political subdivision of a State．

（11）MALICIOUS CYBER COMMAND AND CONTROL．—The term “malicious cyber command and control” means a method for unauthorized remote identification of，access to，or use of，an information system or information that is stored on，processed by，or transiting an information system．

（12）MALICIOUS RECONNAISSANCE．—The term “malicious reconnaissance” means a method for actively probing or passively monitoring an information system for the purpose of discerning security vulnerabilities of the information system，if such method is associated with a known or suspected cybersecurity threat．
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（13）MONITOR．—The term “monitor” means to acquire，identify，or scan，or to possess，information that is stored on，processed by，or transiting an information system．

（14）NON-FEDERAL ENTITY．—

（A）IN GENERAL．—Except as otherwise provided in this paragraph，the term “non-Federal entity” means any private entity，non-Federal government agency or department，or State，tribal，or local government（including a political subdivision，department，or component thereof）．

（B）INCLUSIONS．—The term “non-Federal entity” includes a government agency or department of the District of Columbia，the Commonwealth of Puerto Rico，the United States Virgin Islands，Guam，American Samoa，the Northern Mariana Islands，and any other territory or possession of the United States．

（C）EXCLUSION．—The term “non-Federal entity” does not include a foreign power as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978（50 U．S．C．1801）．

（15）PRIVATE ENTITY．—
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（A）IN GENERAL．—Except as otherwise provided in this paragraph，the term “private entity” means any person or private group，organization，proprietorship，partnership，trust，cooperative，corporation，or other commercial or nonprofit entity，including an officer，employee，or agent thereof．

（B）INCLUSION．—The term “private entity” includes a State，tribal，or local government performing utility services，such as electric，natural gas，or water services．

（C）EXCLUSION．—The term “private entity” does not include a foreign power as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978（50 U．S．C．1801）．

（16）SECURITY CONTROL．—The term “security control” means the management，operational，and technical controls used to protect against an unauthorized effort to adversely affect the confidentiality，integrity，and availability of an information system or its information．

（17）SECURITY VULNERABILITY．—The term “security vulnerability” means any attribute of hardware，software，process，or procedure that could enable or facilitate the defeat of a security control．
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（18）TRIBAL．—The term “tribal” has the meaning given the term “Indian tribe” in section 4 of the Indian Self-Determination and Education Assistance Act（25 U．S．C．450b）．

SEC．103．SHARING OF INFORMATION BY THE FEDERAL GOVERNMENT．

（a）IN GENERAL．—Consistent with the protection of classified information，intelligence sources and methods，and privacy and civil liberties，the Director of National Intelligence，the Secretary of Homeland Security，the Secretary of Defense，and the Attorney General，in consultation with the heads of the appropriate Federal entities，shall jointly develop and issue procedures to facilitate and promote—

（1）the timely sharing of classified cyber threat indicators and defensive measures in the possession of the Federal Government with representatives of relevant Federal entities and non-Federal entities that have appropriate security clearances；

（2）the timely sharing with relevant Federal entities and non-Federal entities of cyber threat indicators，defensive measures，and information relating to cybersecurity threats or authorized uses under this title，in the possession of the Federal Government that may be declassified and shared at an unclassified level；
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（3）the timely sharing with relevant Federal entities and non-Federal entities，or the public if appropriate，of unclassified，including controlled unclassified，cyber threat indicators and defensive measures in the possession of the Federal Government；

（4）the timely sharing with Federal entities and non-Federal entities，if appropriate，of information relating to cybersecurity threats or authorized uses under this title，in the possession of the Federal Government about cybersecurity threats to such entities to prevent or mitigate adverse effects from such cybersecurity threats；and

（5）the periodic sharing，through publication and targeted outreach，of cybersecurity best practices that are developed based on ongoing analyses of cyber threat indicators，defensive measures，and information relating to cybersecurity threats or authorized uses under this title，in the possession of the Federal Government，with attention to accessibility and implementation challenges faced by small business concerns（as defined in section 3 of the Small Business Act（15 U．S．C．632））．
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（b）DEVELOPMENT OF PROCEDURES．—

（1）IN GENERAL．—The procedures developed under subsection（a）shall—

（A）ensure the Federal Government has and maintains the capability to share cyber threat indicators and defensive measures in real time consistent with the protection of classified information；

（B）incorporate，to the greatest extent practicable，existing processes and existing roles and responsibilities of Federal entities and non-Federal entities for information sharing by the Federal Government，including sector specific information sharing and analysis centers；

（C）include procedures for notifying，in a timely manner，Federal entities and non-Federal entities that have received a cyber threat indicator or defensive measure from a Federal entity under this title that is known or determined to be in error or in contravention of the requirements of this title or another provision of Federal law or policy of such error or contravention；

1740

（D）include requirements for Federal entities sharing cyber threat indicators or defensive measures to implement and utilize security controls to protect against unauthorized access to or acquisition of such cyber threat indicators or defensive measures；

（E）include procedures that require a Federal entity，prior to the sharing of a cyber threat indicator—

（i）to review such cyber threat indicator to assess whether such cyber threat indicator contains any information not directly related to a cybersecurity threat that such Federal entity knows at the time of sharing to be personal information of a specific individual or information that identifies a specific individual and remove such information；or

（ii）to implement and utilize a technical capability configured to remove any information not directly related to a cybersecurity threat that the Federal entity knows at the time of sharing to be personal information of a specific individual or information that identifies a specific individual；and

1741

（F）include procedures for notifying，in a timely manner，any United States person whose personal information is known or determined to have been shared by a Federal entity in violation of this title．

（2）CONSULTATION．—In developing the procedures required under this section，the Director of National Intelligence，the Secretary of Homeland Security，the Secretary of Defense，and the Attorney General shall consult with appropriate Federal entities，including the Small Business Administration and the National Laboratories（as defined in section 2 of the Energy Policy Act of 2005（42 U．S．C．15801）），to ensure that effective protocols are implemented that will facilitate and promote the sharing of cyber threat indicators by the Federal Government in a timely manner．

（c）SUBMITTAL TO CONGRESS．—Not later than 60 days after the date of the enactment of this Act，the Director of National Intelligence，in consultation with the heads of the appropriate Federal entities，shall submit to Congress the procedures required by subsection（a）．
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SEC．104．AUTHORIZATIONS FOR PREVENTING，DETECTING，ANALYZING，AND MITIGATING CYBERSECURITY THREATS．

（a）AUTHORIZATION FOR MONITORING．—

（1）IN GENERAL．—Notwithstanding any other provision of law，a private entity may，for cybersecurity purposes，monitor—

（A）an information system of such private entity；

（B）an information system of another non-Federal entity，upon the authorization and written consent of such other entity；

（C）an information system of a Federal entity，upon the authorization and written consent of an authorized representative of the Federal entity；and

（D）information that is stored on，processed by，or transiting an information system monitored by the private entity under this paragraph．

（2）CONSTRUCTION．—Nothing in this subsection shall be construed—

（A）to authorize the monitoring of an information system，or the use of any information obtained through such monitoring，other than as provided in this title；or
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（B）to limit otherwise lawful activity．

（b）AUTHORIZATION FOR OPERATION OF DEFENSIVE MEASURES．—

（1）IN GENERAL．—Notwithstanding any other provision of law，a private entity may，for cybersecurity purposes，operate a defensive measure that is applied to—

（A）an information system of such private entity in order to protect the rights or property of the private entity；

（B）an information system of another non-Federal entity upon written consent of such entity for operation of such defensive measure to protect the rights or property of such entity；and

（C）an information system of a Federal entity upon written consent of an authorized representative of such Federal entity for operation of such defensive measure to protect the rights or property of the Federal Government．

（2）CONSTRUCTION．—Nothing in this subsection shall be onstrued—

（A）to authorize the use of a defensive measure other than as provided in this subsection；or
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（B）to limit otherwise lawful activity．

（c）AUTHORIZATION FOR SHARING OR RECEIVING CYBER THREAT INDICATORS OR DEFENSIVE MEASURES．—

（1）IN GENERAL．—Except as provided in paragraph（2）and notwithstanding any other provision of law，a non-Federal entity may，for a cybersecurity purpose and consistent with the protection of classified information，share with，or receive from，any other non-Federal entity or the Federal Government a cyber threat indicator or defensive measure．

（2）LAWFUL RESTRICTION．—A non-Federal entity receiving a cyber threat indicator or defensive measure from another non-Federal entity or a Federal entity shall comply with otherwise lawful restrictions placed on the sharing or use of such cyber threat indicator or defensive measure by the sharing non-Federal entity or Federal entity．

（3）CONSTRUCTION．—Nothing in this subsection shall be construed—

（A）to authorize the sharing or receiving of a cyber threat indicator or defensive measure other than as provided in this subsection；or

（B）to limit otherwise lawful activity．

（d）PROTECTION AND USE OF INFORMATION．—
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（1）SECURITY OF INFORMATION．—A non-Federal entity monitoring an information system，operating a defensive measure，or providing or receiving a cyber threat indicator or defensive measure under this section shall implement and utilize a security control to protect against unauthorized access to or acquisition of such cyber threat indicator or defensive measure．

（2）REMOVAL OF CERTAIN PERSONAL INFORMATION．—A non-Federal entity sharing a cyber threat indicator pursuant to this title shall，prior to such sharing—

（A）review such cyber threat indicator to assess whether such cyber threat indicator contains any information not directly related to a cybersecurity threat that the nonFederal entity knows at the time of sharing to be personal information of a specific individual or information that identifies a specific individual and remove such information；or

（B）implement and utilize a technical capability configured to remove any information not directly related to a cybersecurity threat that the non-Federal entity knows at the time of sharing to be personal information of a specific individual or information that identifies a spe-cific individual．
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（3）USE OF CYBER THREAT INDICATORS AND DEFENSIVE MEASURES BY NON-FEDERAL ENTITIES．—

（A）IN GENERAL．—Consistent with this title，a cyber threat indicator or defensive measure shared or received under this section may，for cybersecurity purposes—

（i）be used by a non-Federal entity to monitor or operate a defensive measure that is applied to—

（I）an information system of the non-Federal entity；or

（II）an information system of another non-Federal entity or a Federal entity upon the written consent of that other non-Federal entity or that Federal entity；and

（ii）be otherwise used，retained，and further shared by a non-Federal entity subject to—

（I）an otherwise lawful restriction placed by the sharing non-Federal entity or Federal entity on such cyber threat indicator or defensive measure；or

（II）an otherwise applicable provision of law．
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（B）CONSTRUCTION．—Nothing in this paragraph shall be construed to authorize the use of a cyber threat indicator or defensive measure other than as provided in this section．

（4）USE OF CYBER THREAT INDICATORS BY STATE，TRIBAL，OR LOCAL GOVERNMENT．—

（A）LAW ENFORCEMENT USE．—A State，tribal，or local government that receives a cyber threat indicator or defensive measure under this title may use such cyber threat indicator or defensive measure for the purposes described in section 105（d）（5）（A）．

（B）EXEMPTION FROM DISCLOSURE．—A cyber threat indicator or defensive measure shared by or with a State，tribal，or local government，including a component of a State，tribal，or local government that is a private entity，under this section shall be—

（i）deemed voluntarily shared information；and
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（ii）exempt from disclosure under any provision of State，tribal，or local freedom of information law，open government law，open meetings law，open records law，sunshine law，or similar law requiring disclosure of information or records．

（C）STATE，TRIBAL，AND LOCAL REGULATORY AUTHORITY．—

（i）IN GENERAL．—Except as provided in clause（ii），a cyber threat indicator or defensive measure shared with a State，tribal，or local government under this title shall not be used by any State，tribal，or local government to regulate，including an enforcement action，the lawful activity of any non-Federal entity or any activity taken by a non-Federal entity pursuant to mandatory standards，including an activity relating to monitoring，operating a defensive measure，or sharing of a cyber threat indicator．
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（ii）REGULATORY AUTHORITY SPECIFICALLY RELATING TO PREVENTION OR MITIGATION OF CYBERSECURITY THREATS．—A cyber threat indicator or defensive measure shared as described in clause（i）may，consistent with a State，tribal，or local government regulatory authority specifically relating to the prevention or mitigation of cybersecurity threats to information systems，inform the development or implementation of a regulation relating to such information systems．

（e）ANTITRUST EXEMPTION．—

（1）IN GENERAL．—Except as provided in section 108（e），it shall not be considered a violation of any provision of antitrust laws for 2 or more private entities to exchange or provide a cyber threat indicator or defensive measure，or assistance relating to the prevention，investigation，or mitigation of a cybersecurity threat，for cybersecurity purposes under this title．

（2）APPLICABILITY．—Paragraph（1）shall apply only to information that is exchanged or assistance provided in order to assist with—

（A）facilitating the prevention，investigation，or mitigation of a cybersecurity threat to an information system or information that is stored on，processed by，or transiting an information system；or
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（B）communicating or disclosing a cyber threat indicator to help prevent，investigate，or mitigate the effect of a cybersecurity threat to an information system or information that is stored on，processed by，or transiting an information system．

（f）NO RIGHT OR BENEFIT．—The sharing of a cyber threat indicator or defensive measure with a non-Federal entity under this title shall not create a right or benefit to similar information by such non-Federal entity or any other non-Federal entity．

SEC．105．SHARING OF CYBER THREAT INDICATORS AND DEFENSIVE MEASURES WITH THE FEDERAL GOVERNMENT．

（a）REQUIREMENT FOR POLICIES AND PROCEDURES．—

（1）INTERIM POLICIES AND PROCEDURES．—Not later than 60 days after the date of the enactment of this Act，the Attorney General and the Secretary of Homeland Security shall，in consultation with the heads of the appropriate Federal entities，jointly develop and submit to Congress interim policies and procedures relating to the receipt of cyber threat indicators and defensive measures by the Federal Government．
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（2）FINAL POLICIES AND PROCEDURES．—Not later than 180 days after the date of the enactment of this Act，the Attorney General and the Secretary of Homeland Security shall，in consultation with the heads of the appropriate Federal entities，jointly issue and make publicly available final policies and procedures relating to the receipt of cyber threat indicators and defensive measures by the Federal Government．

（3）REQUIREMENTS CONCERNING POLICIES AND PROCEDURES．—Consistent with the guidelines required by subsection（b），the policies and procedures developed or issued under this subsection shall—

（A）ensure that cyber threat indicators shared with the Federal Government by any non-Federal entity pursuant to section 104（c）through the real-time process described in subsection（c）of this section—

（i）are shared in an automated manner with all of the appropriate Federal entities；
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（ii）are only subject to a delay，modification，or other action due to controls established for such real-time process that could impede real-time receipt by all of the appropriate Federal entities when the delay，modification，or other action is due to controls—

（I）agreed upon unanimously by all of the heads of the appropriate Federal entities；

（II）carried out before any of the appropriate Federal entities retains or uses the cyber threat indicators or defensive measures；and

（III）uniformly applied such that each of the appropriate Federal entities is subject to the same delay，modification，or other action；and

（iii）may be provided to other Federal entities；

（B）ensure that cyber threat indicators shared with the Federal Government by any non-Federal entity pursuant to section 104 in a manner other than the real-time process described in subsection（c）of this section—

（i）are shared as quickly as operationally practicable with all of the appropriate Federal entities；
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（ii）are not subject to any unnecessary delay，interference，or any other action that could impede receipt by all of the appropriate Federal entities；and

（iii）may be provided to other Federal entities；and

（C）ensure there are—

（i）audit capabilities；and

（ii）appropriate sanctions in place for officers，employees，or agents of a Federal entity who knowingly and willfully conduct activities under this title in an unauthorized manner．

（4）GUIDELINES FOR ENTITIES SHARING CYBER THREAT INDICATORS WITH FEDERAL GOVERNMENT．—

（A）IN GENERAL．—Not later than 60 days after the date of the enactment of this Act，the Attorney General and the Secretary of Homeland Security shall jointly develop and make publicly available guidance to assist entities and promote sharing of cyber threat indicators with Federal entities under this title．

（B）CONTENTS．—The guidelines developed and made publicly available under subparagraph（A）shall include guidance on the following：
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（i）Identification of types of information that would qualify as a cyber threat indicator under this title that would be unlikely to include information that—

（I）is not directly related to a cybersecurity threat；and

（II）is personal information of a specific individual or information that identifies a specific individual．

（ii）Identification of types of information protected under otherwise applicable privacy laws that are unlikely to be directly related to a cybersecurity threat．

（iii）Such other matters as the Attorney General and the Secretary of Homeland Security consider appropriate for entities sharing cyber threat indicators with Federal entities under this title．

（b）PRIVACY AND CIVIL LIBERTIES．—

（1）INTERIM GUIDELINES．—Not later than 60 days after the date of the enactment of this Act，the Attorney General and the Secretary of Homeland Security shall，in consultation with heads of the appropriate Federal entities and in consultation with officers designated under section 1062 of the National Security Intelligence Reform Act of 2004（42 U．S．C．2000ee-1），jointly develop，submit to Congress，and make available to the public interim guidelines relating to privacy and civil liberties which shall govern the receipt，retention，use，and dissemination of cyber threat indicators by a Federal entity obtained in connection with activities authorized in this title．
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（2）FINAL GUIDELINES．—

（A）IN GENERAL．—Not later than 180 days after the date of the enactment of this Act，the Attorney General and the Secretary of Homeland Security shall，in coordination with heads of the appropriate Federal entities and in consultation with officers designated under section 1062 of the National Security Intelligence Reform Act of 2004（42 U．S．C．2000ee-1）and such private entities with industry expertise as the Attorney General and the Secretary consider relevant，jointly issue and make publicly available final guidelines relating to privacy and civil liberties which shall govern the receipt，retention，use，and dissemination of cyber threat indicators by a Federal entity obtained in connection with activities authorized in this title．
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（B）PERIODIC REVIEW．—The Attorney General and the Secretary of Homeland Security shall，in coordination with heads of the appropriate Federal entities and in consultation with officers and private entities described in subparagraph（A），periodically，but not less frequently than once every 2 years，jointly review the guidelines issued under subparagraph（A）．

（3）CONTENT．—The guidelines required by paragraphs（1）and（2）shall，consistent with the need to protect information systems from cybersecurity threats and mitigate cybersecurity threats—

（A）limit the effect on privacy and civil liberties of activities by the Federal Government under this title；

（B）limit the receipt，retention，use，and dissemination of cyber threat indicators containing personal information of specific individuals or information that identifies specific individuals，including by establishing—
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（i）a process for the timely destruction of such information that is known not to be directly related to uses authorized under this title；and

（ii）specific limitations on the length of any period in which a cyber threat indicator may be retained；

（C）include requirements to safeguard cyber threat indicators containing personal information of specific individuals or information that identifies specific individuals from unauthorized access or acquisition，including appropriate sanctions for activities by officers，employees，or agents of the Federal Government in contravention of such guidelines；

（D）consistent with this title，any other applicable provisions of law，and the fair information practice principles set forth in appendix A of the document entitled“National Strategy for Trusted Identities in Cyberspace” and published by the President in April 2011，govern the retention，use，and dissemination by the Federal Government of cyber threat indicators shared with the Federal Government under this title，including the extent，if any，to which such cyber threat indicators may be used by the Federal Government；
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（E）include procedures for notifying entities and Federal entities if information received pursuant to this section is known or determined by a Federal entity receiving such information not to constitute a cyber threat indicator；

（F）protect the confidentiality of cyber threat indicators containing personal information of specific individuals or information that identifies specific individuals to the greatest extent practicable and require recipients to be informed that such indicators may only be used for purposes authorized under this title；and

（G）include steps that may be needed so that dissemination of cyber threat indicators is consistent with the protection of classified and other sensitive national security information．

（c）CAPABILITY AND PROCESS WITHIN THE DEPARTMENT OF HOMELAND SECURITY．—

（1）IN GENERAL．—Not later than 90 days after the date of the enactment of this Act，the Secretary of Homeland Security，in coordination with the heads of the appropriate Federal entities，shall develop and implement a capability and process within the Department of Homeland Security that—
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（A）shall accept from any non-Federal entity in real time cyber threat indicators and defensive measures，pursuant to this section；

（B）shall，upon submittal of the certification under paragraph（2）that such capability and process fully and effectively operates as described in such paragraph，be the process by which the Federal Government receives cyber threat indicators and defensive measures under this title that are shared by a non-Federal entity with the Federal Government through electronic mail or media，an interactive form on an Internet website，or a real time，automated process between information systems except—

（i）consistent with section 104，communications between a Federal entity and a non-Federal entity regarding a previously shared cyber threat indicator to describe the relevant cybersecurity threat or develop a defensive measure based on such cyber threat indicator；and

（ii）communications by a regulated non-Federal entity with such entity's Federal regulatory authority regarding a cybersecurity threat；
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（C）ensures that all of the appropriate Federal entities receive in an automated manner such cyber threat indicators and defensive measures shared through the real-time process within the Department of Homeland Security；

（D）is in compliance with the policies，procedures，and guidelines required by this section；and

（E）does not limit or prohibit otherwise lawful disclosures of communications，records，or other information，including—

（i）reporting of known or suspected criminal activity，by a non-Federal entity to any other non-Federal entity or a Federal entity，including cyber threat indicators or defensive measures shared with a Federal entity in furtherance of opening a Federal law enforcement investigation；

（ii）voluntary or legally compelled participation in a Federal investigation；and

（iii）providing cyber threat indicators or defensive measures as part of a statutory or authorized contractual requirement．

（2）CERTIFICATION AND DESIGNATION．—
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（A）CERTIFICATION OF CAPABILITY AND PROCESS．—Not later than 90 days after the date of the enactment of this Act，the Secretary of Homeland Security shall，in consultation with the heads of the appropriate Federal entities，submit to Congress a certification as to whether the capability and process required by paragraph（1）fully and effectively operates—

（i）as the process by which the Federal Government receives from any non-Federal entity a cyber threat indicator or defensive measure under this title；and

（ii）in accordance with the interim policies，procedures，and guidelines developed under this title．

（B）DESIGNATION．—

（i）IN GENERAL．—At any time after certification is submitted under subparagraph（A），the President may designate an appropriate Federal entity，other than the Department of Defense（including the National Security Agency），to develop and implement a capability and process as described in paragraph（1）in addition to the capability and process developed under such paragraph by the Secretary of Homeland Security，if，not fewer than 30 days before making such designation，the President submits to Congress a certification and explanation that—
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（I）such designation is necessary to ensure that full，effective，and secure operation of a capability and process for the Federal Government to receive from any non-Federal entity cyber threat indicators or defensive measures under this title；

（II）the designated appropriate Federal entity will receive and share cyber threat indicators and defensive measures in accordance with the policies，procedures，and guidelines developed under this title，including subsection（a）（3）（A）；and

（III）such designation is consistent with the mission of such appropriate Federal entity and improves the ability of the Federal Government to receive，share，and use cyber threat indicators and defensive measures as authorized under this title．
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（ii）APPLICATION TO ADDITIONAL CAPABILITY AND PROCESS．—If the President designates an appropriate Federal entity to develop and implement a capability and process under clause（i），the provisions of this title that apply to the capability and process required by paragraph（1）shall also be construed to apply to the capability and process developed and implemented under clause（i）．

（3）PUBLIC NOTICE AND ACCESS．—The Secretary of Homeland Security shall ensure there is public notice of，and access to，the capability and process developed and implemented under paragraph（1）so that—

（A）any non-Federal entity may share cyber threat indicators and defensive measures through such process with the Federal Government；and

（B）all of the appropriate Federal entities receive such cyber threat indicators and defensive measures in real time with receipt through the process within the Department of Homeland Security consistent with the policies and procedures issued under subsection（a）．
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（4）OTHER FEDERAL ENTITIES．—The process developed and implemented under paragraph（1）shall ensure that other Federal entities receive in a timely manner any cyber threat indicators and defensive measures shared with the Federal Government through such process．

（d）INFORMATION SHARED WITH OR PROVIDED TO THE FEDERAL GOVERNMENT．—

（1）NO WAIVER OF PRIVILEGE OR PROTECTION．—The provision of cyber threat indicators and defensive measures to the Federal Government under this title shall not constitute a waiver of any applicable privilege or protection provided by law，including trade secret protection．

（2）PROPRIETARY INFORMATION．—Consistent with section 104（c）（2）and any other applicable provision of law，a cyber threat indicator or defensive measure provided by a non-Federal entity to the Federal Government under this title shall be considered the commercial，financial，and proprietary information of such non-Federal entity when so designated by the originating non-Federal entity or a third party acting in accordance with the written authorization of the originating non-Federal entity．
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（3）EXEMPTION FROM DISCLOSURE．—A cyber threat indicator or defensive measure shared with the Federal Government under this title shall be—

（A）deemed voluntarily shared information and exempt from disclosure under section 552 of title 5，United States Code，and any State，tribal，or local provision of law requiring disclosure of information or records；and

（B）withheld，without discretion，from the public under section 552（b）（3）（B）of title 5，United States Code，and any State，tribal，or local provision of law requiring disclosure of information or records．

（4）EX PARTE COMMUNICATIONS．—The provision of a cyber threat indicator or defensive measure to the Federal Government under this title shall not be subject to a rule of any Federal agency or department or any judicial doctrine regarding ex parte communications with a decision-making official．

（5）DISCLOSURE，RETENTION，AND USE．—
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（A）AUTHORIZED ACTIVITIES．—Cyber threat indicators and defensive measures provided to the Federal Government under this title may be disclosed to，retained by，and used by，consistent with otherwise applicable provisions of Federal law，any Federal agency or department，component，officer，employee，or agent of the Federal Government solely for—

（i）a cybersecurity purpose；

（ii）the purpose of identifying—

（I）a cybersecurity threat，including the source of such cybersecurity threat；or

（II）a security vulnerability；

（iii）the purpose of responding to，or otherwise preventing or mitigating，a specific threat of death，a specific threat of serious bodily harm，or a specific threat of serious economic harm，including a terrorist act or a use of a weapon of mass destruction；

（iv）the purpose of responding to，investigating，prosecuting，or otherwise preventing or mitigating，a serious threat to a minor，including sexual exploitation and threats to physical safety；or
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（v）the purpose of preventing，investigating，disrupting，or prosecuting an offense arising out of a threat described in clause（iii）or any of the offenses listed in—

（I）sections 1028 through 1030 of title 18，United States Code（relating to fraud and identity theft）；

（II）chapter 37 of such title（relating to espionage and censorship）；and

（III）chapter 90 of such title（relating to protection of trade secrets）．

（B）PROHIBITED ACTIVITIES．—Cyber threat indicators and defensive measures provided to the Federal Government under this title shall not be disclosed to，retained by，or used by any Federal agency or department for any use not permitted under subparagraph（A）．

（C）PRIVACY AND CIVIL LIBERTIES．— Cyber threat indicators and defensive measures provided to the Federal Government under this title shall be retained，used，and disseminated by the Federal Government—

（i）in accordance with the policies，procedures，and guidelines required by subsections（a）and（b）；
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（ii）in a manner that protects from unauthorized use or disclosure any cyber threat indicators that may contain—

（I）personal information of a specific individual；or

（II）information that identifies a specific individual；and

（iii）in a manner that protects the confidentiality of cyber threat indicators containing—

（I）personal information of a specific individual；or

（II）information that identifies a specific individual．

（D）FEDERAL REGULATORY AUTHORITY．—

（i）IN GENERAL．—Except as provided in clause（ii），cyber threat indicators and defensive measures provided to the Federal Government under this title shall not be used by any Federal，State，tribal，or local government to regulate，including an enforcement action，the lawful activities of any non-Federal entity or any activities taken by a non-Federal entity pursuant to mandatory standards，including activities relating to monitoring，operating defensive measures，or sharing cyber threat indicators．
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（ii）EXCEPTIONS．—

（I）REGULATORY AUTHORITY SPECIFICALLY RELATING TO PREVENTION OR MITIGATION OF CYBERSECURITY THREATS．—Cyber threat indicators and defensive measures provided to the Federal Government under this title may，consistent with Federal or State regulatory authority specifically relating to the prevention or mitigation of cybersecurity threats to information systems，inform the development or implementation of regulations relating to such information systems．

（II）PROCEDURES DEVELOPED AND IMPLEMENTED UNDER THIS TITLE．—Clause（i）shall not apply to procedures developed and implemented under this title．
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SEC．106．PROTECTION FROM LIABILITY．

（a）MONITORING OF INFORMATION SYSTEMS．—No cause of action shall lie or be maintained in any court against any private entity，and such action shall be promptly dismissed，for the monitoring of an information system and information under section 104（a）that is conducted in accordance with this title．

（b）SHARING OR RECEIPT OF CYBER THREAT INDICATORS．—No cause of action shall lie or be maintained in any court against any private entity，and such action shall be promptly dismissed，for the sharing or receipt of a cyber threat indicator or defensive measure under section 104（c）if—

（1）such sharing or receipt is conducted in ac-cordance with this title；and

（2）in a case in which a cyber threat indicator or defensive measure is shared with the Federal Government，the cyber threat indicator or defensive measure is shared in a manner that is consistent with section 105（c）（1）（B）and the sharing or receipt，as the case may be，occurs after the earlier of—

（A）the date on which the interim policies and procedures are submitted to Congress under section 105（a）（1）and guidelines are submitted to Congress under section 105（b）（1）；or
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（B）the date that is 60 days after the date of the enactment of this Act．

（c）CONSTRUCTION．—Nothing in this title shall be construed—

（1）to create—

（A）a duty to share a cyber threat indicator or defensive measure；or

（B）a duty to warn or act based on the receipt of a cyber threat indicator or defensive measure；or

（2）to undermine or limit the availability of oth-erwise applicable common law or statutory defenses．

SEC．107．OVERSIGHT OF GOVERNMENT ACTIVITIES．

（a）REPORT ON IMPLEMENTATION．—

（1）IN GENERAL．—Not later than 1 year after the date of the enactment of this title，the heads of the appropriate Federal entities shall jointly submit to Congress a detailed report concerning the implementation of this title．

（2）CONTENTS．—The report required by paragraph（1）may include such recommendations as the heads of the appropriate Federal entities may have for improvements or modifications to the authorities，policies，procedures，and guidelines under this title and shall include the following：

1772

（A）An evaluation of the effectiveness of real-time information sharing through the capability and process developed under section 105（c），including any impediments to such real-time sharing．

（B）An assessment of whether cyber threat indicators or defensive measures have been properly classified and an accounting of the number of security clearances authorized by the Federal Government for the purpose of sharing cyber threat indicators or defensive measures with the private sector．

（C）The number of cyber threat indicators or defensive measures received through the capability and process developed under section 105（c）．

（D）A list of Federal entities that have received cyber threat indicators or defensive measures under this title．

（b）BIENNIAL REPORT ON COMPLIANCE．—
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（1）IN GENERAL．—Not later than 2 years after the date of the enactment of this Act and not less frequently than once every 2 years thereafter，the inspectors general of the appropriate Federal entities，in consultation with the Inspector General of the Intelligence Community and the Council of Inspectors General on Financial Oversight，shall jointly submit to Congress an interagency report on the actions of the executive branch of the Federal Government to carry out this title during the most recent 2-year period．

（2）CONTENTS．—Each report submitted under paragraph（1）shall include，for the period covered by the report，the following：

（A）An assessment of the sufficiency of the policies，procedures，and guidelines relating to the sharing of cyber threat indicators within the Federal Government，including those policies，procedures，and guidelines relating to the removal of information not directly related to a cybersecurity threat that is personal information of a specific individual or information that identifies a specific individual．

（B）An assessment of whether cyber threat indicators or defensive measures have been properly classified and an accounting of the number of security clearances authorized by the Federal Government for the purpose of sharing cyber threat indicators or defensive measures with the private sector．
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（C）A review of the actions taken by the Federal Government based on cyber threat indicators or defensive measures shared with the Federal Government under this title，including a review of the following：

（i）The appropriateness of subsequent uses and disseminations of cyber threat indicators or defensive measures．

（ii）Whether cyber threat indicators or defensive measures were shared in a timely and adequate manner with appropriate entities，or，if appropriate，were made publicly available．

（D）An assessment of the cyber threat indicators or defensive measures shared with the appropriate Federal entities under this title，including the following：

（i）The number of cyber threat indicators or defensive measures shared through the capability and process developed under section 105（c）．
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（ii）An assessment of any information not directly related to a cybersecurity threat that is personal information of a specific individual or information identifying a specific individual and was shared by a non-Federal government entity with the Federal government in contravention of this title，or was shared within the Federal Government in contravention of the guidelines required by this title，including a description of any significant violation of this title．

（iii）The number of times，according to the Attorney General，that information shared under this title was used by a Federal entity to prosecute an offense listed in section 105（d）（5）（A）．

（iv）A quantitative and qualitative assessment of the effect of the sharing of cyber threat indicators or defensive measures with the Federal Government on privacy and civil liberties of specific individuals，including the number of notices that were issued with respect to a failure to remove information not directly related to a cybersecurity threat that was personal information of a specific individual or information that identified a specific individual in accordance with the procedures required by section 105（b）（3）（E）．
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（v）The adequacy of any steps taken by the Federal Government to reduce any adverse effect from activities carried out under this title on the privacy and civil liberties of United States persons．

（E）An assessment of the sharing of cyber threat indicators or defensive measures among Federal entities to identify inappropriate barriers to sharing information．

（3）RECOMMENDATIONS．—Each report submitted under this subsection may include such recommendations as the inspectors general may have for improvements or modifications to the authorities and processes under this title．

（c）INDEPENDENT REPORT ON REMOVAL OF PERSONAL INFORMATION．—Not later than 3 years after the date of the enactment of this Act，the Comptroller General of the United States shall submit to Congress a report on the actions taken by the Federal Government to remove personal information from cyber threat indicators or defensive measures pursuant to this title．Such report shall include an assessment of the sufficiency of the policies，procedures，and guidelines established under this title in addressing concerns relating to privacy and civil liberties．
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（d）FORM OF REPORTS．—Each report required under this section shall be submitted in an unclassified form，but may include a classified annex．

（e）PUBLIC AVAILABILITY OF REPORTS．—The unclassified portions of the reports required under this section shall be made available to the public．

SEC．108．CONSTRUCTION AND PREEMPTION．

（a）OTHERWISE LAWFUL DISCLOSURES．—Nothing in this title shall be construed—

（1）to limit or prohibit otherwise lawful disclosures of communications，records，or other information，including reporting of known or suspected criminal activity，by a non-Federal entity to any other non-Federal entity or the Federal Government under this title；or

（2）to limit or prohibit otherwise lawful use of such disclosures by any Federal entity，even when such otherwise lawful disclosures duplicate or replicate disclosures made under this title．
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（b）WHISTLE BLOWER PROTECTIONS．—Nothing in this title shall be construed to prohibit or limit the disclosure of information protected under section 2302（b）（8）of title 5，United States Code（governing disclosures of illegality，waste，fraud，abuse，or public health or safety threats），section 7211 of title 5，United States Code（governing disclosures to Congress），section 1034 of title 10，United States Code（governing disclosure to Congress by members of the military），section 1104 of the National Security Act of 1947（50 U．S．C．3234）（governing disclosure by employees of elements of the intelligence community），or any similar provision of Federal or State law．

（c）PROTECTION OF SOURCES AND METHODS．— Nothing in this title shall be construed—

（1）as creating any immunity against，or otherwise affecting，any action brought by the Federal Government，or any agency or department thereof，to enforce any law，executive order，or procedure governing the appropriate handling，disclosure，or use of classified information；

（2）to affect the conduct of authorized law enforcement or intelligence activities；or

（3）to modify the authority of a department or agency of the Federal Government to protect classified information and sources and methods and the national security of the United States．

（d）RELATIONSHIP TO OTHER LAWS．—Nothing in this title shall be construed to affect any requirement under any other provision of law for a non-Federal entity to provide information to the Federal Government．
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（e）PROHIBITED CONDUCT．—Nothing in this title shall be construed to permit price-fixing，allocating a market between competitors，monopolizing or attempting to monopolize a market，boycotting，or exchanges of price or cost information，customer lists，or information regarding future competitive planning．

（f）INFORMATION SHARING RELATIONSHIPS．—Nothing in this title shall be construed—

（1）to limit or modify an existing information sharing relationship；

（2）to prohibit a new information sharing relationship；

（3）to require a new information sharing relationship between any non-Federal entity and a Federal entity or another non-Federal entity；or

（4）to require the use of the capability and process within the Department of Homeland Security developed under section 105（c）．

（g）PRESERVATION OF CONTRACTUAL OBLIGATIONS AND RIGHTS．—Nothing in this title shall be construed—

（1）to amend，repeal，or supersede any current or future contractual agreement，terms of service agreement，or other contractual relationship between any non-Federal entities，or between any non-Federal entity and a Federal entity；or
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（2）to abrogate trade secret or intellectual property rights of any non-Federal entity or Federal entity．

（h）ANTI-TASKING RESTRICTION．—Nothing in this title shall be construed to permit a Federal entity—

（1）to require a non-Federal entity to provide information to a Federal entity or another non-Federal entity；

（2）to condition the sharing of cyber threat indicators with a non-Federal entity on such entity's provision of cyber threat indicators to a Federal entity or another non-Federal entity；or

（3）to condition the award of any Federal grant，contract，or purchase on the provision of a cyber threat indicator to a Federal entity or another non-Federal entity．

（i）NO LIABILITY FOR NON-PARTICIPATION．—Nothing in this title shall be construed to subject any entity to liability for choosing not to engage in the voluntary activities authorized in this title．
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（j）USE AND RETENTION OF INFORMATION．—Nothing in this title shall be construed to authorize，or to modify any existing authority of，a department or agency of the Federal Government to retain or use any information shared under this title for any use other than permitted in this title．

（k）FEDERAL PREEMPTION．—

（1）IN GENERAL．—This title supersedes any statute or other provision of law of a State or political subdivision of a State that restricts or otherwise expressly regulates an activity authorized under this title．

（2）STATE LAW ENFORCEMENT．—Nothing in this title shall be construed to supersede any statute or other provision of law of a State or political subdivision of a State concerning the use of authorized law enforcement practices and procedures．

（l）REGULATORY AUTHORITY．—Nothing in this title shall be construed—

（1）to authorize the promulgation of any regulations not specifically authorized to be issued under this title；

（2）to establish or limit any regulatory authority not specifically established or limited under this title；or

（3）to authorize regulatory actions that would duplicate or conflict with regulatory requirements，mandatory standards，or related processes under another provision of Federal law．
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（m）AUTHORITY OF SECRETARY OF DEFENSE TO RESPOND TO MALICIOUS CYBER ACTIVITY CARRIED OUT BY FOREIGN POWERS．—Nothing in this title shall be construed to limit the authority of the Secretary of Defense under section 130g of title 10，United States Code．

（n）CRIMINAL PROSECUTION．—Nothing in this title shall be construed to prevent the disclosure of a cyber threat indicator or defensive measure shared under this title in a case of criminal prosecution，when an applicable provision of Federal，State，tribal，or local law requires disclosure in such case．

SEC．109．REPORT ON CYBERSECURITY THREATS．

（a）REPORT REQUIRED．—Not later than 180 days after the date of the enactment of this Act，the Director of National Intelligence，in coordination with the heads of other appropriate elements of the intelligence community，shall submit to the Select Committee on Intelligence of the Senate and the Permanent Select Committee on Intelligence of the House of Representatives a report on cybersecurity threats，including cyber attacks，theft，and data breaches．

（b）CONTENTS．—The report required by subsection

（a）shall include the following：
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（1）An assessment of the current intelligence sharing and cooperation relationships of the United States with other countries regarding cybersecurity threats，including cyber attacks，theft，and data breaches，directed against the United States and which threaten the United States national security interests and economy and intellectual property，specifically identifying the relative utility of such relationships，which elements of the intelligence community participate in such relationships，and whether and how such relationships could be improved．

（2）A list and an assessment of the countries and nonstate actors that are the primary threats of carrying out a cybersecurity threat，including a cyber attack，theft，or data breach，against the United States and which threaten the United States national security，economy，and intellectual property．

（3）A description of the extent to which the capabilities of the United States Government to respond to or prevent cybersecurity threats，including cyber attacks，theft，or data breaches，directed against the United States private sector are degraded by a delay in the prompt notification by private entities of such threats or cyber attacks，theft，and data breaches．
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（4）An assessment of additional technologies or capabilities that would enhance the ability of the United States to prevent and to respond to cybersecurity threats，including cyber attacks，theft，and data breaches．

（5）An assessment of any technologies or practices utilized by the private sector that could be rapidly fielded to assist the intelligence community in preventing and responding to cybersecurity threats．

（c）FORM OF REPORT．—The report required by subsection（a）shall be made available in classified and unclassified forms．

（d）INTELLIGENCE COMMUNITY DEFINED．—In this section，the term “intelligence community” has the meaning given that term in section 3 of the National Security Act of 1947（50 U．S．C．3003）．

SEC．110．EXCEPTION TO LIMITATION ON AUTHORITY OF SECRETARY OF DEFENSE TO DISSEMINATE CERTAIN INFORMATION．

Notwithstanding subsection（c）（3）of section 393 of title 10，United States Code，the Secretary of Defense may authorize the sharing of cyber threat indicators and defensive measures pursuant to the policies，procedures，and guidelines developed or issued under this title．
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SEC．111．EFFECTIVE PERIOD．

（a）IN GENERAL．—Except as provided in subsection（b），this title and the amendments made by this title shall be effective during the period beginning on the date of the enactment of this Act and ending on September 30，2025．

（b）EXCEPTION．—With respect to any action authorized by this title or information obtained pursuant to an action authorized by this title，which occurred before the date on which the provisions referred to in subsection（a）cease to have effect，the provisions of this title shall continue in effect．





TITLE II—NATIONAL CYBERSECURITY ADVANCEMENT

Subtitle A—National Cybersecurity and Communications Integration Center

SEC．201．SHORT TITLE．

This subtitle may be cited as the“National Cybersecurity Protection Advancement Act of 2015”．

SEC．202．DEFINITIONS．

In this subtitle：

（1）APPROPRIATE CONGRESSIONAL COMMITTEES．—The term “appropriate congressional committees” means—
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（A）the Committee on Homeland Security and Governmental Affairs of the Senate；and

（B）the Committee on Homeland Security of the House of Representatives．

（2）CYBERSECURITY RISK；INCIDENT．—The terms “cybersecurity risk” and “incident” have the meanings given those terms in section 227 of the Homeland Security Act of 2002，as so redesignated by section 223（a）（3）of this division．

（3）CYBER THREAT INDICATOR；DEFENSIVE MEASURE．—The terms “cyber threat indicator” and “defensive measure” have the meanings given those terms in section 102．

（4）DEPARTMENT．—The term “Department” means the Department of Homeland Security．

（5）SECRETARY．—The term “Secretary” means the Secretary of Homeland Security．

SEC．203．INFORMATION SHARING STRUCTURE AND PROCESSES．

Section 227 of the Homeland Security Act of 2002，as so redesignated by section 223（a）（3）of this division，is amended—

（1）in subsection（a）—

（A）by redesignating paragraphs（3）and（4）as paragraphs（4）and（5），respectively；
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（B）by striking paragraphs（1）and（2）and inserting the following：

“（1）the term ‘cybersecurity risk’—

“（A）means threats to and vulnerabilities of information or information systems and any related consequences caused by or resulting from unauthorized access，use，disclosure，degradation，disruption，modification，or destruction of such information or information systems，including such related consequences caused by an act of terrorism；and

“（B）does not include any action that solely involves a violation of a consumer term of service or a consumer licensing agreement；

“（2）the terms ‘cyber threat indicator’ and ‘defensive measure’ have the meanings given those terms in section 102 of the Cybersecurity Act of 2015；

“（3）the term ‘incident’ means an occurrence that actually or imminently jeopardizes，without lawful authority，the integrity，confidentiality，or availability of information on an information system，or actually or imminently jeopardizes，without lawful authority，an information system；”；
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（C）in paragraph（4），as so redesignated，by striking“and” at the end；

（D）in paragraph（5），as so redesignated，by striking the period at the end and inserting“；and”；and

（E）by adding at the end the following：

“（6）the term ‘sharing’（including all conjugations thereof）means providing，receiving，and disseminating（including all conjugations of each of such terms）．”；

（2）in subsection（c）—

（A）in paragraph（1）—

（i）by inserting“，including the implementation of title I of the Cybersecurity Act of 2015” before the semicolon at the end；and

（ii）by inserting“cyber threat indicators，defensive measures，”before “cybersecurity risks”；

（B）in paragraph（3），by striking“cybersecurity risks” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，”；
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（C）in paragraph（5）（A），by striking“cybersecurity risks” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，”；

（D）in paragraph（6）—

（i）by striking“cybersecurity risks” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，”；and

（ii）by striking“and” at the end；

（E）in paragraph（7）—

（i）in subparagraph（A），by striking“and” at the end；

（ii）in subparagraph（B），by striking the period at the end and inserting“；and”；and

（iii）by adding at the end the following：

“（C）sharing cyber threat indicators and defensive measures；”；and

（F）by adding at the end the following：

“（8）engaging with international partners，in consultation with other appropriate agencies，to—

“（A）collaborate on cyber threat indicators，defensive measures，and information related to cybersecurity risks and incidents；and
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“（B）enhance the security and resilience of global cybersecurity；

“（9）sharing cyber threat indicators，defensive measures，and other information related to cybersecurity risks and incidents with Federal and non-Federal entities，including across sectors of critical infrastructure and with State and major urban area fusion centers，as appropriate；

“（10）participating，as appropriate，in national exercises run by the Department；and

“（11）in coordination with the Office of Emergency Communications of the Department，assessing and evaluating consequence，vulnerability，and threat information regarding cyber incidents to public safety communications to help facilitate continuous improvements to the security and resiliency of such communications．”；

（3）in subsection（d）（1）—

（A）in subparagraph（B）—

（i）in clause（i），by striking“and local” and inserting “，local，and tribal”；

（ii）in clause（ii），by striking“；and” and inserting “，including information sharing and analysis centers；”；
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（iii）in clause（iii），by adding“and” at the end；and

（iv）by adding at the end the fol lowing：

“（iv）private entities；”．

（B）in subparagraph（D），by striking“and” at the end；

（C）by redesignating subparagraph（E）as subparagraph（F）；and

（D）by inserting after subparagraph（D）the following：

“（E）an entity that collaborates with State and local governments on cybersecurity risks and incidents，and has entered into a voluntary information sharing relationship with the Center；and”；

（4）in subsection（e）—

（A）in paragraph（1）—

（i）in subparagraph（A），by inserting“cyber threat indicators，defensive meas-ures，and” before “information”；

（ii）in subparagraph（B），by inserting“cyber threat indicators，defensive meas-ures，and” before “information related”；

（iii）in subparagraph（F）—
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（I）by striking“cybersecurity risks” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，”；and

（II）by striking“and” at the end；

（iv）in subparagraph（G），by striking“cybersecurity risks and incidents” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，and incidents；and”；and

（v）by adding at the end the following：

“（H）the Center designates an agency contact for non-Federal entities；”；

（B）in paragraph（2）—

（i）by striking“cybersecurity risks” and inserting “cyber threat indicators，defensive measures，cybersecurity risks，”；and

（ii）by inserting“or disclosure” after “access”；and
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（C）in paragraph（3），by inserting before the period at the end the following：“，including by working with the Privacy Officer appointed under section 222 to ensure that the Center follows the policies and procedures specified in subsections（b）and（d）（5）（C）of section 105 of the Cybersecurity Act of 2015”；and

（5）by adding at the end the following：“（g）AUTOMATED INFORMATION SHARING．—

“（1）IN GENERAL．—The Under Secretary appointed under section 103（a）（1）（H），in coordination with industry and other stakeholders，shall develop capabilities making use of existing information technology industry standards and best practices，as appropriate，that support and rapidly advance the development，adoption，and implementation of automated mechanisms for the sharing of cyber threat indicators and defensive measures in accordance with title I of the Cybersecurity Act of 2015．

“（2）ANNUAL REPORT．—The Under Secretary appointed under section 103（a）（1）（H）shall submit to the Committee on Homeland Security and Governmental Affairs of the Senate and the Committee on Homeland Security of the House of Representatives an annual report on the status and progress of the development of the capabilities described in paragraph（1）．Such reports shall be required until such capabilities are fully implemented．

“（h）VOLUNTARY INFORMATION SHARING PROCEDURES．—
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“（1）PROCEDURES．—

“（A）IN GENERAL．—The Center may enter into a voluntary information sharing relationship with any consenting non-Federal entity for the sharing of cyber threat indicators and defensive measures for cybersecurity purposes in accordance with this section．Nothing in this subsection may be construed to require any non-Federal entity to enter into any such information sharing relationship with the Center or any other entity．The Center may terminate a voluntary information sharing relationship under this subsection，at the sole and unreviewable discretion of the Secretary，acting through the Under Secretary appointed under section 103（a）（1）（H），for any reason，including if the Center determines that the non-Federal entity with which the Center has entered into such a relationship has violated the terms of this subsection．
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“（B）NATIONAL SECURITY．—The Secretary may decline to enter into a voluntary information sharing relationship under this subsection，at the sole and unreviewable discretion of the Secretary，acting through the Under Secretary appointed under section 103（a）（1）（H），for any reason，including if the Secretary determines that such is appropriate for national security．

“（2）VOLUNTARY INFORMATION SHARING RELATIONSHIPS．—A voluntary information sharing relationship under this subsection may be characterized as an agreement described in this paragraph．

“（A）STANDARD AGREEMENT．—For the use of a non-Federal entity，the Center shall make available a standard agreement，consistent with this section，on the Department's website．

“（B）NEGOTIATED AGREEMENT．—At the request of a non-Federal entity，and if determined appropriate by the Center，at the sole and unreviewable discretion of the Secretary，acting through the Under Secretary appointed under section 103（a）（1）（H），the Department shall negotiate a non-standard agreement，consistent with this section．
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“（C）EXISTING AGREEMENTS．—An agreement between the Center and a non-Federal entity that is entered into before the date of en-actment of this subsection，or such an agreement that is in effect before such date，shall be deemed in compliance with the requirements of this subsection，notwithstanding any other provision or requirement of this subsection．An agreement under this subsection shall include the relevant privacy protections as in effect under the Cooperative Research and Development Agreement for Cybersecurity Information Sharing and Collaboration，as of December 31，2014．Nothing in this subsection may be construed to require a non-Federal entity to enter into either a standard or negotiated agreement to be in compliance with this subsection．

“（i）DIRECT REPORTING．—The Secretary shall develop policies and procedures for direct reporting to the Secretary by the Director of the Center regarding significant cybersecurity risks and incidents．

“（j）REPORTS ON INTERNATIONAL COOPERATION．— Not later than 180 days after the date of enactment of this subsection，and periodically thereafter，the Secretary of Homeland Security shall submit to the Committee on Homeland Security and Governmental Affairs of the Sen-ate and the Committee on Homeland Security of the House of Representatives a report on the range of efforts underway to bolster cybersecurity collaboration with relevant international partners in accordance with subsection（c）（8）．
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“（k）OUTREACH．—Not later than 60 days after the date of enactment of this subsection，the Secretary，acting through the Under Secretary appointed under section 103（a）（1）（H），shall—

“（1）disseminate to the public information about how to voluntarily share cyber threat indicators and defensive measures with the Center；and

“（2）enhance outreach to critical infrastructure owners and operators for purposes of such sharing．

“（l）COORDINATED VULNERABILITY DISCLOSURE．—The Secretary，in coordination with industry and other stakeholders，may develop and adhere to Department policies and procedures for coordinating vulnerability disclosures．”．

SEC．204．INFORMATION SHARING AND ANALYSIS ORGANI ZATIONS．

Section 212 of the Homeland Security Act of 2002（6 U．S．C．131）is amended—

（1）in paragraph（5）—

（A）in subparagraph（A）—

（i）by inserting“，including information related to cybersecurity risks and incidents，”after “critical infrastructure information”；and

（ii）by inserting“，including cybersecurity risks and incidents，”after “related to critical infrastructure”；

（B）in subparagraph（B）—

（i）by inserting“，including cybersecurity risks and incidents，”after “critical infrastructure information”；and
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（ii）by inserting“，including cybersecurity risks and incidents，”after “related to critical infrastructure”；and

（C）in subparagraph（C），by inserting“，including cybersecurity risks and incidents，”after “critical infrastructure information”；and

（2）by adding at the end the following：

“（8）CYBERSECURITY RISK；INCIDENT．—The terms ‘cybersecurity risk’ and ‘incident’ have the meanings given those terms in section 227．”．

SEC．205．NATIONAL RESPONSE FRAMEWORK．

Section 228 of the Homeland Security Act of 2002，as added by section 223（a）（4）of this division，is amended by adding at the end the following：

“（d）NATIONAL RESPONSE FRAMEWORK．—The Secretary，in coordination with the heads of other appropriate Federal departments and agencies，and in accordance with the National Cybersecurity Incident Response Plan required under subsection（c），shall regularly update，maintain，and exercise the Cyber Incident Annex to the National Response Framework of the Department．”．
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SEC．206．REPORT ON REDUCING CYBERSECURITY RISKS IN DHS DATA CENTERS．

Not later than 1 year after the date of the enactment of this Act，the Secretary shall submit to the appropriate congressional committees a report on the feasibility of the Department creating an environment for the reduction in cybersecurity risks in Department data centers，including by increasing compartmentalization between systems，and providing a mix of security controls between such compartments．

SEC．207．ASSESSMENT．

Not later than 2 years after the date of enactment of this Act，the Comptroller General of the United States shall submit to the appropriate congressional committees a report that includes—

（1）an assessment of the implementation by the Secretary of this title and the amendments made by this title；and
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（2）to the extent practicable，findings regarding increases in the sharing of cyber threat indicators，defensive measures，and information relating to cybersecurity risks and incidents at the center established under section 227 of the Homeland Security Act of 2002，as redesignated by section 223（a）of this division，and throughout the United States．

SEC．208．MULTIPLE SIMULTANEOUS CYBER INCIDENTS AT CRITICAL INFRASTRUCTURE．

Not later than 1 year after the date of enactment of this Act，the Under Secretary appointed under section 103（a）（1）（H）of the Homeland Security Act of 2002（6 U．S．C．113（a）（1）（H））shall provide information to the appropriate congressional committees on the feasibility of producing a risk-informed plan to address the risk of multiple simultaneous cyber incidents affecting critical infrastructure，including cyber incidents that may have a cascading effect on other critical infrastructure．

SEC．209．REPORT ON CYBERSECURITY VULNERABILITIES OF UNITED STATES PORTS．

Not later than 180 days after the date of enactment of this Act，the Secretary shall submit to the appropriate congressional committees，the Committee on Commerce，Science and Transportation of the Senate，and the Committee on Transportation and Infrastructure of the House of Representatives a report on cybersecurity vulnerabilities for the 10 United States ports that the Secretary determines are at greatest risk of a cybersecurity incident and provide recommendations to mitigate such vulnerabilities．
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SEC．210．PROHIBITION ON NEW REGULATORY AUTHORITY．

Nothing in this subtitle or the amendments made by this subtitle may be construed to grant the Secretary any authority to promulgate regulations or set standards relating to the cybersecurity of non-Federal entities，not including State，local，and tribal governments，that was not in effect on the day before the date of enactment of this Act．

SEC．211．TERMINATION OF REPORTING REQUIREMENTS．

Any reporting requirements in this subtitle shall erminate on the date that is 7 years after the date of enactment of this Act．





Subtitle B—Federal Cybersecurity Enhancement

SEC．221．SHORT TITLE．

This subtitle may be cited as the“Federal Cybersecurity Enhancement Act of 2015”．

SEC．222．DEFINITIONS．

In this subtitle：

（1）AGENCY．—The term “agency” has the meaning given the term in section 3502 of title 44，United States Code．
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（2）AGENCY INFORMATION SYSTEM．—The term “agency information system” has the meaning given the term in section 228 of the Homeland Security Act of 2002，as added by section 223（a）（4）of this division．

（3）APPROPRIATE CONGRESSIONAL COMMIT-TEES．—The term “appropriate congressional committees” means—

（A）the Committee on Homeland Security and Governmental Affairs of the Senate；and

（B）the Committee on Homeland Security of the House of Representatives．

（4）CYBERSECURITY RISK；INFORMATION SYS-TEM．—The terms “cybersecurity risk” and “infor-mation system” have the meanings given those terms in section 227 of the Homeland Security Act of 2002，as so redesignated by section 223（a）（3）of this division．

（5）DIRECTOR．—The term “Director” means the Director of the Office of Management and Budget．

（6）INTELLIGENCE COMMUNITY．—The term “intelligence community” has the meaning given the term in section 3（4）of the National Security Act of 1947（50 U．S．C．3003（4））．
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（7）NATIONAL SECURITY SYSTEM．—The term “national security system” has the meaning given the term in section 11103 of title 40，United States Code．

（8）SECRETARY．—The term “Secretary” means the Secretary of Homeland Security．

SEC．223．IMPROVED FEDERAL NETWORK SECURITY．

（a）IN GENERAL．—Subtitle C of title II of the Homeland Security Act of 2002（6 U．S．C．141 et seq.）is amended—

（1）by redesignating section 228 as section 229；

（2）by redesignating section 227 as subsection（c）of section 228，as added by paragraph（4），and adjusting the margins accordingly；

（3）by redesignating the second section designated as section 226（relating to the national cybersecurity and communications integration center）as section 227；

（4）by inserting after section 227，as so redesignated，the following：

“SEC．228．CYBERSECURITY PLANS．

“（a）DEFINITIONS．—In this section—

“（1）the term ‘agency information system’ means an information system used or operated by an agency or by another entity on behalf of an agency；
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“（2）the terms ‘cybersecurity risk’ and ‘information system’ have the meanings given those terms in section 227；

“（3）the term ‘intelligence community’ has the meaning given the term in section 3（4）of the Na-tional Security Act of 1947（50 U．S．C．3003（4））；and

“（4）the term ‘national security system’ has the meaning given the term in section 11103 of title 40，United States Code．“（b）INTRUSION ASSESSMENT PLAN．—

“（1）REQUIREMENT．—The Secretary，in coordination with the Director of the Office of Manage-ment and Budget，shall—

“（A）develop and implement an intrusion assessment plan to proactively detect，identify，and remove intruders in agency information systems on a routine basis；and

“（B）update such plan as necessary．

“（2）EXCEPTION．—The intrusion assessment plan required under paragraph（1）shall not apply to the Department of Defense，a national security system，or an element of the intelligence community．”；
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（5）in section 228（c），as so redesignated，by striking“section 226” and inserting “section 227”；and

（6）by inserting after section 229，as so redesignated，the following：

“SEC．230．FEDERAL INTRUSION DETECTION AND PREVENTION SYSTEM．

“（a）DEFINITIONS．—In this section—

“（1）the term ‘agency’ has the meaning given the term in section 3502 of title 44，United States Code；

“（2）the term ‘agency information’ means information collected or maintained by or on behalf of an agency；

“（3）the term ‘agency information system’ has the meaning given the term in section 228；and

“（4）the terms ‘cybersecurity risk’ and ‘infor mation system’ have the meanings given those terms in section 227．

“（b）REQUIREMENT．—

“（1）IN GENERAL．—Not later than 1 year after the date of enactment of this section，the Secretary shall deploy，operate，and maintain，to make available for use by any agency，with or without reim-bursement—
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“（A）a capability to detect cybersecurity risks in network traffic transiting or traveling to or from an agency information system；and

“（B）a capability to prevent network traffic associated with such cybersecurity risks from transiting or traveling to or from an agency information system or modify such network traffic to remove the cybersecurity risk．

“（2）REGULAR IMPROVEMENT．—The Secretary shall regularly deploy new technologies and modify existing technologies to the intrusion detection and prevention capabilities described in paragraph（1）as appropriate to improve the intrusion detection and prevention capabilities．

“（c）ACTIVITIES．—In carrying out subsection（b），the Secretary—

“（1）may access，and the head of an agency may disclose to the Secretary or a private entity providing assistance to the Secretary under paragraph（2），information transiting or traveling to or from an agency information system，regardless of the location from which the Secretary or a private entity providing assistance to the Secretary under paragraph（2）accesses such information，notwithstanding any other provision of law that would otherwise restrict or prevent the head of an agency from disclosing such information to the Secretary or a private entity providing assistance to the Secretary under paragraph（2）；
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“（2）may enter into contracts or other agreements with，or otherwise request and obtain the assistance of，private entities to deploy，operate，and maintain technologies in accordance with subsection（b）；

“（3）may retain，use，and disclose information obtained through the conduct of activities authorized under this section only to protect information and information systems from cybersecurity risks；

“（4）shall regularly assess through operational test and evaluation in real world or simulated environments available advanced protective technologies to improve detection and prevention capabilities，including commercial and noncommercial technologies and detection technologies beyond signature-based detection，and acquire，test，and deploy such technologies when appropriate；

“（5）shall establish a pilot through which the Secretary may acquire，test，and deploy，as rapidly as possible，technologies described in paragraph（4）；and
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“（6）shall periodically update the privacy impact assessment required under section 208（b）of the E-Government Act of 2002（44 U．S．C．3501 note）．

“（d）PRINCIPLES．—In carrying out subsection（b），the Secretary shall ensure that—

“（1）activities carried out under this section are reasonably necessary for the purpose of protecting agency information and agency information systems from a cybersecurity risk；

“（2）information accessed by the Secretary will be retained no longer than reasonably necessary for the purpose of protecting agency information and agency information systems from a cybersecurity risk；

“（3）notice has been provided to users of an agency information system concerning access to communications of users of the agency information system for the purpose of protecting agency information and the agency information system；and

“（4）the activities are implemented pursuant to policies and procedures governing the operation of the intrusion detection and prevention capabilities．

“（e）PRIVATE ENTITIES．—
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“（1）CONDITIONS．—A private entity described in subsection（c）（2）may not—

“（A）disclose any network traffic transiting or traveling to or from an agency information system to any entity other than the Department or the agency that disclosed the information under subsection（c）（1），including personal in formation of a specific individual or information that identifies a specific individual not directly related to a cybersecurity risk；or

“（B）use any network traffic transiting or traveling to or from an agency information system to which the private entity gains access in accordance with this section for any purpose other than to protect agency information and agency information systems against cybersecurity risks or to administer a contract or other agreement entered into pursuant to subsection（c）（2）or as part of another contract with the Secretary．

“（2）LIMITATION ON LIABILITY．—No cause of action shall lie in any court against a private entity for assistance provided to the Secretary in accordance with this section and any contract or agreement entered into pursuant to subsection（c）（2）．
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“（3）RULE OF CONSTRUCTION．—Nothing in paragraph（2）shall be construed to authorize an Internet service provider to break a user agreement with a customer without the consent of the cus-tomer．

“（f）PRIVACY OFFICER REVIEW．—Not later than 1 year after the date of enactment of this section，the Privacy Officer appointed under section 222，in consultation with the Attorney General，shall review the policies and guidelines for the program carried out under this section to ensure that the policies and guidelines are consistent with applicable privacy laws，including those governing the acquisition，interception，retention，use，and disclosure of communications．”．

（b）AGENCY RESPONSIBILITIES．—

（1）IN GENERAL．—Except as provided in paragraph（2）—

（A）not later than 1 year after the date of enactment of this Act or 2 months after the date on which the Secretary makes available the intrusion detection and prevention capabilities under section 230（b）（1）of the Homeland Security Act of 2002，as added by subsection（a），whichever is later，the head of each agency shall apply and continue to utilize the capabilities to all information traveling between an agency information system and any information system other than an agency information system；and
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（B）not later than 6 months after the date on which the Secretary makes available improvements to the intrusion detection and prevention capabilities pursuant to section 230（b）（2）of the Homeland Security Act of 2002，as added by subsection（a），the head of each agency shall apply and continue to utilize the improved intrusion detection and prevention capabilities．

（2）EXCEPTION．—The requirements under paragraph（1）shall not apply to the Department of Defense，a national security system，or an element of the intelligence community．

（3）DEFINITION．—Notwithstanding section 222，in this subsection，the term “agency information system” means an information system owned or operated by an agency．
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（4）RULE OF CONSTRUCTION．—Nothing in this subsection shall be construed to limit an agency from applying the intrusion detection and prevention capabilities to an information system other than an agency information system under section 230（b）（1）of the Homeland Security Act of 2002，as added by subsection（a），at the discretion of the head of the agency or as provided in relevant policies，directives，and guidelines．

（c）TABLE OF CONTENTS AMENDMENT．—The table of contents in section 1（b）of the Homeland Security Act of 2002（6 U．S．C．101 note）is amended by striking the items relating to the first section designated as section 226，the second section designated as section 226（relating to the national cybersecurity and communications integration center），section 227，and section 228 and inserting the following：

“Sec．226．Cybersecurity recruitment and retention．

“Sec．227．National cybersecurity and communications integration center．

“Sec．228．Cybersecurity plans．

“Sec．229．Clearances．

“Sec．230．Federal intrusion detection and prevention system．”．

SEC．224．ADVANCED INTERNAL DEFENSES．

（a）ADVANCED NETWORK SECURITY TOOLS．—

（1）IN GENERAL．—The Secretary shall include，in the efforts of the Department to continuously diagnose and mitigate cybersecurity risks，advanced network security tools to improve visibility of network activity，including through the use of commercial and free or open source tools，and to detect and mitigate intrusions and anomalous activity．
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（2）DEVELOPMENT OF PLAN．—The Director shall develop and the Secretary shall implement a plan to ensure that each agency utilizes advanced network security tools，including those described in paragraph（1），to detect and mitigate intrusions and anomalous activity．

（b）PRIORITIZING ADVANCED SECURITY TOOLS．—The Director and the Secretary，in consultation with appropriate agencies，shall—

（1）review and update Government-wide policies and programs to ensure appropriate prioritization and use of network security monitoring tools within agency networks；and

（2）brief appropriate congressional committees on such prioritization and use．

（c）IMPROVED METRICS．—The Secretary，in collaboration with the Director，shall review and update the metrics used to measure security under section 3554 of title 44，United States Code，to include measures of intrusion and incident detection and response times．

（d）TRANSPARENCY AND ACCOUNTABILITY．—The Director，in consultation with the Secretary，shall increase transparency to the public on agency cybersecurity posture，including by increasing the number of metrics available on Federal Government performance websites and，to the greatest extent practicable，displaying metrics for department components，small agencies，and micro-agencies．
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（e）MAINTENANCE OF TECHNOLOGIES．—Section 3553（b）（6）（B）of title 44，United States Code，is amended by inserting “，operating，and maintaining” after “deploying”．

（f）EXCEPTION．—The requirements under this section shall not apply to the Department of Defense，a national security system，or an element of the intelligence community．

SEC．225．FEDERAL CYBERSECURITY REQUIREMENTS．

（a）IMPLEMENTATION OF FEDERAL CYBERSECURITY STANDARDS．—Consistent with section 3553 of title 44，United States Code，the Secretary，in consultation with the Director，shall exercise the authority to issue binding operational directives to assist the Director in ensuring timely agency adoption of and compliance with policies and standards promulgated under section 11331 of title 40，United States Code，for securing agency information systems．

（b）CYBERSECURITY REQUIREMENTS AT AGENCIES．—

（1）IN GENERAL．—Consistent with policies，standards，guidelines，and directives on information security under subchapter II of chapter 35 of title 44，United States Code，and the standards and guidelines promulgated under section 11331 of title 40，United States Code，and except as provided in paragraph（2），not later than 1 year after the date of the enactment of this Act，the head of each agency shall—
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（A）identify sensitive and mission critical data stored by the agency consistent with the inventory required under the first subsection（c）（relating to the inventory of major information systems）and the second subsection（c）（relating to the inventory of information systems）of section 3505 of title 44，United States Code；

（B）assess access controls to the data described in subparagraph（A），the need for readily accessible storage of the data，and individuals’ need to access the data；

（C）encrypt or otherwise render indecipherable to unauthorized users the data described in subparagraph（A）that is stored on or transiting agency information systems；

（D）implement a single sign-on trusted identity platform for individuals accessing each public website of the agency that requires user authentication，as developed by the Administrator of General Services in collaboration with the Secretary；and
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（E）implement identity management consistent with section 504 of the Cybersecurity Enhancement Act of 2014（Public Law 113-274；15 U．S．C．7464），including multi-factor authentication，for—

（i）remote access to an agency information system；and

（ii）each user account with elevated privileges on an agency information system．

（2）EXCEPTION．—The requirements under paragraph（1）shall not apply to an agency information system for which—

（A）the head of the agency has personally certified to the Director with particularity that—

（i）operational requirements articulated in the certification and related to the agency information system would make it excessively burdensome to implement the cybersecurity requirement；

（ii）the cybersecurity requirement is not necessary to secure the agency information system or agency information stored on or transiting it；and
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（iii）the agency has taken all necessary steps to secure the agency information system and agency information stored on or transiting it；and

（B）the head of the agency or the designee of the head of the agency has submitted the certification described in subparagraph（A）to the appropriate congressional committees and the agency's authorizing committees．

（3）CONSTRUCTION．—Nothing in this section shall be construed to alter the authority of the Secretary，the Director，or the Director of the National Institute of Standards and Technology in implementing subchapter II of chapter 35 of title 44，United States Code．Nothing in this section shall be construed to affect the National Institute of Standards and Technology standards process or the requirement under section 3553（a）（4）of such title or to discourage continued improvements and advancements in the technology，standards，policies，and guidelines used to promote Federal information security．

（c）EXCEPTION．—The requirements under this section shall not apply to the Department of Defense，a national security system，or an element of the intelligence community．
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SEC．226．ASSESSMENT；REPORTS．

（a）DEFINITIONS．—In this section：

（1）AGENCY INFORMATION．—The term “agency information” has the meaning given the term in section 230 of the Homeland Security Act of 2002，as added by section 223（a）（6）of this division．

（2）CYBER THREAT INDICATOR；DEFENSIVE MEASURE．—The terms “cyber threat indicator” and “defensive measure” have the meanings given those terms in section 102．

（3）INTRUSION ASSESSMENTS．—The term “intrusion assessments” means actions taken under the intrusion assessment plan to identify and remove intruders in agency information systems．

（4）INTRUSION ASSESSMENT PLAN．—The term “intrusion assessment plan” means the plan required under section 228（b）（1）of the Homeland Security Act of 2002，as added by section 223（a）（4）of this division．

（5）INTRUSION DETECTION AND PREVENTION CAPABILITIES．—The term “intrusion detection and prevention capabilities” means the capabilities required under section 230（b）of the Homeland Security Act of 2002，as added by section 223（a）（6）of this division．
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（b）THIRD-PARTY ASSESSMENT．—Not later than 3 years after the date of enactment of this Act，the Comptroller General of the United States shall conduct a study and publish a report on the effectiveness of the approach and strategy of the Federal Government to securing agency information systems，including the intrusion detection and prevention capabilities and the intrusion assessment plan．

（c）REPORTS TO CONGRESS．—

（1）INTRUSION DETECTION AND PREVENTION CAPABILITIES．—

（A）SECRETARY OF HOMELAND SECURITY REPORT．—Not later than 6 months after the date of enactment of this Act，and annually thereafter，the Secretary shall submit to the appropriate congressional committees a report on the status of implementation of the intrusion detection and prevention capabilities，including—

（i）a description of privacy controls；
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（ii）a description of the technologies and capabilities utilized to detect cybersecurity risks in network traffic，including the extent to which those technologies and capabilities include existing commercial and noncommercial technologies；

（iii）a description of the technologies and capabilities utilized to prevent network traffic associated with cybersecurity risks from transiting or traveling to or from agency information systems，including the extent to which those technologies and capabilities include existing commercial and noncommercial technologies；

（iv）a list of the types of indicators or other identifiers or techniques used to detect cybersecurity risks in network traffic transiting or traveling to or from agency information systems on each iteration of the intrusion detection and prevention capabilities and the number of each such type of indicator，identifier，and technique；

（v）the number of instances in which the intrusion detection and prevention capabilities detected a cybersecurity risk in network traffic transiting or traveling to or from agency information systems and the number of times the intrusion detection and prevention capabilities blocked net-work traffic associated with cybersecurity risk；and
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（vi）a description of the pilot established under section 230（c）（5）of the Homeland Security Act of 2002，as added by section 223（a）（6）of this division，including the number of new technologies tested and the number of participating agencies．

（B）OMB REPORT．—Not later than 18 months after the date of enactment of this Act，and annually thereafter，the Director shall submit to Congress，as part of the report required under section 3553（c）of title 44，United States Code，an analysis of agency application of the intrusion detection and prevention capabilities，including—

（i）a list of each agency and the degree to which each agency has applied the intrusion detection and prevention capabilities to an agency information system；and

（ii）a list by agency of—
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（I）the number of instances in which the intrusion detection and prevention capabilities detected a cybersecurity risk in network traffic transiting or traveling to or from an agency information system and the types of indicators，identifiers，and techniques used to detect such cybersecurity risks；and

（II）the number of instances in which the intrusion detection and prevention capabilities prevented network traffic associated with a cybersecurity risk from transiting or traveling to or from an agency information system and the types of indicators，identifiers，and techniques used to detect such agency information systems．

（C）CHIEF INFORMATION OFFICER．—Not earlier than 18 months after the date of enactment of this Act and not later than 2 years after the date of enactment of this Act，the Federal Chief Information Officer shall review and submit to the appropriate congressional committees a report assessing the intrusion detection and intrusion prevention capabilities，including—
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（i）the effectiveness of the system in detecting，disrupting，and preventing cyber-threat actors，including advanced persistent threats，from accessing agency information and agency information systems；

（ii）whether the intrusion detection and prevention capabilities，continuous diagnostics and mitigation，and other systems deployed under subtitle D of title II of the Homeland Security Act of 2002（6 U．S．C．231 et seq.）are effective in securing Federal information systems；

（iii）the costs and benefits of the in-trusion detection and prevention capabilities，including as compared to commercial technologies and tools and including the value of classified cyber threat indicators；and

（iv）the capability of agencies to protect sensitive cyber threat indicators and defensive measures if they were shared through unclassified mechanisms for use in commercial technologies and tools．
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（2）OMB REPORT ON DEVELOPMENT AND IMPLEMENTATION OF INTRUSION ASSESSMENT PLAN，ADVANCED INTERNAL DEFENSES，AND FEDERAL CYBERSECURITY REQUIREMENTS．—The Director shall—

（A）not later than 6 months after the date of enactment of this Act，and 30 days after any update thereto，submit the intrusion assessment plan to the appropriate congressional committees；

（B）not later than 1 year after the date of enactment of this Act，and annually thereafter，submit to Congress，as part of the report required under section 3553（c）of title 44，United States Code—

（i）a description of the implementation of the intrusion assessment plan；

（ii）the findings of the intrusion assessments conducted pursuant to the intrusion assessment plan；

（iii）a description of the advanced network security tools included in the efforts to continuously diagnose and mitigate cybersecurity risks pursuant to section 224（a）（1）；and
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（iv）a list by agency of compliance with the requirements of section 225（b）；and

（C）ot later than 1 year after the date of enactment of this Act，submit to the appropriate congressional committees—

（i）a copy of the plan developed pursuant to section 224（a）（2）；and

（ii）the improved metrics developed pursuant to section 224（c）．

（d）FORM．—Each report required under this section shall be submitted in unclassified form，but may include a classified annex．

SEC．227．TERMINATION．

（a）IN GENERAL．—The authority provided under section 230 of the Homeland Security Act of 2002，as added by section 223（a）（6）of this division，and the reporting requirements under section 226（c）of this division shall terminate on the date that is 7 years after the date of enactment of this Act．

（b）RULE OF CONSTRUCTION．—Nothing in subsection（a）shall be construed to affect the limitation of liability of a private entity for assistance provided to the Secretary under section 230（d）（2）of the Homeland Security Act of 2002，as added by section 223（a）（6）of this division，if such assistance was rendered before the termination date under subsection（a）or otherwise during a period in which the assistance was authorized．
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SEC．228．IDENTIFICATION OF INFORMATION SYSTEMS RELATING TO NATIONAL SECURITY．

（a）IN GENERAL．—Except as provided in subsection（c），not later than 180 days after the date of enactment of this Act—

（1）the Director of National Intelligence and the Director of the Office of Management and Budget，in coordination with the heads of other agencies，shall—

（A）identify all unclassified information systems that provide access to information that may provide an adversary with the ability to derive information that would otherwise be considered classified；

（B）assess the risks that would result from the breach of each unclassified information system identified in subparagraph（A）；and

（C）assess the cost and impact on the mission carried out by each agency that owns an unclassified information system identified in subparagraph（A）if the system were to be subsequently designated as a national security system；and

1827

（2）the Director of National Intelligence and the Director of the Office of Management and Budget shall submit to the appropriate congressional committees，the Select Committee on Intelligence of the Senate，and the Permanent Select Committee on Intelligence of the House of Representatives a report that includes the findings under paragraph（1）．

（b）FORM．—The report submitted under subsection（a）（2）shall be in unclassified form，and shall include a classified annex．

（c）EXCEPTION．—The requirements under subsection（a）（1）shall not apply to the Department of Defense，a national security system，or an element of the intelligence community．

（d）RULE OF CONSTRUCTION．—Nothing in this section shall be construed to designate an information system as a national security system．

SEC．229．DIRECTION TO AGENCIES．

（a）IN GENERAL．—Section 3553 of title 44，United States Code，is amended by adding at the end the following：

“（h）DIRECTION TO AGENCIES．—

“（1）AUTHORITY．—
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“（A）IN GENERAL．—Subject to subparagraph（B），in response to a known or reasonably suspected information security threat，vulnerability，or incident that represents a substantial threat to the information security of an agency，the Secretary may issue an emergency directive to the head of an agency to take any lawful action with respect to the operation of the information system，including such systems used or operated by another entity on behalf of an agency，that collects，processes，stores，transmits，disseminates，or otherwise maintains agency information，for the purpose of protecting the information system from，or mitigating，an information security threat．

“（B）EXCEPTION．—The authorities of the Secretary under this subsection shall not apply to a system described subsection（d）or to a system described in paragraph（2）or（3）of subsection（e）．

“（2）PROCEDURES FOR USE OF AUTHORITY．—

The Secretary shall—

“（A）in coordination with the Director，and in consultation with Federal contractors as appropriate，establish procedures governing the circumstances under which a directive may be issued under this subsection，which shall include—
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“（i）thresholds and other criteria；

“（ii）privacy and civil liberties protec-tions；and

“（iii）providing notice to potentially affected third parties；

“（B）specify the reasons for the required action and the duration of the directive；

“（C）minimize the impact of a directive under this subsection by—

“（i）adopting the least intrusive means possible under the circumstances to secure the agency information systems；and

“（ii）limiting directives to the shortest period practicable；

“（D）notify the Director and the head of any affected agency immediately upon the issuance of a directive under this subsection；

“（E）consult with the Director of the National Institute of Standards and Technology regarding any directive under this subsection that implements standards and guidelines developed by the National Institute of Standards and Technology；

1830

“（F）ensure that directives issued under this subsection do not conflict with the standards and guidelines issued under section 11331 of title 40；

“（G）consider any applicable standards or guidelines developed by the National Institute of Standards and Technology issued by the Secretary of Commerce under section 11331 of title 40；and

“（H）not later than February 1 of each year，submit to the appropriate congressional committees a report regarding the specific actions the Secretary has taken pursuant to paragraph（1）（A）．

“（3）IMMINENT THREATS．—

“（A）IN GENERAL．—Notwithstanding section 3554，the Secretary may authorize the use under this subsection of the intrusion detection and prevention capabilities established under section 230（b）（1）of the Homeland Security Act of 2002 for the purpose of ensuring the security of agency information systems，if—

1831

“（i）the Secretary determines there is an imminent threat to agency information systems；

“（ii）the Secretary determines a directive under subsection（b）（2）（C）or paragraph（1）（A）is not reasonably likely to result in a timely response to the threat；

“（iii）the Secretary determines the risk posed by the imminent threat outweighs any adverse consequences reasonably expected to result from the use of the intrusion detection and prevention capabilities under the control of the Secretary；

“（iv）the Secretary provides prior notice to the Director，and the head and chief information officer（or equivalent official）of each agency to which specific actions will be taken pursuant to this paragraph，and notifies the appropriate congressional committees and authorizing committees of each such agency within 7 days of taking an action under this paragraph of—

“（I）any action taken under this paragraph；and

1832

“（II）the reasons for and duration and nature of the action；

“（v）the action of the Secretary is consistent with applicable law；and

“（vi）the Secretary authorizes the use of the intrusion detection and prevention capabilities in accordance with the advance procedures established under subparagraph（C）．

“（B）LIMITATION ON DELEGATION．—The authority under this paragraph may not be delegated by the Secretary．

“（C）ADVANCE PROCEDURES．—The Secretary shall，in coordination with the Director，and in consultation with the heads of Federal agencies，establish procedures governing the circumstances under which the Secretary may authorize the use of the intrusion detection and prevention capabilities under subparagraph（A）．The Secretary shall submit the procedures to Congress．

“（4）LIMITATION．—The Secretary may direct or authorize lawful action or the use of the intrusion detection and prevention capabilities under this subsection only to—
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“（A）protect agency information from unauthorized access，use，disclosure，disruption，modification，or destruction；or

“（B）require the remediation of or protect against identified information security risks with respect to—

“（i）information collected or maintained by or on behalf of an agency；or

“（ii）that portion of an information system used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency．

“（i）ANNUAL REPORT TO CONGRESS．—Not later than February 1 of each year，the Director and the Secretary shall submit to the appropriate congressional committees a report regarding the specific actions the Director and the Secretary have taken pursuant to subsection（a）（5），including any actions taken pursuant to section 11303（b）（5）of title 40．

“（j）APPROPRIATE CONGRESSIONAL COMMITTEES DEFINED．—In this section，the term ‘appropriate congressional committees’ means—

“（1）the Committee on Appropriations and the Committee on Homeland Security and Governmental Affairs of the Senate；and
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“（2）the Committee on Appropriations，the Committee on Homeland Security，the Committee on Oversight and Government Reform，and the Committee on Science，Space，and Technology of the House of Representatives．”．

（b）CONFORMING AMENDMENT．—Section 3554（a）（1）（B）of title 44，United States Code，is amended—

（1）in clause（iii），by striking“and” at the end；and

（2）by adding at the end the following：

“（v）emergency directives issued by the Secretary under section 3553（h）；and”．





TITLE III—FEDERAL CYBERSECURITY WORKFORCE ASSESSMENT

SEC．301．SHORT TITLE．

This title may be cited as the“Federal Cybersecurity Workforce Assessment Act of 2015”．

SEC．302．DEFINITIONS．

In this title：

（1）APPROPRIATE CONGRESSIONAL COMMITTEES．—The term “appropriate congressional committees” means—
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（A）the Committee on Armed Services of the Senate；

（B）the Committee on Homeland Security and Governmental Affairs of the Senate；

（C）the Select Committee on Intelligence of the Senate；

（D）the Committee on Commerce，Science，and Transportation of the Senate；

（E）the Committee on Armed Services of the House of Representatives；

（F）the Committee on Homeland Security of the House of Representatives；

（G）the Committee on Oversight and Government Reform of the House of Representatives；and

（H）the Permanent Select Committee on Intelligence of the House of Representatives．

（2）DIRECTOR．—The term “Director” means the Director of the Office of Personnel Management．

（3）NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION．—The term “National Initiative for Cybersecurity Education” means the initiative under the national cybersecurity awareness and education program，as authorized under section 401 of the Cybersecurity Enhancement Act of 2014（15 U．S．C．7451）．
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（4）WORK ROLES．—The term “work roles” means a specialized set of tasks and functions requiring specific knowledge，skills，and abilities．

SEC．303．NATIONAL CYBERSECURITY WORKFORCE MEASUREMENT INITIATIVE．

（a）IN GENERAL．—The head of each Federal agency shall—

（1）identify all positions within the agency that require the performance of cybersecurity or other cyber-related functions；and

（2）assign the corresponding employment code under the National Initiative for Cybersecurity Education in accordance with subsection（b）．

（b）EMPLOYMENT CODES．—

（1）PROCEDURES．—

（A）CODING STRUCTURE．—Not later than 180 days after the date of the enactment of this Act，the Director，in coordination with the National Institute of Standards and Technology，shall develop a coding structure under the National Initiative for Cybersecurity Education．
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（B）IDENTIFICATION OF CIVILIAN CYBER PERSONNEL．—Not later than 9 months after the date of enactment of this Act，the Director，in coordination with the Secretary of Homeland Security，the Director of the National Institute of Standards and Technology，and the Director of National Intelligence，shall establish procedures to implement the National Initiative for Cybersecurity Education coding structure to identify all Federal civilian positions that require the performance of information technology，cybersecurity，or other cyber-related functions．

（C）IDENTIFICATION OF NONCIVILIAN CYBER PERSONNEL．—Not later than 18 months after the date of enactment of this Act，the Secretary of Defense shall establish procedures to implement the National Initiative for Cybersecurity Education's coding structure to identify all Federal noncivilian positions that require the performance of information technology，cybersecurity，or other cyber-related functions．

（D）BASELINE ASSESSMENT OF EXISTING CYBERSECURITY WORKFORCE．—Not later than 3 months after the date on which the procedures are developed under subparagraphs（B）and（C），respectively，the head of each Federal agency shall submit to the appropriate congressional committees of jurisdiction a report that identifies—
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（i）the percentage of personnel with information technology，cybersecurity，or other cyber-related job functions who currently hold the appropriate industry-recognized certifications as identified under the National Initiative for Cybersecurity Education；

（ii）the level of preparedness of other civilian and noncivilian cyber personnel without existing credentials to take certifi-cation exams；and

（iii）a strategy for mitigating any gaps identified in clause（i）or（ii）with the appropriate training and certification for existing personnel．

（E）PROCEDURES FOR ASSIGNING CODES．—Not later than 3 months after the date on which the procedures are developed under subparagraphs（B）and（C），respectively，the head of each Federal agency shall establish procedures—
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（i）to identify all encumbered and vacant positions with information technology，cybersecurity，or other cyber-related functions（as defined in the National Initiative for Cybersecurity Education's coding structure）；and

（ii）to assign the appropriate employment code to each such position，using agreed standards and definitions．

（2）CODE ASSIGNMENTS．—Not later than 1 year after the date after the procedures are established under paragraph（1）（E），the head of each Federal agency shall complete assignment of the appropriate employment code to each position within the agency with information technology，cybersecurity，or other cyber-related functions．

（c）PROGRESS REPORT．—Not later than 180 days after the date of enactment of this Act，the Director shall submit a progress report on the implementation of this section to the appropriate congressional committees．

SEC．304．IDENTIFICATION OF CYBER-RELATED WORK ROLES OF CRITICAL NEED．

（a）IN GENERAL．—Beginning not later than 1 year after the date on which the employment codes are assigned to employees pursuant to section 303（b）（2），and annually thereafter through 2022，the head of each Federal agency，in consultation with the Director，the Director of the National Institute of Standards and Technology，and the Secretary of Homeland Security，shall—
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（1）identify information technology，cybersecurity，or other cyber-related work roles of critical need in the agency's workforce；and

（2）submit a report to the Director that—

（A）describes the information technology，cybersecurity，or other cyber-related roles identified under paragraph（1）；and

（B）substantiates the critical need designations．

（b）GUIDANCE．—The Director shall provide Federal agencies with timely guidance for identifying information technology，cybersecurity，or other cyber-related roles of critical need，including—

（1）current information technology，cybersecurity，and other cyber-related roles with acute skill shortages；and

（2）information technology，cybersecurity，or other cyber-related roles with emerging skill shortages．

（c）CYBERSECURITY NEEDS REPORT．—Not later than 2 years after the date of the enactment of this Act，the Director，in consultation with the Secretary of Homeland Security，shall—
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（1）identify critical needs for information technology，cybersecurity，or other cyber-related workforce across all Federal agencies；and

（2）submit a progress report on the implementation of this section to the appropriate congressional committees．

SEC．305．GOVERNMENT ACCOUNTABILITY OFFICE STATUS REPORTS．

The Comptroller General of the United States shall—

（1）analyze and monitor the implementation of sections 303 and 304；and

（2）not later than 3 years after the date of the enactment of this Act，submit a report to the appropriate congressional committees that describes the status of such implementation．





TITLE IV—OTHER CYBER MATTERS

SEC．401．STUDY ON MOBILE DEVICE SECURITY．

（a）IN GENERAL．—Not later than 1 year after the date of the enactment of this Act，the Secretary of Homeland Security，in consultation with the Director of the National Institute of Standards and Technology，shall—
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（1）complete a study on threats relating to the security of the mobile devices of the Federal Government；and

（2）submit an unclassified report to Congress，with a classified annex if necessary，that contains the findings of such study，the recommendations developed under paragraph（3）of subsection（b），the deficiencies，if any，identified under（4）of such subsection，and the plan developed under paragraph（5）of such subsection．

（b）MATTERS STUDIED．—In carrying out the study under subsection（a）（1），the Secretary，in consultation with the Director of the National Institute of Standards and Technology，shall—

（1）assess the evolution of mobile security techniques from a desktop-centric approach，and whether such techniques are adequate to meet current mobile security challenges；

（2）assess the effect such threats may have on the cybersecurity of the information systems and networks of the Federal Government（except for national security systems or the information systems and networks of the Department of Defense and the intelligence community）；

1843

（3）develop recommendations for addressing such threats based on industry standards and best practices；

（4）identify any deficiencies in the current authorities of the Secretary that may inhibit the ability of the Secretary to address mobile device security throughout the Federal Government（except for national security systems and the information systems and networks of the Department of Defense and intelligence community）；and

（5）develop a plan for accelerated adoption of secure mobile device technology by the Department of Homeland Security．

（c）INTELLIGENCE COMMUNITY DEFINED．—In this section，the term “intelligence community” has the meaning given such term in section 3 of the National Security Act of 1947（50 U．S．C．3003）．

SEC．402．DEPARTMENT OF STATE INTERNATIONAL CYBER SPACE POLICY STRATEGY．

（a）IN GENERAL．—Not later than 90 days after the date of the enactment of this Act，the Secretary of State shall produce a comprehensive strategy relating to United States international policy with regard to cyberspace．

（b）ELEMENTS．—The strategy required by subsection（a）shall include the following：
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（1）A review of actions and activities undertaken by the Secretary of State to date to support the goal of the President's International Strategy for Cyberspace，released in May 2011，to “work internationally to promote an open，interoperable，secure，and reliable information and communications infrastructure that supports international trade and commerce，strengthens international security，and fosters free expression and innovation．”．

（2）A plan of action to guide the diplomacy of the Secretary of State，with regard to foreign countries，including conducting bilateral and multilateral activities to develop the norms of responsible international behavior in cyberspace，and status review of existing discussions in multilateral fora to obtain agreements on international norms in cyberspace．

（3）A review of the alternative concepts with regard to international norms in cyberspace offered by foreign countries that are prominent actors，includ-ing China，Russia，Brazil，and India．

（4）A detailed description of threats to United States national security in cyberspace from foreign countries，state-sponsored actors，and private actors to Federal and private sector infrastructure of the United States，intellectual property in the United States，and the privacy of citizens of the United States．
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（5）A review of policy tools available to the President to deter foreign countries，state-sponsored actors，and private actors，including those outlined in Executive Order 13694，released on April 1，2015．

（6）A review of resources required by the Secretary，including the Office of the Coordinator for Cyber Issues，to conduct activities to build responsible norms of international cyber behavior．

（c）CONSULTATION．—In preparing the strategy required by subsection（a），the Secretary of State shall consult，as appropriate，with other agencies and departments of the United States and the private sector and nongovernmental organizations in the United States with recognized credentials and expertise in foreign policy，national security，and cybersecurity．

（d）FORM OF STRATEGY．—The strategy required by subsection（a）shall be in unclassified form，but may include a classified annex．

（e）AVAILABILITY OF INFORMATION．—The Secretary of State shall—

（1）make the strategy required in subsection（a）available the public；and
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（2）brief the Committee on Foreign Relations of the Senate and the Committee on Foreign Affairs of the House of Representatives on the strategy，including any material contained in a classified annex．

SEC．403．APPREHENSION AND PROSECUTION OF INTERNATIONAL CYBER CRIMINALS．

（a）INTERNATIONAL CYBER CRIMINAL DEFINED．— In this section，the term “international cyber criminal” means an individual—

（1）who is believed to have committed a cybercrime or intellectual property crime against the interests of the United States or the citizens of the United States；and

（2）for whom—

（A）an arrest warrant has been issued by a judge in the United States；or

（B）an international wanted notice（commonly referred to as a“Red Notice”）has been circulated by Interpol．

（b）CONSULTATIONS FOR NONCOOPERATION．—The Secretary of State，or designee，shall consult with the appropriate government official of each country from which extradition is not likely due to the lack of an extradition treaty with the United States or other reasons，in which one or more international cyber criminals are physically present，to determine what actions the government of such country has taken—
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（1）to apprehend and prosecute such criminals；and

（2）to prevent such criminals from carrying out cybercrimes or intellectual property crimes against the interests of the United States or its citizens．

（c）ANNUAL REPORT．—

（1）IN GENERAL．—The Secretary of State shall submit to the appropriate congressional committees an annual report that includes—

（A）the number of international cyber criminals located in other countries，disaggregated by country，and indicating from which countries extradition is not likely due to the lack of an extradition treaty with the United States or other reasons；

（B）the nature and number of significant discussions by an official of the Department of State on ways to thwart or prosecute international cyber criminals with an official of another country，including the name of each such country；and
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（C）for each international cyber criminal who was extradited to the United States during the most recently completed calendar year—

（i）his or her name；

（ii）the crimes for which he or she was charged；

（iii）his or her previous country of residence；and

（iv）the country from which he or she was extradited into the United States．

（2）FORM．—The report required by this subsection shall be in unclassified form to the maximum extent possible，but may include a classified annex．

（3）APPROPRIATE CONGRESSIONAL COMMITTEES．—For purposes of this subsection，the term “appropriate congressional committees” means—

（A）the Committee on Foreign Relations，the Committee on Appropriations，the Committee on Homeland Security and Governmental Affairs，the Committee on Banking，Housing，and Urban Affairs，the Select Committee on Intelligence，and the Committee on the Judiciary of the Senate；and
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（B）the Committee on Foreign Affairs，the Committee on Appropriations，the Committee on Homeland Security，the Committee on Financial Services，the Permanent Select Committee on Intelligence，and the Committee on the Judiciary of the House of Representatives．

SEC．404．ENHANCEMENT OF EMERGENCY SERVICES．

（a）COLLECTION OF DATA．—Not later than 90 days after the date of the enactment of this Act，the Secretary of Homeland Security，acting through the center established under section 227 of the Homeland Security Act of 2002，as redesignated by section 223（a）（3）of this division，in coordination with appropriate Federal entities and the Director for Emergency Communications，shall establish a process by which a Statewide Interoperability Coordinator may report data on any cybersecurity risk or incident involving any information system or network used by emergency response providers（as defined in section 2 of the Homeland Security Act of 2002（6 U．S．C．101））within the State．

（b）ANALYSIS OF DATA．—Not later than 1 year after the date of the enactment of this Act，the Secretary of Homeland Security，acting through the Director of the National Cybersecurity and Communications Integration Center，in coordination with appropriate entities and the Director for Emergency Communications，and in consultation with the Secretary of Commerce，acting through the Director of the National Institute of Standards and Technology，shall conduct integration and analysis of the data reported under subsection（a）to develop information and recommendations on security and resilience measures for any information system or network used by State emergency response providers．
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（c）BEST PRACTICES．—

（1）IN GENERAL．—Using the results of the integration and analysis conducted under subsection（b），and any other relevant information，the Director of the National Institute of Standards and Technology shall，on an ongoing basis，facilitate and support the development of methods for reducing cybersecurity risks to emergency response providers using the process described in section 2（e）of the National Institute of Standards and Technology Act（15 U．S．C．272（e））．

（2）REPORT．—The Director of the National Institute of Standards and Technology shall submit to Congress a report on the result of the activities of the Director under paragraph（1），including any methods developed by the Director under such paragraph，and shall make such report publicly available on the website of the National Institute of Standards and Technology．
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（d）RULE OF CONSTRUCTION．—Nothing in this section shall be construed to—

（1）require a State to report data under subsection（a）；or

（2）require a non-Federal entity（as defined in section 102）to—

（A）adopt a recommended measure developed under subsection（b）；or

（B）follow the result of the activities car-ried out under subsection（c），including any methods developed under such subsection．

SEC．405．IMPROVING CYBERSECURITY IN THE HEALTH CARE INDUSTRY．

（a）DEFINITIONS．—In this section：

（1）APPROPRIATE CONGRESSIONAL COMMITTEES．—The term “appropriate congressional committees” means—

（A）the Committee on Health，Education，Labor，and Pensions，the Committee on Homeland Security and Governmental Affairs，and the Select Committee on Intelligence of the Senate；and

（B）the Committee on Energy and Commerce，the Committee on Homeland Security，and the Permanent Select Committee on Intelligence of the House of Representatives．
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（2）BUSINESS ASSOCIATE．—The term “business associate” has the meaning given such term in section 160.103 of title 45，Code of Federal Regulations（as in effect on the day before the date of the enactment of this Act）．

（3）COVERED ENTITY．—The term “covered entity” has the meaning given such term in section 160.103 of title 45，Code of Federal Regulations（as in effect on the day before the date of the enactment of this Act）．

（4）CYBERSECURITY THREAT；CYBER THREAT INDICATOR；DEFENSIVE MEASURE；FEDERAL ENTITY；NON-FEDERAL ENTITY；PRIVATE ENTITY．—The terms “cybersecurity threat”，“cyber threat indicator”，“defensive measure”，“Federal entity”，“non-Federal entity”，and “private entity” have the meanings given such terms in section 102 of this division．

（5）HEALTH CARE CLEARINGHOUSE；HEALTH CARE PROVIDER；HEALTH PLAN．—The terms “health care clearinghouse”，“health care provider”，and “health plan” have the meanings given such terms in section 160.103 of title 45，Code of Federal Regulations（as in effect on the day before the date of the enactment of this Act）．
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（6）HEALTH CARE INDUSTRY STAKEHOLDER．— The term “health care industry stakeholder” means any—

（A）health plan，health care clearinghouse，or health care provider；

（B）advocate for patients or consumers；

（C）pharmacist；

（D）developer or vendor of health information technology；

（E）laboratory；

（F）pharmaceutical or medical device manufacturer；or

（G）additional stakeholder the Secretary determines necessary for purposes of subsection（b）（1），（c）（1），（c）（3），or（d）（1）．

（7）SECRETARY．—The term “Secretary” means the Secretary of Health and Human Services．

（b）REPORT．—
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（1）IN GENERAL．—Not later than 1 year after the date of enactment of this Act，the Secretary shall submit to the Committee on Health，Education，Labor，and Pensions of the Senate and the Committee on Energy and Commerce of the House of Representatives a report on the preparedness of the Department of Health and Human Services and health care industry stakeholders in responding to cybersecurity threats．

（2）CONTENTS OF REPORT．—With respect to the internal response of the Department of Health and Human Services to emerging cybersecurity threats，the report under paragraph（1）shall include—

（A）a clear statement of the official within the Department of Health and Human Services to be responsible for leading and coordinating efforts of the Department regarding cybersecurity threats in the health care industry；and

（B）a plan from each relevant operating division and subdivision of the Department of Health and Human Services on how such division or subdivision will address cybersecurity threats in the health care industry，including a clear delineation of how each such division or subdivision will divide responsibility among the personnel of such division or subdivision and communicate with other such divisions and subdivisions regarding efforts to address such threats．
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（c）HEALTH CARE INDUSTRY CYBERSECURITY TASK FORCE．—

（1）IN GENERAL．—Not later than 90 days after the date of the enactment of this Act，the Secretary，in consultation with the Director of the National Institute of Standards and Technology and the Secretary of Homeland Security，shall convene health care industry stakeholders，cybersecurity experts，and any Federal agencies or entities the Secretary determines appropriate to establish a task force to—

（A）analyze how industries，other than the health care industry，have implemented strategies and safeguards for addressing cybersecurity threats within their respective industries；

（B）analyze challenges and barriers private entities（excluding any State，tribal，or local government）in the health care industry face securing themselves against cyber attacks；

（C）review challenges that covered entities and business associates face in securing networked medical devices and other software or systems that connect to an electronic health record；
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（D）provide the Secretary with information to disseminate to health care industry stakeholders of all sizes for purposes of improving their preparedness for，and response to，cybersecurity threats affecting the health care industry；

（E）establish a plan for implementing title I of this division，so that the Federal Government and health care industry stakeholders may in real time，share actionable cyber threat indicators and defensive measures；and

（F）report to the appropriate congressional committees on the findings and recommendations of the task force regarding carrying out subparagraphs（A）through（E）．

（2）TERMINATION．—The task force established under this subsection shall terminate on the date that is 1 year after the date on which such task force is established．

（3）DISSEMINATION．—Not later than 60 days after the termination of the task force established under this subsection，the Secretary shall disseminate the information described in paragraph（1）（D）to health care industry stakeholders in accordance with such paragraph．
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（d）ALIGNING HEALTH CARE INDUSTRY SECURITY APPROACHES．—

（1）IN GENERAL．—The Secretary shall establish，through a collaborative process with the Secretary of Homeland Security，health care industry stakeholders，the Director of the National Institute of Standards and Technology，and any Federal entity or non-Federal entity the Secretary determines appropriate，a common set of voluntary，consensusbased，and industry-led guidelines，best practices，methodologies，procedures，and processes that—

（A）serve as a resource for cost-effectively reducing cybersecurity risks for a range of health care organizations；

（B）support voluntary adoption and implementation efforts to improve safeguards to address cybersecurity threats；

（C）are consistent with—

（i）the standards，guidelines，best practices，methodologies，procedures，and processes developed under section 2（c）（15）of the National Institute of Standards and Technology Act（15 U．S．C．272（c）（15））；
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（ii）the security and privacy regulations promulgated under section 264（c）of the Health Insurance Portability and Accountability Act of 1996（42 U．S．C．1320d-2 note）；and

（iii）the provisions of the Health Information Technology for Economic and Clinical Health Act（title XIII of division A，and title IV of division B，of Public Law 111-5），and the amendments made by such Act；and

（D）are updated on a regular basis and applicable to a range of health care organizations．

（2）LIMITATION．—Nothing in this subsection shall be interpreted as granting the Secretary authority to—

（A）provide for audits to ensure that health care organizations are in compliance with this subsection；or

（B）mandate，direct，or condition the award of any Federal grant，contract，or purchase，on compliance with this subsection．

（3）NO LIABILITY FOR NONPARTICIPATION．— Nothing in this section shall be construed to subject a health care industry stakeholder to liability for choosing not to engage in the voluntary activities authorized or guidelines developed under this subsection．
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（e）INCORPORATING ONGOING ACTIVITIES．—In carrying out the activities under this section，the Secretary may incorporate activities that are ongoing as of the day before the date of enactment of this Act and that are consistent with the objectives of this section．

（f）RULE OF CONSTRUCTION．—Nothing in this section shall be construed to limit the antitrust exemption under section 104（e）or the protection from liability under section 106．

SEC．406．FEDERAL COMPUTER SECURITY．

（a）DEFINITIONS．—In this section：

（1）COVERED SYSTEM．—The term “covered system” shall mean a national security system as defined in section 11103 of title 40，United States Code，or a Federal computer system that provides access to personally identifiable information．

（2）COVERED AGENCY．—The term “covered agency” means an agency that operates a covered system．

（3）LOGICAL ACCESS CONTROL．—The term “logical access control” means a process of granting or denying specific requests to obtain and use information and related information processing services．
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（4）MULTI-FACTOR AUTHENTICATION．—The term “multi-factor authentication” means the use of not fewer than 2 authentication factors，such as the following：

（A）Something that is known to the user，such as a password or personal identification number．

（B）An access device that is provided to the user，such as a cryptographic identification device or token．

（C）A unique biometric characteristic of the user．

（5）PRIVILEGED USER．—The term “privileged user” means a user who has access to system control，monitoring，or administrative functions．

（b）INSPECTOR GENERAL REPORTS ON COVERED SYSTEMS．—

（1）IN GENERAL．—Not later than 240 days after the date of enactment of this Act，the Inspector General of each covered agency shall submit to the appropriate committees of jurisdiction in the Senate and the House of Representatives a report，which shall include information collected from the covered agency for the contents described in paragraph（2）regarding the Federal computer systems of the covered agency．
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（2）CONTENTS．—The report submitted by each Inspector General of a covered agency under paragraph（1）shall include，with respect to the covered agency，the following：

（A）A description of the logical access policies and practices used by the covered agency to access a covered system，including whether appropriate standards were followed．

（B）A description and list of the logical access controls and multi-factor authentication used by the covered agency to govern access to covered systems by privileged users．

（C）If the covered agency does not use logical access controls or multi-factor authentication to access a covered system，a description of the reasons for not using such logical access controls or multi-factor authentication．

（D）A description of the following information security management practices used by the covered agency regarding covered systems：
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（i）The policies and procedures followed to conduct inventories of the software present on the covered systems of the covered agency and the licenses associated with such software．

（ii）What capabilities the covered agency utilizes to monitor and detect exfiltration and other threats，including—

（I）data loss prevention capabilities；

（II）forensics and visibility capabilities；or

（III）digital rights management capabilities．

（iii）A description of how the covered agency is using the capabilities described in clause（ii）．

（iv）If the covered agency is not utilizing capabilities described in clause（ii），a description of the reasons for not utilizing such capabilities．

（E）A description of the policies and procedures of the covered agency with respect to ensuring that entities，including contractors，that provide services to the covered agency are implementing the information security management practices described in subparagraph（D）．
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（3）EXISTING REVIEW．—The reports required under this subsection may be based in whole or in part on an audit，evaluation，or report relating to programs or practices of the covered agency，and may be submitted as part of another report，including the report required under section 3555 of title 44，United States Code．

（4）CLASSIFIED INFORMATION．—Reports submitted under this subsection shall be in unclassified form，but may include a classified annex．

SEC．407．STOPPING THE FRAUDULENT SALE OF FINANCIAL INFORMATION OF PEOPLE OF THE UNITED STATES．

Section 1029（h）of title 18，United States Code，is amended by striking“title if—” and all that follows through “therefrom．”and inserting “title if the offense involves an access device issued，owned，managed，or controlled by a financial institution，account issuer，credit card system member，or other entity organized under the laws of the United States，or any State，the District of Columbia，or other territory of the United States．”．



后记

2016年5月下旬，我给杭州师范大学法学院的研究生作了几次讲座，内容是关于英美网络安全法的。我选了美国2015年通过的网络安全法作为基本教材，和同学们在课堂上精读。我们一面学法律，一面学英语。因为美国立法用的英语有些挺拗口，也不好懂，我就动员同学们去找该法的中译本。谁料想竟然没找到。事实上，要真正理解原文，翻译是最好的方法。于是，我们就一面学习，一面翻译。成果就是这本小册子。

这是一本集体努力的成果，但主要的译者是2014级的陈斌同学。统稿校对三五遍，皆由他执笔。参加翻译的同学包括邹亿杰、陈逸婷、骆城君、滕佳慧、杨绪东、张爱珍、顾珍、陈斌、罗雪贵、骆方方、吴杰、何明红。翻译过程中得到杭州师大法学院王家国、王占明、孙益武三位老师的指点。我本人对译文做了比较详细的校对。承蒙中国民主法制出版社庞从容编辑慷慨支持，唐仲江、程王刚编辑鼎力协助，这本小册子遂得以和读者见面。

本译文不是官方翻译，仅供学习者参考而已。在网络法日益重要的今天，网络安全已成为世界范围内的重要研究课题。美国在此方面的立法似有领先之势，这部法律则是典型代表。深入了解它的结构和内容、概念范畴及专业术语等，对中国网络立法工作应该也不无裨益。故此，本书既可以供法律专业和英语专业的学生学习之用，亦可供从事网络法研究与实践的官员、学者和律师参考。

於兴中

2016年10月17日
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